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Copyright © 2008 Microsoft Corporation . Ȩɗɋ ɕɖɆɈɆ ɍɆɟɎɟɋɓɡ. Ȩɡ ɓɋɗɋɘɋ ɕɔɑɓəɤ ɔɘɈɋɘɗɘɈɋɓɓɔɗɘɢ ɍɆ 

ɈɡɕɔɑɓɋɓɎɋ ɍɆɐɔɓɔɈ ɔɇ ɆɈɘɔɖɗɐɔɒ ɕɖɆɈɋ. ȫɗɑɎ Ɉɡ Ɏɗɕɔɑɢɍəɋɘɋ ɊɆɓɓəɤ ɊɔɐəɒɋɓɘɆɜɎɤ Ɏ ɕɖɋɊɔɗɘɆɈɑɥɋɘɋ 

ɔɘɍɡɈɡ, Ɉɡ ɕɖɎɓɎɒɆɋɘɋ ɑɎɜɋɓɍɎɔɓɓɔɋ ɗɔɉɑɆɞɋɓɎɋ, ɕɖɋɊɗɘɆɈɑɋɓɓɔɋ ɓɎɌɋ. 

 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɊɆɓɓɔɏ ɊɔɐəɒɋɓɘɆɜɎɎ ɎɗɐɑɤɝɎɘɋɑɢɓɔ Ɉ ɓɋɐɔɒɒɋɖɝɋɗɐɎɛ ɜɋɑɥɛ ɈɓəɘɖɎ ȨȦȾȫȯ ɐɔɒɕɆɓɎɎ 

ɎɑɎ ɔɖɉɆɓɎɍɆɜɎɎ ɖɋɉɑɆɒɋɓɘɎɖəɋɘɗɥ ɑɎɜɋɓɍɎɔɓɓɡɒ ɗɔɉɑɆɞɋɓɎɋɒ Creative  Commons  çȳɋɐɔɒɒɋɖɝɋɗɐɆɥ 

ɑɎɜɋɓɍɎɥ ɗ əɐɆɍɆɓɎɋɒ ɆɈɘɔɖɗɘɈɆè. ȰɔɕɎɤ ɣɘɔɏ ɑɎɜɋɓɍɎɎ ɒɔɌɓɔ ɓɆɏɘɎ ɕɔ ɆɊɖɋɗə 
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ȪɆɓɓɆɥ ɊɔɐəɒɋɓɘɆɜɎɥ ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɎɗɐɑɤɝɎɘɋɑɢɓɔ Ɉ ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɜɋɑɥɛ Ɏ çȰȦȰ ȫȷȸɂè. ɃɘɎ 

ɒɆɘɋɖɎɆɑɡ ɓɋ ɒɔɉəɘ ɍɆɒɋɓɎɘɢ ɗɕɋɜɎɆɑɢɓɔɋ ɔɇɗɑəɌɎɈɆɓɎɋ Ɏ ɊɔɐəɒɋɓɘɆɜɎɤ, ɐɔɘɔɖɡɋ ɒɔɌɋɘ ɖɆɍɖɆɇɔɘɆɘɢ 

ȰɔɖɕɔɖɆɜɎɥ Microsoft  Ɋɑɥ ɐɔɓɐɖɋɘɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ, ɎɗɛɔɊɥ Ɏɍ ɐɔɓɐɖɋɘɓɡɛ ɘɖɋɇɔɈɆɓɎɏ ɋɉɔ ɗɖɋɊɡ. Ȩ ɘɔɏ 

ɒɋɖɋ, Ɉ ɐɆɐɔɏ ɣɘɔ ɕɔɍɈɔɑɥɋɘ ɍɆɐɔɓ, MICROSOFT ȳȫ ȪȦȫȸ ȳȮȰȦȰȮȻ ȩȦȶȦȳȸȮȯ, ȳȫ ȧȫȶȫȸ ȳȦ ȷȫȧɅ 

ȳȮȰȦȰȴȯ ȴȸȨȫȸȷȸȨȫȳȳȴȷȸȮ ȭȦ Ȩȷȫ ȨɁȷȰȦȭȦȳȳɁȫ, ȵȴȪȶȦȭȹȲȫȨȦȫȲɁȫ Ȯ ȹȷȸȦȳȴȨȱȫȳȳɁȫ ȩȦȶȦȳȸȮȮ 

Ȯ ȳȫ ȳȫȷȫȸ ȵȫȶȫȪ ȨȦȲȮ ȳȮȰȦȰȴȯ ȴȸȨȫȸȷȸȨȫȳȳȴȷȸȮ ȭȦ ȱɄȧȴȯ ȹȿȫȶȧ, ȵȴȳȫȷȫȳȳɁȯ Ȩ ȷȨɅȭȮ ȷ 

ȮȷȵȴȱɂȭȴȨȦȳȮȫȲ ȪȦȳȳɁȻ ȲȦȸȫȶȮȦȱȴȨ ȮȱȮ ȱɄȧȴȯ ȨȰȱɄȽȫȳȳȴȯ Ȩ ȳȮȻ ȮȳȸȫȱȱȫȰȸȹȦȱɂȳȴȯ 

ȷȴȧȷȸȨȫȳȳȴȷȸȮ. 

 

Microsoft  ɒɔɌɋɘ ɖɆɗɕɔɑɆɉɆɘɢ ɕɆɘɋɓɘɆɒɎ, ɍɆɥɈɐɆɒɎ ɓɆ ɕɆɘɋɓɘ, ɘɔɖɉɔɈɡɒɎ ɒɆɖɐɆɒɎ ɎɑɎ ɊɖəɉɎɒɎ ɕɖɆɈɆɒɎ 

ɎɓɘɋɑɑɋɐɘəɆɑɢɓɔɏ ɗɔɇɗɘɈɋɓɓɔɗɘɎ ɓɆ ɘɋɒɡ, ɖɆɗɗɒɆɘɖɎɈɆɋɒɡɋ Ɉ ɊɆɓɓɔɏ ɊɔɐəɒɋɓɘɆɜɎɎ. ȫɗɑɎ ɣɘɔ ɓɋ 

ɔɉɔɈɔɖɋɓɔ Ɉ ɔɘɊɋɑɢɓɔɒ ɗɔɉɑɆɞɋɓɎɎ ɗ Microsoft ,  ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɣɘɔɉɔ ɊɔɐəɒɋɓɘɆ ɓɋ ɊɆɋɘ ɓɎɐɆɐɔɉɔ ɕɖɆɈɆ ɓɆ 

ɣɘɎ ɕɆɘɋɓɘɡ, ɘɔɖɉɔɈɡɋ ɒɆɖɐɎ ɎɑɎ Ɋɖəɉəɤ ɎɓɘɋɑɑɋɐɘəɆɑɢɓəɤ ɗɔɇɗɘɈɋɓɓɔɗɘɢ. 

 

ȮɓɚɔɖɒɆɜɎɥ, ɕɖɋɊɗɘɆɈɑɋɓɓɆɥ Ɉ ɊɆɓɓɔɏ ɊɔɐəɒɋɓɘɆɜɎɎ, ɈɐɑɤɝɆɥ URL Ɏ ɊɖəɉɎɋ ɗɗɡɑɐɎ ɓɆ Ȩɋɇ-əɍɑɡ, ɒɔɌɋɘ 

Ɏɍɒɋɓɥɘɢɗɥ ɇɋɍ əɈɋɊɔɒɑɋɓɎɥ. ȫɗɑɎ ɓɋ əɐɆɍɆɓɔ ɔɇɖɆɘɓɔɋ, Ɏɗɕɔɑɢɍəɋɒɡɋ ɕɖɎɒɋɖɡ ɐɔɒɕɆɓɎɏ, ɔɖɉɆɓɎɍɆɜɎɏ, 

ɕɖɔɊəɐɘɔɈ, Ɋɔɒɋɓɓɡɛ Ɏɒɋɓ, ɆɊɖɋɗɔɈ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ, ɑɔɉɔɘɎɕɡ, ɑɤɊɎ, ɒɋɗɘɆ Ɏ ɗɔɇɡɘɎɥ ɥɈɑɥɤɘɗɥ 

ɈɡɒɡɞɑɋɓɓɡɒɎ. 

 

Microsoft , Active  Directory , Authenticode , MS-DOS, Win 32, Windows , Windows  Server , Windows  Vista  Ɏ 

Windows  XP ɥɈɑɥɤɘɗɥ ɎɑɎ ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɓɡɒɎ ɘɔɖɉɔɈɡɒɎ ɒɆɖɐɆɒɎ, ɎɑɎ ɘɔɖɉɔɈɡɒɎ ɒɆɖɐɆɒɎ ɐɔɖɕɔɖɆɜɎɎ 

Microsoft  Ɉ ȷɔɋɊɎɓɋɓɓɡɛ ȾɘɆɘɆɛ Ɏ/ɎɑɎ ɊɖəɉɎɛ ɗɘɖɆɓɆɛ.  

 

ȹɕɔɒɎɓɆɋɒɡɋ ɓɆɍɈɆɓɎɥ ɖɋɆɑɢɓɡɛ ɐɔɒɕɆɓɎɏ Ɏ ɕɖɔɊəɐɘɔɈ ɒɔɉəɘ ɥɈɑɥɘɢɗɥ ɘɔɖɉɔɈɡɒɎ ɒɆɖɐɆɒɎ Ɏɛ 

ɈɑɆɊɋɑɢɜɋɈ. 

 

Ȩɡ ɓɋ ɔɇɥɍɆɓɡ ɕɖɋɊɔɗɘɆɈɑɥɘɢ Microsoft  ɐɆɐɎɋ-ɑɎɇɔ ɕɖɋɊɑɔɌɋɓɎɥ, ɐɔɒɒɋɓɘɆɖɎɎ ɎɑɎ ɔɘɍɡɈɡ (ȴɘɍɡɈ) 

ɔɘɓɔɗɎɘɋɑɢɓɔ ɊɆɓɓɔɏ ɊɔɐəɒɋɓɘɆɜɎɎ. ȴɊɓɆɐɔ ɋɗɑɎ Ɉɡ Ɉɗɋ-ɘɆɐɎ ɕɖɋɊɔɗɘɆɈɎɑɎ ȴɘɍɡɈ Microsoft , Ɉɡ 

ɇɋɍɈɔɍɒɋɍɊɓɔ ɕɖɋɊɔɗɘɆɈɑɥɋɘɋ Microsoft  ɕɖɆɈɔ ɎɗɕɔɑɢɍɔɈɆɘɢ, ɖɆɗɕɖɔɗɘɖɆɓɥɘɢ Ɏ ɕɔɑəɝɆɘɢ ɕɖɎɇɡɑɢ ɔɘ ɣɘɔɉɔ 

ɑɤɇɡɒ ɗɕɔɗɔɇɔɒ Ɏ Ɉ ɑɤɇɡɛ ɜɋɑɥɛ. ȸɆɐɌɋ Ɉɡ ɇɋɍɈɔɍɒɋɍɊɓɔ ɕɖɋɊɔɗɘɆɈɑɥɋɘɋ ɘɖɋɘɢɎɒ ɑɎɜɆɒ Ɉɗɋ ɕɆɘɋɓɘɓɡɋ 

ɕɖɆɈɆ, ɓɋɔɇɛɔɊɎɒɡɋ Ɋɑɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɎɑɎ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ Ɏɛ ɕɖɔɊəɐɘɔɈ, ɘɋɛɓɔɑɔɉɎɏ Ɏ ɗɑəɌɇ ɗ 

ɔɕɖɋɊɋɑɋɓɓɡɒɎ ɝɆɗɘɥɒɎ ɕɖɔɉɖɆɒɒɓɔɉɔ ɔɇɋɗɕɋɝɋɓɎɥ ɎɑɎ ɗɑəɌɇɡ Microsoft , ɈɐɑɤɝɆɤɟɎɒɎ ɈɆɞ ȴɘɍɡɈ. Ȩɡ 

ɓɋ ɊɔɑɌɓɡ ɕɖɋɊɔɗɘɆɈɑɥɘɢ ȴɘɍɡɈ, ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɐɔɘɔɖɔɉɔ Ɉ ȵȴ ɎɑɎ ɊɔɐəɒɋɓɘɆɜɎɎ ɕɔɘɖɋɇəɋɘ ɔɘ Microsoft  

ɑɎɜɋɓɍɎɖɔɈɆɓɎɥ ɔɘ ɘɖɋɘɢɎɛ ɑɎɜ.



 

 

˛̂̈̏̑ 

ɼʦʙʨʦ ʧʦʞʘʣʦʚʘʪʴ ʚ ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008. ɺ ʥʝʤ 
ʧʨʝʜʩʪʘʚʣʝʥʳ ʠʥʩʪʨʫʢʮʠʠ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ Windows Server® 2008 ʠ ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ 
ʫʯʘʩʪʥʠʢʘʤʠ ʜʦʤʝʥʘ Active Directory®. 

ʂʨʦʤʝ ʤʝʪʦʜʦʣʦʛʠʯʝʩʢʠʭ ʧʨʠʥʮʠʧʦʚ, ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʚʢʣʶʯʘʝʪ ʠʥʩʪʨʫʤʝʥʪʳ, 
ʧʦʰʘʛʦʚʳʝ ʧʨʦʮʝʜʫʨʳ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʠ ʧʨʦʮʝʩʩʳ, ʩʫʱʝʩʪʚʝʥʥʦ ʫʧʨʦʱʘʶʱʠʝ 
ʨʘʟʚʝʨʪʳʚʘʥʠʝ. ʕʪʦ ʥʝ ʧʨʦʩʪʦ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʬʬʝʢʪʠʚʥʦʡ ʥʘʩʪʨʦʡʢʝ ʩʠʩʪʝʤʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʘʤ ʧʨʝʜʣʘʛʘʝʪʩʷ ʚʦʩʧʨʦʠʟʚʦʜʠʤʳʡ ʤʝʪʦʜ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʵʪʠʭ 
ʨʝʢʦʤʝʥʜʘʮʠʡ, ʢʘʢ ʢ ʩʨʝʜʝ ʪʝʩʪʠʨʦʚʘʥʠʷ, ʪʘʢ ʠ ʢ ʨʘʙʦʯʝʡ ʩʨʝʜʝ. 

ʂʣʶʯʝʚʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʡ ʜʘʥʥʳʤ ʨʫʢʦʚʦʜʩʪʚʦʤ, ʷʚʣʷʝʪʩʷ 
GPOAccelerator. ʉ ʝʛʦ ʧʦʤʦʱʴʶ ʤʦʞʥʦ ʚʳʧʦʣʥʷʪʴ ʩʮʝʥʘʨʠʡ, ʢʦʪʦʨʳʡ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪ ʚʩʝ ʦʙʲʝʢʪʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ (Group Policy objects, 
GPOs), ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ

1
. ʂʥʠʛʘ 

çʉʙʦʨʥʠʢ ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows 
Server 2008è, ʩʦʧʨʦʚʦʞʜʘʶʱʘʷ ʜʘʥʥʦʝ ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows 
Server 2008, ʷʚʣʷʝʪʩʷ ʝʱʝ ʦʜʥʠʤ ʨʝʩʫʨʩʦʤ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ 
ʦʧʨʝʜʝʣʝʥʠʷ ʠ ʩʨʘʚʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. 

ɼʘʥʥʦʝ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʙʳʣʦ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʘʩʩʤʦʪʨʝʥʠʝ ʧʨʦʝʢʪʥʳʤ 
ʛʨʫʧʧʘʤ, ʢʦʥʩʫʣʴʪʘʥʪʘʤ, ʩʧʝʮʠʘʣʠʩʪʘʤ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ, ʧʘʨʪʥʝʨʘʤ ʠ 
ʢʣʠʝʥʪʘʤ Microsoft, ʯʪʦ ʦʙʝʩʧʝʯʠʣʦ ʝʛʦ: 

¶ ɼʦʩʪʦʚʝʨʥʦʩʪʴ. ʈʫʢʦʚʦʜʩʪʚʦ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʧʨʘʢʪʠʯʝʩʢʦʤ ʦʧʳʪʝ. 

¶ ɸʚʪʦʨʠʪʝʪʥʦʩʪʴ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʣʘʛʘʝʪ ʣʫʯʰʠʝ ʠʟ ʩʫʱʝʩʪʚʫʶʱʠʭ 
ʨʝʢʦʤʝʥʜʘʮʠʡ. 

¶ ʊʦʯʥʦʩʪʴ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʦʚʝʨʝʥʦ ʠ ʧʨʦʪʝʩʪʠʨʦʚʘʥʦ ʩ ʪʝʭʥʠʯʝʩʢʦʡ ʪʦʯʢʠ 
ʟʨʝʥʠʷ. 

¶ ʇʨʘʢʪʠʯʝʩʢʫʶ ʧʨʠʤʝʥʠʤʦʩʪʴ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʣʘʛʘʝʪ ʢʦʥʢʨʝʪʥʳʝ ʰʘʛʠ 
ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʫʩʧʝʭʘ. 

¶ ʋʤʝʩʪʥʦʩʪʴ. ʈʫʢʦʚʦʜʩʪʚʦ ʨʝʰʘʝʪ ʨʝʘʣʴʥʳʝ ʚʦʧʨʦʩʳ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Microsoft ʙʳʣʠ ʦʧʫʙʣʠʢʦʚʘʥʳ ʨʫʢʦʚʦʜʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ Windows 
Server 2003 ʠ Windows 2000 Server. ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʧʠʩʳʚʘʝʪ ʟʥʘʯʠʪʝʣʴʥʳʝ 
ʫʣʫʯʰʝʥʠʷ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʥʝʩʝʥʥʳʝ ʚ Windows Server 2008. 
ʈʫʢʦʚʦʜʩʪʚʦ ʙʳʣʦ ʨʘʟʨʘʙʦʪʘʥʦ ʠ ʧʨʦʪʝʩʪʠʨʦʚʘʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ Windows 
Server 2008, ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ ʜʦʤʝʥ, ʠʩʧʦʣʴʟʫʶʱʠʡ ʉʣʫʞʙʳ ʢʘʪʘʣʦʛʦʚ Active 
Directory® (Active Directory® Domain Services, AD°DS). 

ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʧʨʦʜʦʣʞʘʝʪ ʨʘʟʚʠʚʘʪʴʩʷ ʠ ʠʟʤʝʥʷʪʴʩʷ, ʧʦʵʪʦʤʫ ʩ ʚʳʭʦʜʦʤ 
ʩʣʝʜʫʶʱʠʭ ʝʝ ʚʝʨʩʠʡ ʤʦʞʥʦ ʦʞʠʜʘʪʴ ʧʦʷʚʣʝʥʠʷ ʠ ʦʙʥʦʚʣʝʥʥʳʭ ʚʝʨʩʠʡ ʜʘʥʥʦʛʦ 
ʨʫʢʦʚʦʜʩʪʚʘ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʢʣʶʯʘʪʴ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʞʝ ʧʨʝʜʣʘʛʘʶʪʩʷ ʨʫʢʦʚʦʜʩʪʚʘ ʧʦ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʠ 
ʵʢʩʧʣʫʘʪʘʮʠʠ Windows Server 2008. ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙʦ ʚʩʝʭ ʜʦʩʪʫʧʥʳʭ 
ʨʫʢʦʚʦʜʩʪʚʘʭ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʩʘʡʪʝ TechNet ʚ ʨʘʟʜʝʣʝ Solution Accelerators. 

                                                           
1
ɺ ʨʫʩʩʢʦʡ ʚʝʨʩʠʠ ʆʉ ʥʝ ʚʩʝ ʦʙʲʝʢʪʳ ʤʦʛʫʪ ʙʳʪʴ ʩʦʟʜʘʥʳ ʠʟ-ʟʘ ʧʨʦʙʣʝʤ ʩ 
ʠʤʝʥʦʚʘʥʠʝʤ (ʧʨʠʤ. ʥʘʫʯʥʦʛʦ ʨʝʜʘʢʪʦʨʘ). 
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ʂʨʘʪʢʠʡ ʦʙʟʦʨ 
ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʘʩʘʝʪʩʷ ʚʩʝʭ. ʂʘʞʜʳʡ ʜʝʥʴ ʨʝʢʣʘʤʦʜʘʪʝʣʠ ʧʳʪʘʶʪʩʷ ʧʨʦʥʠʢʥʫʪʴ 
ʚ ʚʘʰʠ ʩʝʪʠ ʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʘʰʠʤ ʩʝʨʚʝʨʘʤ, ʯʪʦʙʳ ʚʟʣʦʤʘʪʴ ʠʭ, 
ʠʥʬʠʮʠʨʦʚʘʪʴ ʚʠʨʫʩʘʤʠ ʠʣʠ ʧʦʭʠʪʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʣʠʝʥʪʘʭ ʠ ʩʣʫʞʘʱʠʭ. ʋʛʨʦʟʘ 
ʧʦʩʪʫʧʘʝʪ ʩʦ ʚʩʝʭ ʩʪʦʨʦʥ: ʦʪ ʩʣʫʞʘʱʠʭ, ʥʘʭʦʜʷʱʠʭʩʷ ʚʥʫʪʨʠ ʩʝʪʠ ʠ ʧʦʩʝʱʘʶʱʠʭ 
ɺʝʙ-ʩʘʡʪʳ, ʠʥʬʠʮʠʨʦʚʘʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ, ʜʦ ʚʥʝʰʥʠʭ 
ʧʦʜʢʣʶʯʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ ʚʠʨʪʫʘʣʴʥʳʝ ʯʘʩʪʥʳʝ ʩʝʪʠ (virtual private 
networks, VPNs), ʧʦʜʢʣʶʯʝʥʠʡ ʩʝʪʠ ʬʠʣʠʘʣʘ ʢ ʩʝʨʚʝʨʘʤ ʧʨʝʜʧʨʠʷʪʠʷ ʠʣʠ ʧʨʷʤʳʭ 
ʥʘʧʘʜʦʢ ʥʘ ʫʷʟʚʠʤʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠʣʠ ʩʝʨʚʝʨʳ ʚʘʰʝʡ ʩʝʪʠ. ʉʝʛʦʜʥʷ ʣʶʙʳʝ 
ʦʨʛʘʥʠʟʘʮʠʠ, ʢʘʢ ʙʦʣʴʰʠʝ, ʪʘʢ ʠ ʤʘʣʝʥʴʢʠʝ, ʪʘʢʞʝ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʧʦʚʳʰʝʥʥʳʤʠ 
ʪʨʝʙʦʚʘʥʠʷʤʠ ʘʫʜʠʪʘ. 

ɺʳ ʥʝ ʧʦʥʘʩʣʳʰʢʝ ʟʥʘʝʪʝ, ʢʘʢʫʶ ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʥʦʨʤʘʣʴʥʦʛʦ 
ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠ ʠʛʨʘʶʪ ʩʝʨʚʝʨʳ. ɼʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʥʘ ʥʠʭ ʭʨʘʥʷʪʩʷ, 
ʠ ʩʣʫʞʙʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ, ï ʵʪʦ ʞʠʟʥʴ ʦʨʛʘʥʠʟʘʮʠʠ. ɸ ʚʘʰʘ ʟʘʜʘʯʘ ï 
ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʵʪʠʭ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʥʝ ʜʦʧʫʩʪʠʪʴ, ʯʪʦʙʳ 
ʦʥʠ ʙʳʣʠ ʚʟʣʦʤʘʥʳ ʠʣʠ ʧʘʣʠ ʞʝʨʪʚʦʡ ʘʪʘʢ ʠʟʚʥʝ ʠ ʠʟʥʫʪʨʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʠ ʜʦʢʘʟʘʪʴ 
ʢʦʥʪʨʦʣʠʨʫʶʱʠʤ ʦʨʛʘʥʘʤ, ʯʪʦ ʚʳ ʧʨʝʜʧʨʠʥʠʤʘʝʪʝ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʰʘʛʠ ʜʣʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʠʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Windows Server 2008 ʩ ʩʘʤʦʛʦ ʥʘʯʘʣʘ ʨʘʟʨʘʙʘʪʳʚʘʣʘʩʴ ʩ ʫʯʝʪʦʤ ʚʦʧʨʦʩʦʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʝʜʣʘʛʘʝʪ ʮʝʣʳʡ ʨʷʜ ʥʦʚʳʭ ʠ ʫʣʫʯʰʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʤʧʦʥʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʥʘʜʝʞʥʫʶ ʙʘʟʫ ʜʣʷ ʚʝʜʝʥʠʷ ʠ 
ʧʦʩʪʨʦʝʥʠʷ ʚʘʰʝʛʦ ʙʠʟʥʝʩʘ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008 
ʩʦʟʜʘʥʦ ʩ ʫʯʝʪʦʤ ʚʩʝʭ ʧʨʝʠʤʫʱʝʩʪʚ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʦʧʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

Windows Server 2008, ʯʪʦ ʙʫʜʝʪ ʝʱʝ ʙʦʣʝʝ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʫʣʫʯʰʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʨʚʝʨʦʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦʩʪʨʦʝʥʦ ʥʘ ʙʘʟʝ Windows Server 2003 Security Guide 
(ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2003), ʚ ʢʦʪʦʨʦʤ ʧʨʝʜʩʪʘʚʣʝʥʳ 
ʩʧʝʮʠʘʣʴʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ ʩ 
Windows Server 2003 ʠ ʇʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʷ 2 (SP2). Windows Server 2003 Security 
Guide ʧʨʝʜʣʘʛʘʝʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʨʚʝʨʦʚ, 
ʠʩʧʦʣʴʟʫʶʱʠʭ ʙʘʟʦʚʳʝ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʜʚʫʭ ʩʨʝʜ: 

¶ ʉʨʝʜʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʢʣʠʝʥʪʦʚ (Enterprise Client, EC). ʉʝʨʚʝʨʳ ʚ 
ʜʘʥʥʦʡ ʩʨʝʜʝ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʜʦʤʝʥʝ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ AD DS ʠ 
ʦʙʤʝʥʠʚʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ʩʝʨʚʝʨʘʤʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ Windows 
Server 2008 ʠʣʠ Windows Server 2003 SP2 ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʠʤʠ ʚʝʨʩʠʷʤʠ. 
ʂʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ ʚ ʵʪʦʡ ʩʨʝʜʝ ʤʦʛʫʪ ʨʘʙʦʪʘʪʴ ʩ ʨʘʟʥʳʤʠ ʆʉ: ʥʘ 
ʥʝʢʦʪʦʨʳʝ ʫʩʪʘʥʦʚʣʝʥʘ Windows Vista®, ʪʦʛʜʘ ʢʘʢ ʥʘ ʜʨʫʛʠʝ ï Windows XP ʩ 
SP2 ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʚʝʨʩʠʠ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʡʢʘʭ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʵʪʦʡ ʩʨʝʜʝ, ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʇʨʠʣʦʞʝʥʠʠ ɸ 
«ʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ». 

¶ ʉʧʝʮʠʘʣʴʥʘʷ ʙʝʟʦʧʘʩʥʘʷ ʩʨʝʜʘ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ 
(Specialized Security ï Limited Functionality, SSLF). ɹʝʟʦʧʘʩʥʦʩʪʴ ʵʪʦʡ 
ʩʨʝʜʳ ʥʘʩʪʦʣʴʢʦ ʚʘʞʥʘ, ʯʪʦ ʜʦʧʫʩʢʘʝʪʩʷ ʩʫʱʝʩʪʚʝʥʥʦʝ ʦʛʨʘʥʠʯʝʥʠʝ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ ʫʧʨʘʚʣʷʝʤʦʩʪʠ. ʅʘʧʨʠʤʝʨ, ʢʦʤʧʴʶʪʝʨʳ ʚʦʝʥʥʳʭ ʠ 
ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ ʨʘʙʦʪʘʶʪ ʚ ʪʘʢʦʡ ʩʨʝʜʝ. ʅʘ ʩʝʨʚʝʨʳ ʚ ʜʘʥʥʦʡ 
ʩʨʝʜʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʪʦʣʴʢʦ Windows Server 2008. ʀʥʬʦʨʤʘʮʠʶ ʦ 
ʧʘʨʘʤʝʪʨʘʭ SSLF, ʠʩʧʦʣʴʟʫʝʤʳʭ ʵʪʦʡ ʩʨʝʜʦʡ, ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʇʨʠʣʦʞʝʥʠʠ ɸ 
çʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶè. 
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ȨɓɎɒɆɓɎɋ ȵɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ SSLF ɕɖɋɊɓɆɍɓɆɝɋɓɡ ɑɎɞɢ Ɋɑɥ ɔɉɖɆɓɎɝɋɓɓɔɉɔ 
ɐɖəɉɆ ɔɖɉɆɓɎɍɆɜɎɏ. ȰɔɓɚɎɉəɖɆɜɎɥ ɣɘɎɛ ɕɆɖɆɒɋɘɖɔɈ ɖɆɍɖɆɇɔɘɆɓɆ Ɋɑɥ ɔɖɉɆɓɎɍɆɜɎɏ, Ɉ 
ɐɔɘɔɖɡɛ ɔɇɋɗɕɋɝɋɓɎɋ ɇɋɍɔɕɆɗɓɔɗɘɎ ɈɆɌɓɋɋ, ɝɋɒ ɔɇɋɗɕɋɝɋɓɎɋ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ. 

ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʨʛʘʥʠʟʦʚʘʥʦ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ ʙʝʟ ʪʨʫʜʘ 
ʥʘʭʦʜʠʪʴ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ. ʈʫʢʦʚʦʜʩʪʚʦ ʠ ʧʨʠʣʘʛʘʝʤʳʝ ʢ ʥʝʤʫ 
ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʝ ʩʨʝʜʩʪʚʘ ʧʦʤʦʛʫʪ: 

¶ ʋʩʪʘʥʦʚʠʪʴ ʠ ʨʘʟʚʝʨʥʫʪʴ ʚ ʚʘʰʝʡ ʩʝʪʝʚʦʡ ʩʨʝʜʝ ʣʶʙʳʝ ʟʘʜʘʥʥʳʝ ʙʘʟʦʚʳʝ 
ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

¶ ʆʧʨʝʜʝʣʠʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʦʥʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008 
ʜʣʷ ʦʩʥʦʚʥʳʭ ʩʮʝʥʘʨʠʝʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

¶ ʆʧʨʝʜʝʣʠʪʴ ʥʘʟʥʘʯʝʥʠʝ ʢʘʞʜʦʛʦ ʦʪʜʝʣʴʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʣʶʙʳʭ ʙʘʟʦʚʳʭ 
ʥʘʩʪʨʦʝʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʦʥʷʪʴ ʠʭ ʚʘʞʥʦʩʪʴ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ, ʪʝʩʪʠʨʦʚʘʥʠʷ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʶʙʦʡ ʠʟ 
ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʩʨʝʜ, ʩʨʝʜʳ EC ʠʣʠ ʩʨʝʜʳ SSLF, ʚʘʤ ʧʦʥʘʜʦʙʠʪʴʩʷ ʩʢʘʯʘʪʴ 
GPOAccelerator ʜʣʷ ʈʫʢʦʚʦʜʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008 ʠ 
ʧʨʘʢʪʠʯʝʩʢʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʨʘʙʦʪʝ ʩ ʵʪʠʤ ʠʥʩʪʨʫʤʝʥʪʦʤ. ɼʘʥʥʳʡ ʠʥʩʪʨʫʤʝʥʪ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪ ʚʩʝ ʦʙʲʝʢʪʳ GPO ʜʣʷ ʨʝʢʦʤʝʥʜʫʝʤʳʭ ʵʪʠʤ ʨʫʢʦʚʦʜʩʪʚʦʤ 
ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʚʳʧʦʣʥʝʥʠʶ ʵʪʠʭ ʟʘʜʘʯ ʩ ʧʦʤʦʱʴʶ 
ʜʘʥʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʨʫʢʦʚʦʜʩʪʚʝ How to Use the GPOAccelerator 
(ʂʘʢ ʠʩʧʦʣʴʟʦʚʘʪʴ GPOAccelerator). 

ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʨʠʝʥʪʠʨʦʚʘʥʦ, ʛʣʘʚʥʳʤ ʦʙʨʘʟʦʤ, ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ 
ʟʘʢʘʟʯʠʢʦʚ. ʏʪʦʙʳ ʠʟʚʣʝʯʴ ʤʘʢʩʠʤʘʣʴʥʫʶ ʧʦʣʴʟʫ ʠʟ ʵʪʦʛʦ ʤʘʪʝʨʠʘʣʘ, ʝʛʦ 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʯʠʪʘʪʴ ʧʦʣʥʦʩʪʴʶ. ʆʜʥʘʢʦ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʥʢʨʝʪʥʳʭ ʟʘʜʘʯ 
ʤʦʞʥʦ ʟʥʘʢʦʤʠʪʴʩʷ ʩ ʦʪʜʝʣʴʥʳʤʠ ʯʘʩʪʷʤʠ. ɺ ʨʘʟʜʝʣʝ çʆʙʟʦʨ ʛʣʘʚè ʢʨʘʪʢʦ 
ʧʨʝʜʩʪʘʚʣʝʥʘ ʠʥʬʦʨʤʘʮʠʷ, ʧʨʝʜʣʘʛʘʝʤʘʷ ʚ ʨʫʢʦʚʦʜʩʪʚʝ. ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʘʨʘʤʝʪʨʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ Windows Server 2008, 
ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʢʥʠʛʝ çʉʙʦʨʥʠʢ ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008è ʠ ʩʦʧʨʦʚʦʜʠʪʝʣʴʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ Threats and 
Countermeasures (ʋʛʨʦʟʳ ʠ ʢʦʥʪʨʤʝʨʳ). 

ʂʪʦ ʜʦʣʞʝʥ ʧʨʦʯʠʪʘʪʴ ʵʪʦ ʨʫʢʦʚʦʜʩʪʚʦ 
ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008 ʧʨʝʜʥʘʟʥʘʯʝʥʦ, ʛʣʘʚʥʳʤ 
ʦʙʨʘʟʦʤ, ʜʣʷ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʦʚ, ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʨʭʠʪʝʢʪʦʨʦʚ 
ʩʝʪʝʡ, ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭʥʠʢʝ ʠ ʜʨʫʛʠʭ ʢʦʥʩʫʣʴʪʘʥʪʦʚ ʧʦ 
ʚʦʧʨʦʩʘʤ ʀʊ, ʢʦʪʦʨʳʝ ʟʘʥʠʤʘʶʪʩʷ ʧʣʘʥʠʨʦʚʘʥʠʝʤ ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ ʠʣʠ 
ʩʨʝʜ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ Windows Server 2008 ʜʣʷ ʩʝʨʚʝʨʦʚ ʚ ʩʨʝʜʝ ʧʨʝʜʧʨʠʷʪʠʷ. 
ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʥʝ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʦʤʘʰʥʠʭ ʇʂ, ʦʥʦ ʦʨʠʝʥʪʠʨʦʚʘʥʦ ʥʘ 
ʪʝʭ, ʚ ʯʴʠ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʦʙʷʟʘʥʥʦʩʪʠ ʚʭʦʜʠʪ ʦʜʥʘ ʠʣʠ ʙʦʣʝʝ ʠʟ ʩʣʝʜʫʶʱʠʭ 
ʨʦʣʝʡ: 

¶ ʉʧʝʮʠʘʣʠʩʪ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʣʴʟʦʚʘʪʝʣʠ, 
ʚʳʧʦʣʥʷʶʱʠʝ ʵʪʫ ʨʦʣʴ, ʟʘʥʠʤʘʶʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʝʞʜʫ 
ʨʘʟʥʳʤʠ ʧʣʘʪʬʦʨʤʘʤʠ ʚ ʨʘʤʢʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. ʉʧʝʮʠʘʣʠʩʪʘʤ ʧʦ 
ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʜʝʞʥʦʝ ʩʧʨʘʚʦʯʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ, 
ʨʘʩʩʤʘʪʨʠʚʘʶʱʝʝ ʟʘʜʘʯʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʚʩʝʭ ʫʨʦʚʥʷʭ 
ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʪʘʢʞʝ ʧʨʝʜʣʘʛʘʶʱʝʝ ʧʨʦʚʝʨʝʥʥʳʝ ʤʝʪʦʜʳ ʨʝʘʣʠʟʘʮʠʠ 
ʟʘʱʠʪʥʳʭ ʢʦʥʪʨʤʝʨ ʧʦ ʫʩʠʣʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʧʝʮʠʘʣʠʩʪʳ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʨʝʜʝʣʷʶʪ ʢʦʤʧʦʥʝʥʪʳ ʠ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʘʶʪ 
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ʨʝʢʦʤʝʥʜʘʮʠʠ ʪʦʛʦ, ʢʘʢ ʢʣʠʝʥʪʳ ʤʦʛʫʪ ʥʘʠʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦ ʠʭ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʩʨʝʜʝ ʩ ʧʦʚʳʰʝʥʥʳʤʠ ʨʠʩʢʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

¶ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʳ, ʩʦʪʨʫʜʥʠʢʠ ʩʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʠ 
ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʨʘʟʚʝʨʪʳʚʘʥʠʶ. ʆʩʥʦʚʥʦʡ ʟʘʜʘʯʝʡ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʦʚ 
ʷʚʣʷʝʪʩʷ ʠʥʪʝʛʨʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʝ ʠʟʤʝʥʝʥʠʷʤʠ ʚ ʧʨʦʮʝʩʩʝ 
ʨʘʟʚʝʨʪʳʚʘʥʠʷ, ʪʦʛʜʘ ʢʘʢ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʟʘʥʠʤʘʶʪʩʷ 
ʦʧʝʨʘʪʠʚʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʦʪʨʫʜʥʠʢʠ, 
ʚʳʧʦʣʥʷʶʱʠʝ ʵʪʠ ʨʦʣʠ, ʪʘʢʞʝ ʚʳʷʚʣʷʶʪ ʧʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʧʨʠʣʦʞʝʥʠʡ, ʩʚʷʟʘʥʥʳʝ ʩ ʫʩʪʘʥʦʚʢʦʡ, ʥʘʩʪʨʦʡʢʦʡ ʠ ʫʣʫʯʰʝʥʠʝʤ 
ʠʩʧʦʣʴʟʫʝʤʦʩʪʠ ʠ ʫʧʨʘʚʣʷʝʤʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʆʥʠ 
ʦʪʩʣʝʞʠʚʘʶʪ ʵʪʦʪ ʪʠʧ ʧʨʦʙʣʝʤ, ʯʪʦʙʳ ʥʘʡʪʠ ʚʦʟʤʦʞʥʦʩʪʴ ʫʣʫʯʰʝʥʠʷ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʤʠʥʠʤʘʣʴʥʳʤ ʠʟʤʝʥʝʥʠʝʤ ʚʘʞʥʳʭ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʡ. 

¶ ɸʨʭʠʪʝʢʪʦʨ ʠ ʧʣʘʥʠʨʦʚʱʠʢ ʩʝʪʝʡ. ʇʦʣʴʟʦʚʘʪʝʣʠ, ʚʳʧʦʣʥʷʶʱʠʝ ʵʪʫ ʨʦʣʴ, 
ʫʧʨʘʚʣʷʶʪ ʧʨʦʮʝʩʩʘʤʠ ʧʦʩʪʨʦʝʥʠʷ ʘʨʭʠʪʝʢʪʫʨʳ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ ʚ 
ʩʚʦʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ 

¶ ʂʦʥʩʫʣʴʪʘʥʪ. ʇʦʣʴʟʦʚʘʪʝʣʠ, ʚʳʧʦʣʥʷʶʱʠʝ ʵʪʫ ʨʦʣʴ, ʟʘʥʠʤʘʶʪʩʷ 
ʩʮʝʥʘʨʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʚʩʝ ʙʠʟʥʝʩ-ʫʨʦʚʥʠ 
ʦʨʛʘʥʠʟʘʮʠʠ. ʀʊ-ʢʦʥʩʫʣʴʪʘʥʪʳ, ʢʘʢ ʠʟ ʩʣʫʞʙ Microsoft, ʪʘʢ ʠ ʩʦ ʩʪʦʨʦʥʳ 
ʧʘʨʪʥʝʨʦʚ, ʠʩʧʦʣʴʟʫʶʪ ʠʥʩʪʨʫʤʝʥʪʳ ʧʝʨʝʜʘʯʠ ʟʥʘʥʠʡ ʢʦʨʧʦʨʘʪʠʚʥʳʤ 
ʟʘʢʘʟʯʠʢʘʤ ʠ ʧʘʨʪʥʝʨʘʤ. 

ȵɖɎɒɋɝɆɓɎɋ ȬɋɑɆɤɟɎɋ ɕɖɎɒɋɓɎɘɢ ɕɖɋɊɗɘɆɈɑɋɓɓɔɋ ɍɊɋɗɢ ɓɔɖɒɆɘɎɈɓɔɋ ɖəɐɔɈɔɊɗɘɈɔ ɓɆ 
ɕɖɆɐɘɎɐɋ, ɊɔɑɌɓɡ, ɐɆɐ ɒɎɓɎɒəɒ, ɕɖɔɝɎɘɆɘɢ ɖəɐɔɈɔɊɗɘɈɔ How to Use the GPOAccelerato r  (ȰɆɐ 
ɎɗɕɔɑɢɍɔɈɆɘɢ GPOAccelerator ) Ɏ ɈɡɕɔɑɓɎɘɢ Ɉɗɋ ɕɖɋɊɑɆɉɆɋɒɡɋ Ɉ ɓɋɒ ɞɆɉɎ ɕɔ ɔɖɉɆɓɎɍɆɜɎɎ 
ɗɖɋɊɡ EC. 

ʅʘʚʳʢʠ ʠ ʧʦʜʛʦʪʦʚʢʘ 
ʇʝʨʝʯʠʩʣʝʥʥʳʤʠ ʥʠʞʝ ʟʥʘʥʠʷʤʠ ʠ ʥʘʚʳʢʘʤʠ ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʢʦʥʩʫʣʴʪʘʥʪʳ, 
ʧʝʨʩʦʥʘʣ, ʰʪʘʪ ʩʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʟʘʥʠʤʘʶʪʩʷ ʨʘʟʨʘʙʦʪʢʦʡ, ʨʘʟʚʝʨʪʳʚʘʥʠʝʤ ʠ ʦʙʝʩʧʝʯʝʥʠʝʤ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʨʚʝʨʥʳʭ ʩʠʩʪʝʤ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ Windows Server 2008 ʚ 
ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʝʜʧʨʠʷʪʠʷ: 

¶ ʉʝʨʪʠʬʠʢʘʪ MCSE ʧʦ Microsoft Windows Server 2003 ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʝʡ 
ʚʝʨʩʠʠ ʠ ʜʚʘ ʠʣʠ ʙʦʣʝʝ ʛʦʜʘ ʦʧʳʪʘ ʨʘʙʦʪʳ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʣʠ 
ʵʢʚʠʚʘʣʝʥʪʥʳʝ ʵʪʠʤ ʟʥʘʥʠʷ. 

¶ ɼʦʩʢʦʥʘʣʴʥʦʝ ʟʥʘʥʠʝ ʜʦʤʝʥʘ ʠ ʩʨʝʜʳ Active Directory ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ ʆʧʳʪ ʨʘʙʦʪʳ ʩ ʂʦʥʩʦʣʴʶ ʫʧʨʘʚʣʝʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʦʡ (Group Policy 
Management Console, GPMC) 

¶ ʆʧʳʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ GPMC, 
ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʝʜʠʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʚʩʝʤʠ ʩʚʷʟʘʥʥʳʤʠ ʩ 
ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʦʡ ʟʘʜʘʯʘʤʠ. 

¶ ʆʧʳʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʩʪʨʫʤʝʥʪʦʚ ʫʧʨʘʚʣʝʥʠʷ, ʚʢʣʶʯʘʷ ʂʦʥʩʦʣʴ 
ʫʧʨʘʚʣʝʥʠʷ Microsoft (Microsoft Management Console, MMC), Gpupdate ʠ 
Gpresult. 

¶ ʆʧʳʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security 
Configuration Wizard, SCW) 

¶ ʆʧʳʪ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʝʨʚʝʨʦʚ ʚ ʩʨʝʜʘʭ ʧʨʝʜʧʨʠʷʪʠʡ. 



 

 

ʎʝʣʠ ʨʫʢʦʚʦʜʩʪʚʘ 
ʆʩʥʦʚʥʦʡ ʮʝʣʴʶ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʷʚʣʷʝʪʩʷ ʥʘʫʯʠʪʴ ʚʘʩ: 

¶ ʉ ʧʦʤʦʱʴʶ ʨʫʢʦʚʦʜʩʪʚʘ ʵʬʬʝʢʪʠʚʥʦ ʩʦʟʜʘʚʘʪʴ ʠ ʧʨʠʤʝʥʷʪʴ ʧʨʦʰʝʜʰʠʝ 
ʪʝʩʪʠʨʦʚʘʥʠʝ ʙʘʟʦʚʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʠʩʧʦʣʴʟʫʷ ʛʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ. 

¶ ʇʦʥʠʤʘʪʴ, ʧʦʯʝʤʫ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʨʝʜʣʘʛʘʶʪʩʷ ʠʤʝʥʥʦ ʪʘʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʡ 
ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʙʘʟʦʚʳʭ ʢʦʥʬʠʛʫʨʘʮʠʷʭ, ʠ 
ʨʝʟʫʣʴʪʘʪʳ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

¶ ɺʳʷʚʣʷʪʴ ʠ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʦʩʥʦʚʥʳʝ ʩʮʝʥʘʨʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʪʝʤ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʣʘʛʘʝʤʳʝ ʚ 
Windows Server 2008, ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʮʝʥʘʨʠʷʤʠ ʚ ʚʘʰʝʡ ʩʨʝʜʝ. 

¶ ʇʦʥʠʤʘʪʴ ʨʦʣʝʚʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʣʷ ʨʘʟʥʳʭ ʨʘʙʦʯʠʭ ʥʘʛʨʫʟʦʢ ʚ Windows 
Server 2008. 

ɼʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʩʧʣʘʥʠʨʦʚʘʥʦ ʪʘʢ, ʯʪʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʦʪʜʝʣʴʥʳʝ 
ʝʛʦ ʯʘʩʪʠ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʫʪ ʚʳʧʦʣʥʠʪʴ ʪʨʝʙʦʚʘʥʠʷ ʢʦʥʢʨʝʪʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. ʊʝʤ ʥʝ 
ʤʝʥʝʝ, ʤʘʢʩʠʤʘʣʴʥʫʶ ʧʦʣʴʟʫ ʧʨʠʥʝʩʝʪ ʧʨʦʯʪʝʥʠʝ ʚʩʝʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 

ʆʙʣʘʩʪʴ ʨʘʩʩʤʦʪʨʝʥʠʷ ʨʫʢʦʚʦʜʩʪʚʘ 
ʆʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʫʜʝʣʷʝʪ ʩʦʟʜʘʥʠʶ ʠ ʦʙʩʣʫʞʠʚʘʥʠʶ 
ʙʝʟʦʧʘʩʥʦʡ ʩʨʝʜʳ ʜʣʷ ʩʝʨʚʝʨʦʚ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ Windows Server 2008. 
ʈʫʢʦʚʦʜʩʪʚʦ ʦʙʲʷʩʥʷʝʪ ʨʘʟʥʳʝ ʵʪʘʧʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʚʫʭ ʨʘʟʥʳʭ ʩʨʝʜ 
ʠ ʪʦ, ʯʪʦ ʦʧʨʝʜʝʣʷʝʪ ʢʘʞʜʳʡ ʧʘʨʘʤʝʪʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʩʝʨʚʝʨʦʚ, ʨʘʟʚʝʨʥʫʪʳʭ ʚ 
ʢʘʞʜʦʡ ʠʟ ʩʨʝʜ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʳʝ ʩʚʝʜʝʥʠʷ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ 
ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʚ ʩʨʝʜʝ EC ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ: 

¶ ʣʠʙʦ Windows XP ʩ SP2 ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʷʷ ʚʝʨʩʠʷ, 

¶ ʣʠʙʦ Windows Vista. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʥʘ ʩʝʨʚʝʨʘʭ, ʫʧʨʘʚʣʷʶʱʠʭ ʵʪʠʤʠ ʢʣʠʝʥʪʩʢʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ ʚ 
ʩʝʪʠ, ʜʦʣʞʥʳ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ: 

¶ Windows Server 2008 ʠʣʠ 

¶ Windows Server 2003 ʩ SP2 ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʷʷ ʚʝʨʩʠʷ. 

ʅʘ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʚ ʩʨʝʜʝ SSLF ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ ʪʦʣʴʢʦ 
Windows Vista, ʘ ʥʘ ʫʧʨʘʚʣʷʶʱʠʭ ʠʤʠ ʩʝʨʚʝʨʘʭ ï ʪʦʣʴʢʦ Windows Server 2008. 

ɺ ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʚʢʣʶʯʝʥʳ ʛʣʘʚʳ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʢʘʩʘʶʱʠʤʠʩʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʝʜʫʶʱʠʭ ʨʦʣʝʡ ʩʝʨʚʝʨʘ ʠ ʩʣʫʞʙ ʨʦʣʠ, 
ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ: 

¶ ɼʦʤʝʥʥʳʭ ʩʣʫʞʙ Active Directory (AD DS) 

¶ DHCP-ʩʝʨʚʝʨʘ 

¶ DNS-ʩʝʨʚʝʨʘ 

¶ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS) 

¶ ʌʘʡʣʦʚʳʭ ʩʣʫʞʙ 

¶ ʉʣʫʞʙ ʧʝʯʘʪʠ 

¶ ʉʣʫʞʙ ʩʝʨʪʠʬʠʢʘʮʠʠ Active Directory (AD CS) 

¶ ʉʣʫʞʙ ʧʦʣʠʪʠʢʠ ʩʝʪʠ ʠ ʜʦʩʪʫʧʘ 



 

 

¶ ʉʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ 

ȵɖɎɒɋɝɆɓɎɋ ȷɈɋɊɋɓɎɥ ɔ ɓɆɗɘɖɔɏɐɋ ɖɔɑɎ ɗɋɖɈɋɖɆ, ɘɆɐɎɋ ɐɆɐ ɕɔɞɆɉɔɈɔɋ ɖəɐɔɈɔɊɗɘɈɔ ɕɔ 
ɓɆɗɘɖɔɏɐɋ ɐɔɓɐɖɋɘɓɡɛ ɖɔɑɋɏ, ɓɋ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɊɆɓɓɔɒ ɖəɐɔɈɔɊɗɘɈɋ. ȷɤɊɆ Ɉɐɑɤɝɋɓɡ 
ɘɔɑɢɐɔ ɕɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ, Ɋɔɗɘəɕɓɡɋ Ɉ ɖɋɐɔɒɋɓɊəɋɒɔɏ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɋ. ȧɔɑɢɞɋ 
ɗɈɋɊɋɓɎɏ ɔ ɓɆɗɘɖɔɏɐɋ Ɋɑɥ Windows  Server  2008  ɒɔɌɓɔ ɓɆɏɘɎ ɓɆ Ȩɋɇ-ɗɘɖɆɓɎɜɋ Windows  
Server  2008 Step -by -Step  Guides  (ȵɔɞɆɉɔɈɡɋ ɖəɐɔɈɔɊɗɘɈɆ Windows  Server  2008 ) ȼɋɓɘɖɆ 
ɍɆɉɖəɍɐɎ Microsoft . 

ɺ ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʥʝ ʚʢʣʶʯʝʥʳ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʨʦʣʝʡ ʩʝʨʚʝʨʘ: 

¶ ʉʣʫʞʙʳ ʬʝʜʝʨʘʮʠʠ Active Directory 

¶ ʉʣʫʞʙʳ Active Directory ʦʙʣʝʛʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʘʪʘʣʦʛʘʤ 

¶ ʉʣʫʞʙʳ ʫʧʨʘʚʣʝʥʠʷ ʧʨʘʚʘʤʠ Active Directory 

¶ ʉʝʨʚʝʨʘ ʧʨʠʣʦʞʝʥʠʡ 

¶ ʌʘʢʩ-ʩʝʨʚʝʨʘ 

¶ Hyper-V 

¶ ʉʣʫʞʙʳ ʧʦʪʦʢʦʚʦʡ ʧʝʨʝʜʘʯʠ ʤʝʜʠʘʜʘʥʥʳʭ 

¶ ʉʣʫʞʙʳ UDDI 

¶ ʉʣʫʞʙʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ Windows 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008 ʧʦʜʨʦʙʥʦ ʦʙʩʫʞʜʘʶʪʩʷ ʚ 
ʩʦʧʨʦʚʦʜʠʪʝʣʴʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ Threats and Countermeasures (ʋʛʨʦʟʳ ʠ ʢʦʥʪʨʤʝʨʳ). 

ʅʝʦʙʭʦʜʠʤʳʝ ʨʫʢʦʚʦʜʩʪʚʘ ʠ ʠʥʩʪʨʫʤʝʥʪʳ 
ʇʘʢʝʪ ʨʫʢʦʚʦʜʩʪʚʘ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʜʦʢʫʤʝʥʪʳ ʠ ʢʥʠʛʠ: 

¶ çʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008» 

¶ ʇʨʠʣʦʞʝʥʠʝ ɸ, «ʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶ» 

¶ çʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ Windows Server 2008» 

¶ «ʉʙʦʨʥʠʢ ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 
Windows Server 2008» 

ȵɖɎɒɋɝɆɓɎɋ Ȩ ɐɓɎɉɋ çȷɕɖɆɈɔɝɓɎɐ ɕɔ ɕɔɈɋɖɛɓɔɗɘɎ ɆɘɆɐɎ Ɋɑɥ Windows  Server  2008 » 
(Windows Server 2008 Attack Surface Reference ) ɕɖɋɊɗɘɆɈɑɋɓɡ əɓɎɐɆɑɢɓɡɋ 
ɎɊɋɓɘɎɚɎɐɆɘɔɖɡ CCE Ɋɑɥ ɐɆɌɊɔɉɔ ɕɆɖɆɒɋɘɖɆ. ȮɊɋɓɘɎɚɎɐɆɘɔɖɡ CCE ɒɔɌɓɔ 
ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɇɡɗɘɖɔɉɔ Ɏ ɘɔɝɓɔɉɔ ɗɔɉɑɆɗɔɈɆɓɎɥ ɊɆɓɓɡɛ ɒɓɔɌɋɗɘɈɆ 

ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɎɗɘɔɝɓɎɐɔɈ Ɏ ɎɓɗɘɖəɒɋɓɘɔɈ. 

ʉʢʘʯʘʚ ʨʫʢʦʚʦʜʩʪʚʦ Windows Server 2008 Security Guide (ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008) ʚ ʎʝʥʪʨʝ ʟʘʛʨʫʟʢʠ Microsoft, ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ 
ʋʩʪʘʥʦʚʱʠʢʘ Microsoft Windows (.msi) ʫʩʪʘʥʦʚʠʪʝ ʵʪʠ ʨʝʩʫʨʩʳ ʥʘ ʩʚʦʡ ʢʦʤʧʴʶʪʝʨ ʚ 
ʢʘʪʘʣʦʛ ʧʦ ʩʚʦʝʤʫ ʚʳʙʦʨʫ. ʇʦʩʣʝ ʵʪʦʛʦ ʤʦʞʝʪʝ ʩʢʘʯʘʪʴ GPOAccelerator ʠ 
ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʩʦʟʜʘʥʠʶ, ʪʝʩʪʠʨʦʚʘʥʠʶ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʧʘʨʘʤʝʪʨʦʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʧʠʩʘʥʥʳʭ ʚ çʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008», 
ʜʣʷ ʜʘʥʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɔɑəɝɋɓɎɥ ɊɔɗɘəɕɆ ɐ Ɏɓɗɘɖəɒɋɓɘə GPOAccelerator  Ɏ Ɋɔɐəɒɋɓɘə How to Use 
the GPOAccelerator, ɎɍɈɑɋɐɎɘɋ ɆɖɛɎɈ GPOAccelerator .zip  Ɋɑɥ ɣɘɎɛ ɖɋɗəɖɗɔɈ. 

http://go.microsoft.com/fwlink/?LinkId=90856
http://go.microsoft.com/fwlink/?LinkId=90856
http://go.microsoft.com/fwlink/?LinkId=111329
http://go.microsoft.com/fwlink/?LinkId=107266
http://go.microsoft.com/fwlink/?LinkId=107264


 

 

ʆʙʟʦʨ ʛʣʘʚ 
ɼʘʥʥʦʝ ʠʟʜʘʥʠʝ çʈʫʢʦʚʦʜʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008è ʚʢʣʶʯʘʝʪ 11 
ʛʣʘʚ ʠ ʧʨʠʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʢ ʩʧʨʘʚʦʯʥʠʢ ʧʦ ʦʧʠʩʘʥʠʷʤ, 
ʨʝʢʦʤʝʥʜʘʮʠʷʤ ʧʦ ʧʨʠʤʝʥʝʥʠʶ ʠ ʟʥʘʯʝʥʠʷʤ ʧʘʨʘʤʝʪʨʦʚ. ʌʘʡʣ ʢʥʠʛʠ çʉʙʦʨʥʠʢ 
ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008», 
ʩʦʧʨʦʚʦʞʜʘʶʱʠʡ ʨʫʢʦʚʦʜʩʪʚʦ, ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʨʫʛʦʡ ʨʝʩʫʨʩ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʨʘʚʥʝʥʠʷ ʠ ʦʮʝʥʢʠ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. ʂʨʦʤʝ 
ʪʦʛʦ, ʚ ʢʥʠʛʝ çʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ Windows Server 2008è ʩʚʝʜʝʥʘ 
ʚʦʝʜʠʥʦ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʣʫʞʙʘʭ, ʬʘʡʣʘʭ ʠ ʧʨʘʚʠʣʘʭ ʙʨʘʥʜʤʘʫʵʨʘ, ʭʘʨʘʢʪʝʨʥʳʭ 
ʜʣʷ ʢʘʞʜʦʡ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʡ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʨʦʣʠ ʩʝʨʚʝʨʘ. ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ 
ʧʨʝʜʩʪʘʚʣʝʥʘ ʩʪʨʫʢʪʫʨʘ ʨʫʢʦʚʦʜʩʪʚʘ, ʢʦʪʦʨʘʷ ʧʦʤʦʞʝʪ ʥʘʡʪʠ ʦʧʪʠʤʘʣʴʥʳʝ ʧʫʪʠ 
ʨʝʘʣʠʟʘʮʠʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʦʨʤʘʪʠʚʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 

 

ʆʙʟʦʨ 
ɺ ʦʙʟʦʨʝ ʦʙʦʟʥʘʯʝʥʳ ʮʝʣʴ ʠ ʦʙʣʘʩʪʴ ʨʘʩʩʤʦʪʨʝʥʠʷ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ, 
ʦʧʨʝʜʝʣʝʥʘ ʮʝʣʝʚʘʷ ʘʫʜʠʪʦʨʠʷ ʨʫʢʦʚʦʜʩʪʚʘ ʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʝʛʦ ʩʭʝʤʘ, ʯʪʦʙʳ 



 

 

ʧʦʤʦʯʴ ʯʠʪʘʪʝʣʶ ʙʳʩʪʨʦ ʥʘʭʦʜʠʪʴ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ. ʊʘʢʞʝ ʦʧʠʩʳʚʘʶʪʩʷ 
ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʰʘʙʣʦʥʳ, ʩʦʧʨʦʚʦʞʜʘʶʱʠʝ ʨʫʢʦʚʦʜʩʪʚʦ, ʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʝ 
ʫʩʣʦʚʠʷ ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʠʤ. ɼʘʣʝʝ ʩʣʝʜʫʝʪ ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʢʘʞʜʦʡ ʠʟ ʛʣʘʚ ʠ 
ʧʨʠʣʦʞʝʥʠʷ. 

ɻʣʘʚʘ 1: ʈʝʘʣʠʟʘʮʠʷ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʝʢ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʦʙʦʟʥʘʯʝʥʳ ʧʨʝʠʤʫʱʝʩʪʚʘ, ʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʷ ʧʦʣʫʯʘʝʪ ʦʪ 
ʩʦʟʜʘʥʠʷ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʝʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʘ ʛʣʘʚʘ ʚʢʣʶʯʘʝʪ 
ʦʙʱʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʤ ʤʦʞʥʦ ʩʣʝʜʦʚʘʪʴ 
ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʢ ʨʝʘʣʠʟʘʮʠʠ ʙʘʟʦʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ EC ʠʣʠ SSLF. ɺ ʛʣʘʚʝ 
ʦʙʲʷʩʥʷʶʪʩʷ ʧʦʜʭʦʜʳ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʙʝʠʭ ʩʨʝʜ, EC ʠ SSLF, ʠ 
ʦʩʥʦʚʥʳʝ ʦʪʣʠʯʠʷ ʵʪʠʭ ʩʨʝʜ. 

ʉʦʧʨʦʚʦʞʜʘʶʱʠʡ ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ çʉʙʦʨʥʠʢ ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ 
ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008è ʷʚʣʷʝʪʩʷ ʝʱʝ ʦʜʥʠʤ 
ʠʩʪʦʯʥʠʢʦʤ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʨʘʚʥʝʥʠʷ ʠ ʦʮʝʥʢʠ ʧʘʨʘʤʝʪʨʦʚ 
ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. ʀʥʩʪʨʫʤʝʥʪ GPOAccelerator ʜʦʩʪʫʧʝʥ ʢʘʢ ʦʪʜʝʣʴʥʳʡ ʧʘʢʝʪ ʜʣʷ 
ʟʘʛʨʫʟʢʠ ʚ ʎʝʥʪʨʝ ʟʘʛʨʫʟʢʠ Microsoft. ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʧʨʠʤʝʥʝʥʠʶ ʵʪʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ 
ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʢʥʠʛʝ How to Use the GPOAccelerator. 

ȨɓɎɒɆɓɎɋ ȪɆɓɓɆɥ ɉɑɆɈɆ ɔɖɎɋɓɘɎɖəɋɘ ɈɆɞə ɔɖɉɆɓɎɍɆɜɎɤ ɓɆ əɗɘɆɓɔɈɐə ɗɖɋɊɡ SSLF, ɐɔɘɔɖɆɥ 
ɔɘɑɎɝɆɋɘɗɥ ɔɘ ɗɖɋɊɡ EC. ȶəɐɔɈɔɊɗɘɈɔ ɕɔ SSLF ɕɖɋɊɓɆɍɓɆɝɆɋɘɗɥ ɘɔɑɢɐɔ Ɋɑɥ ɗɖɋɊ ɗ ɈɡɗɔɐɎɒ 
əɖɔɈɓɋɒ ɇɋɍɔɕɆɗɓɔɗɘɎ. ȴɓɔ ɓɋ ɥɈɑɥɋɘɗɥ ɊɔɕɔɑɓɋɓɎɋɒ ɖəɐɔɈɔɊɗɘɈɆ Ɋɑɥ ɗɖɋɊɡ EC. ȵɆɖɆɒɋɘɖɡ 
ɇɋɍɔɕɆɗɓɔɗɘɎ, ɔɕɖɋɊɋɑɋɓɓɡɋ Ɋɑɥ ɗɖɋɊɡ SSLF, ɔɉɖɆɓɎɝɎɈɆɤɘ ɐɑɤɝɋɈəɤ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɢ Ɉ 
ɗɖɋɊɋ. ȵɔɣɘɔɒə ɇɆɍɔɈɡɋ ɓɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ SSLF ɓɋ ɉɔɊɥɘɗɥ Ɋɑɥ ɇɔɑɢɞɎɓɗɘɈɆ 
ɔɖɉɆɓɎɍɆɜɎɏ. ȵɖɋɌɊɋ ɝɋɒ ɖɋɆɑɎɍɔɈɡɈɆɘɢ ɇɆɍɔɈɡɋ ɓɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ SSLF Ɉ 
ɕɖɔɎɍɈɔɊɗɘɈɋɓɓɔɏ ɗɖɋɊɋ, ɔɓɎ ɊɔɑɌɓɡ ɇɡɘɢ ɘɟɆɘɋɑɢɓɋɏɞɎɒ ɔɇɖɆɍɔɒ ɕɖɔɘɋɗɘɎɖɔɈɆɓɡ. 

ɻʣʘʚʘ 2: ʉʦʢʨʘʱʝʥʠʝ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʧʦʩʨʝʜʩʪʚʦʤ 
ʨʦʣʠ ʩʝʨʚʝʨʘ 
ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʧʨʝʜʩʪʘʚʣʝʥ ʦʙʟʦʨ ʚʩʪʨʦʝʥʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ Windows Server 2008, 
ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʙʳʩʪʨʦ ʥʘʩʪʨʦʠʪʴ, ʩʦʭʨʘʥʠʪʴ ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ʚʩʶ 
ʥʝʦʙʭʦʜʠʤʫʶ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʜʣʷ ʩʝʨʚʝʨʦʚ ʩʨʝʜʳ. ɺ ʵʪʦʡ ʛʣʘʚʝ ʦʙʩʫʞʜʘʝʪʩʷ, 
ʢʘʢ ʩ ʧʦʤʦʱʴʶ ɼʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ ʤʦʞʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʚʘʰʠʭ 
ʩʝʨʚʝʨʦʚ ʟʘ ʩʯʝʪ ʥʘʩʪʨʦʡʢʠ ʪʦʣʴʢʦ ʥʝʦʙʭʦʜʠʤʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʢʘʞʜʦʡ ʨʦʣʠ 
ʩʝʨʚʝʨʘ. 

ʊʘʢʞʝ ʚ ʛʣʘʚʝ ʦʙʩʫʞʜʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (SCW) 
ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʠ ʘʢʪʠʚʘʮʠʠ ʥʘʩʪʨʦʝʢ, ʨʝʘʣʠʟʦʚʘʥʥʳʭ ɼʠʩʧʝʪʯʝʨʦʤ ʩʝʨʚʝʨʘ. ɺ 
ʛʣʘʚʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ Server Core, ʥʦʚʦʡ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ ʚ Windows 
Server 2008. 

ɻʣʘʚʘ 3: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʜʦʤʝʥʥʳʭ ʩʣʫʞʙ 
Active Directory 
ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʦʙʩʫʞʜʘʶʪʩʷ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ɼʦʤʝʥʥʳʭ 
ʩʣʫʞʙ Active Directory (AD DS) ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʨʝʩʫʨʩʘʤʠ, 
ʪʘʢʠʤʠ ʢʘʢ ʢʦʤʧʴʶʪʝʨʳ, ʧʨʠʥʪʝʨʳ ʠ ʧʨʠʣʦʞʝʥʠʷ ʚ ʩʝʪʠ. AD DS ʚ Windows 
Server 2008 ʚʢʣʶʯʘʶʪ ʨʷʜ ʥʦʚʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʥʝʜʦʩʪʫʧʥʳ ʚ 
ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ Windows Server, ʠ ʦʩʥʦʚʥʦʡ ʟʘʜʘʯʝʡ ʥʝʢʦʪʦʨʳʭ ʠʟ ʥʠʭ 
ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ AD DS. ʂ ʬʫʥʢʮʠʷʤ, ʧʦʚʳʰʘʶʱʠʤ 
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ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ AD DS, ʦʪʥʦʩʷʪʩʷ ʚʦʟʤʦʞʥʦʩʪʠ ʘʫʜʠʪʘ, ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ 
ʧʘʨʦʣʝʡ ʠ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ 
(RODCs). 

ɻʣʘʚʘ 4: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʫʞʙ DHCP 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʨʦʣʠ DHCP-ʩʝʨʚʝʨ. ɺ ʛʣʘʚʝ ʦʙʩʫʞʜʘʶʪʩʷ ʩʣʫʞʙʳ DHCP-ʩʝʨʚʝʨ ʠ DHCP-ʢʣʠʝʥʪ ʚ 
Windows Server 2008, ʚʢʣʶʯʘʶʱʠʝ ʫʣʫʯʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ɿʘʱʠʱʝʥʥʦʛʦ 
ʩʝʪʝʚʦʛʦ ʜʦʩʪʫʧʘ (Network Access Protection, NAP) ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ DHCPv6. 

ɻʣʘʚʘ 5: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ DNS-ʩʣʫʞʙ 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʨʦʣʠ DNS-ʩʝʨʚʝʨ. Windows Server 2008 ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʣʫʯʰʝʥʠʷ DNS-ʩʝʨʚʝʨʘ, 
ʥʘʧʨʘʚʣʝʥʥʳʝ, ʛʣʘʚʥʳʤ ʦʙʨʘʟʦʤ, ʥʘ ʫʣʫʯʰʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠʣʠ 
ʦʙʝʩʧʝʯʝʥʠʝ ʥʦʚʳʭ ʬʫʥʢʮʠʡ, ʚʢʣʶʯʘʷ ʬʦʥʦʚʫʶ ʟʘʛʨʫʟʢʫ ʟʦʥ, ʢʦʪʦʨʘʷ ʧʦʤʦʛʘʝʪ 
ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʘʪʘʢʠ ʪʠʧʘ ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ (DoS), ʠ ʧʦʜʜʝʨʞʢʫ 
ʢʦʥʪʨʦʣʣʝʨʦʚ RODC, ʨʘʟʤʝʱʘʝʤʳʭ ʥʘ ʩʝʪʝʚʦʤ ʧʝʨʠʤʝʪʨʝ, ʬʠʣʠʘʣʦʚ ʠʣʠ ʜʨʫʛʠʭ 
ʥʝʙʝʟʦʧʘʩʥʳʭ ʩʨʝʜ. 

ɻʣʘʚʘ 6: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ɺʝʙ-ʩʣʫʞʙ 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨ. ɺ ʛʣʘʚʝ ʦʙʩʫʞʜʘʝʪʩʷ, ʢʘʢ ʨʦʣʴ ɺʝʙ-ʩʝʨʚʝʨ ʫʩʪʘʥʘʚʣʠʚʘʝʪ 
Microsoft® Internet Information Services (IIS) 7.0, ʩʪʨʫʢʪʫʨʘ ʢʦʪʦʨʦʡ ʠʟʤʝʥʝʥʘ ʠ 
ʨʘʟʙʠʪʘ ʥʘ ʩʦʨʦʢ ʤʦʜʫʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʧʦ ʟʘʧʨʦʩʫ. 

ɻʣʘʚʘ 7: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʬʘʡʣʦʚʳʭ ʩʣʫʞʙ 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʨʦʣʠ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ. ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʦʚ ʤʦʞʝʪ 
ʧʨʝʜʩʪʘʚʣʷʪʴ ʦʩʦʙʫʶ ʩʣʦʞʥʦʩʪʴ, ʧʦʪʦʤʫ ʯʪʦ ʦʙʝʩʧʝʯʝʥʠʝ ʙʘʣʘʥʩʘ ʤʝʞʜʫ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʠʤʠ ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʝ 
ʩʣʫʞʙ ï ʪʦʥʢʦʝ ʠʩʢʫʩʩʪʚʦ. Windows Server 2008 ʧʨʝʜʩʪʘʚʣʷʝʪ ʨʷʜ ʥʦʚʳʭ 
ʚʦʟʤʦʞʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʫʪ ʚ ʫʧʨʘʚʣʝʥʠʠ ʠ ʫʣʫʯʰʝʥʠʠ ʟʘʱʠʪʳ ʬʘʡʣʦʚʦʛʦ 
ʩʝʨʚʝʨʘ ʚ ʚʘʰʝʡ ʩʨʝʜʝ. 

ɻʣʘʚʘ 8: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʫʞʙ ʧʝʯʘʪʠ 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʨʦʣʠ ʩʝʨʚʝʨʘ ʧʝʯʘʪʠ. ɹʝʟʦʧʘʩʥʦʩʪʴ ʩʣʫʞʙ ʧʝʯʘʪʠ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ 
Windows Vista ʧʨʝʪʝʨʧʝʣʘ ʩʫʱʝʩʪʚʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʪʘʢʞʝ 
ʚʢʣʶʯʝʥʳ ʚ Windows Server 2008, ʯʪʦʙʳ ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ ʤʦʛʣʘ ʚ ʧʦʣʥʦʡ ʤʝʨʝ 
ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʙʝʩʧʝʯʠʚʘʝʤʳʤʠ ʠʤʠ ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ. 



 

 

ɻʣʘʚʘ 9: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʫʞʙ 
ʩʝʨʪʠʬʠʢʘʮʠʠ Active Directory 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʩʣʫʞʙ ʩʝʨʪʠʬʠʢʘʮʠʠ Active Directory (AD CS) ʥʘ ʩʝʨʚʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ Windows 
Server 2008. AD CS ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʥʘʩʪʨʘʠʚʘʝʤʳʝ ʩʣʫʞʙʳ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ 
ʫʧʨʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʧʨʦʛʨʘʤʤʥʳʭ 
ʩʠʩʪʝʤʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʪʨʦʝʥʥʳʭ ʥʘ ʪʝʭʥʦʣʦʛʠʷʭ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ. ɺ ʛʣʘʚʝ 
ʦʙʩʫʞʜʘʝʪʩʷ, ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʧʦʚʳʰʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩ ʧʦʤʦʱʴʶ AD CS, 
ʩʚʷʟʳʚʘʷ ʫʜʦʩʪʦʚʝʨʝʥʠʝ ʯʝʣʦʚʝʢʘ, ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʩʣʫʞʙʳ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ 
ʟʘʢʨʳʪʳʤ ʢʣʶʯʦʤ. 

ɻʣʘʚʘ 10: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʫʞʙ ʧʦʣʠʪʠʢʠ 
ʩʝʪʠ ʠ ʜʦʩʪʫʧʘ 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʩʣʫʞʙ ʇʦʣʠʪʠʢʠ ʩʝʪʠ ʠ ʜʦʩʪʫʧʘ ʥʘ ʩʝʨʚʝʨʘʭ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ Windows Server 2008. 
ʉʣʫʞʙʳ ʧʦʣʠʪʠʢʠ ʩʝʪʠ ʠ ʜʦʩʪʫʧʘ (Network Policy and Access Services, NPAS) ʚ 
Windows Server 2008 ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʪʝʭʥʦʣʦʛʠʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʴ 
ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠ ʨʘʙʦʪʳ ʚʠʨʪʫʘʣʴʥʦʡ ʯʘʩʪʥʦʡ ʩʝʪʠ (VPN), ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 
ʩʝʪʠ, ʟʘʱʠʱʝʥʥʦʛʦ ʧʦ ʩʪʘʥʜʘʨʪʫ 802.1X ʧʨʦʚʦʜʥʦʛʦ ʠ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʜʦʩʪʫʧʘ ʠ 
ʫʩʪʨʦʡʩʪʚ ʥʘ ʙʘʟʝ ʪʝʭʥʦʣʦʛʠʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ ʚ ʩʝʪʴ (Network Admission 
Control, NAC) Cisco. 

ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʦʙʩʫʞʜʘʶʪʩʷ ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ NPAS ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʠ 
ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʚʪʦʨʠʟʘʮʠʠ ʩʝʪʝʚʦʛʦ ʜʦʩʪʫʧʘ, ʘ ʪʘʢʞʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʣʠʝʥʪʘ ʜʣʷ ʩʝʪʠ ʩ ʧʦʤʦʱʴʶ ʉʝʨʚʝʨʘ ʩʝʪʝʚʦʡ ʧʦʣʠʪʠʢʠ (Network 
Policy Server, NPS), ʉʣʫʞʙ rʤʘʨʰʨʫʪʠʟʘʮʠʠ ʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʎʝʥʪʨʘ 
ʨʝʛʠʩʪʨʘʮʠʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ (Health Registration Authority, HRA) ʠ ʧʨʦʪʦʢʦʣʘ 
ʘʚʪʦʨʠʟʘʮʠʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʫʟʣʘ (Host Credential Authorization Protocol, HCAP). 

ɻʣʘʚʘ 11: ʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʫʞʙ 
ʪʝʨʤʠʥʘʣʦʚ 
ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʨʝʜʣʘʛʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʩʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ ʥʘ ʩʝʨʚʝʨʘʭ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ Windows Server 2008. ʕʪʠ ʩʝʨʚʝʨʳ 
ʦʙʝʩʧʝʯʠʚʘʶʪ ʦʩʥʦʚʥʳʝ ʩʣʫʞʙʳ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʣʫʯʘʶʪ 
ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʧʨʦʛʨʘʤʤʘʤ Windows ʠʣʠ ʚʩʝʤʫ ʨʘʙʦʯʝʤʫ ʩʪʦʣʫ Microsoft 
Windows® ʠʟ ʨʘʟʥʳʭ ʤʝʩʪ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʷʜ ʚʭʦʜʷʱʠʭ ʚ Windows 
Server 2008 ʩʧʝʮʠʘʣʴʥʳʭ ʩʣʫʞʙ ʨʦʣʠ, ʚʢʣʶʯʘʷ ʣʠʮʝʥʟʠʨʦʚʘʥʠʝ ʩʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ 
(TS Licensing) ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʣʠʝʥʪʩʢʠʤʠ ʣʠʮʝʥʟʠʷʤʠ ʩʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ 
(Terminal Server client access licenses, TS CALS), ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʫʩʪʨʦʡʩʪʚʘʤ 
ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ ʪʝʨʤʠʥʘʣʦʚ. 

ɺ ʛʣʘʚʝ ʪʘʢʞʝ ʦʙʩʫʞʜʘʝʪʩʷ, ʢʘʢ ʩʣʫʞʙʘ ʨʦʣʠ ʧʦʩʨʝʜʥʠʢ ʩʝʘʥʩʦʚ ʩʣʫʞʙʳ 
ʪʝʨʤʠʥʘʣʦʚ (Terminal Services Session Broker, S Session Broker) ʧʦʜʜʝʨʞʠʚʘʝʪ 
ʧʦʚʪʦʨʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʚ ʩʫʱʝʩʪʚʫʶʱʝʤʫ ʩʝʘʥʩʫ ʥʘ ʩʝʨʚʝʨʝ ʪʝʨʤʠʥʘʣʦʚ, 
ʚʭʦʜʷʱʠʤ ʚ ʩʦʩʪʘʚ ʬʝʨʤr ʩʝʨʚʝʨʦʚ ʪʝʨʤʠʥʘʣʦʚ ʩ ʙʘʣʘʥʩʠʨʦʚʢʦʡ ʥʘʛʨʫʟʢʠ; ʢʘʢ 
ʩʣʫʞʙʘ ʨʦʣʠ ʐʣʶʟ ʩʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ (Terminal Services Gateway, TS Gateway) 
ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʦʜʢʣʶʯʘʪʴʩʷ ʢ ʩʝʨʚʝʨʘʤ ʪʝʨʤʠʥʘʣʦʚ ʠ 
ʫʜʘʣʝʥʥʳʤ ʨʘʙʦʯʠʤ ʩʪʦʣʘʤ ʩʝʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʧʦ ʀʥʪʝʨʥʝʪʫ, ʠʩʧʦʣʴʟʫʷ RDP ʯʝʨʝʟ 



 

 

HTTPS; ʠ ʢʘʢ ʩʣʫʞʙʘ ʨʦʣʠ ɺʝʙ-ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ ʪʝʨʤʠʥʘʣʦʚ (Terminal Services Web 
Access,(TS Web Access) ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʦʣʫʯʠʪʴ 
ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʘʤ ʪʝʨʤʠʥʘʣʦʚ ʯʝʨʝʟ ɺʝʙ-ʙʨʘʫʟʝʨ. 

ʇʨʠʣʦʞʝʥʠʝ ɸ: ʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 
ʇʨʠʣʦʞʝʥʠʝ ʚʢʣʶʯʘʝʪ ʦʧʠʩʘʥʠʷ ʠ ʪʘʙʣʠʮʳ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʧʦʜʨʦʙʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʘʨʘʤʝʪʨʘʭ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʜʣʷ ʙʘʟʦʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʨʝʜ EC ʠ 
SSLF ʚ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ. ɺ ʧʨʠʣʦʞʝʥʠʠ ʦʧʠʩʳʚʘʶʪʩʷ ʚʩʝ ʧʘʨʘʤʝʪʨʳ ʠ 
ʦʩʥʦʚʘʥʠʷ ʧʨʠʤʝʥʝʥʠʷ ʟʘʜʘʥʥʳʭ ʟʥʘʯʝʥʠʡ. ʊʘʢʞʝ ʚ ʧʨʠʣʦʞʝʥʠʠ ʦʙʦʟʥʘʯʝʥʳ 
ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ Windows Server 2008 ʠ Windows Server 2003. 

ʇʨʠʥʷʪʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 
ɺ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʜʝʡʩʪʚʫʶʪ ʩʣʝʜʫʶʱʠʝ ʩʦʛʣʘʰʝʥʠʷ ʦ ʰʨʠʬʪʦʚʦʤ 
ʦʬʦʨʤʣʝʥʠʠ. 

ʊʘʙʣʠʮʘ 1.1. ʇʨʠʥʷʪʳʝ ʦʙʟʥʘʯʝʥʠʷ 

ʕʣʝʤʝʥʪ ɿʥʘʯʝʥʠʝ 

ɾʠʨʥʳʡ ʰʨʠʬʪ ʇʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʩʠʤʚʦʣʦʚ, ʚʚʦʜʠʤʳʭ ʪʦʯʥʦ, 
ʢʘʢ ʦʥʠ ʧʨʝʜʩʪʘʚʣʝʥʳ, ʚʢʣʶʯʘʷ ʢʦʤʘʥʜʳ, ʢʣʶʯʠ ʠ ʠʤʝʥʘ 
ʬʘʡʣʦʚ. ʕʣʝʤʝʥʪʳ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʪʘʢʞʝ 
ʚʳʜʝʣʷʶʪʩʷ ʞʠʨʥʳʤ ʰʨʠʬʪʦʤ. 

ʂʫʨʩʠʚ ʅʘʟʚʘʥʠʷ ʢʥʠʛ ʠ ʜʨʫʛʠʭ ʚʘʞʥʳʭ ʧʫʙʣʠʢʘʮʠʡ ʚʳʜʝʣʷʶʪʩʷ 
ʢʫʨʩʠʚʦʤ. 

<ʂʫʨʩʠʚ> ɿʘʧʦʣʥʠʪʝʣʴ, ʚʳʜʝʣʝʥʥʳʡ ʢʫʨʩʠʚʦʤ ʠ ʟʘʢʣʶʯʝʥʥʳʡ ʚ 
ʫʛʣʦʚʳʝ ʩʢʦʙʢʠ <ʠʤʷʬʘʡʣʘ>, ʧʨʝʜʩʪʘʚʣʷʝʪ ʧʝʨʝʤʝʥʥʳʝ. 

ʄʦʥʦʰʠʨʠʥʥʳʡ 

ʰʨʠʬʪ 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʤʝʨʦʚ ʢʦʜʘ ʠ ʩʮʝʥʘʨʠʝʚ. 

ʇʨʠʤʝʯʘʥʠʝ ʆʙʨʘʱʘʝʪ ʚʥʠʤʘʥʠʝ ʯʠʪʘʪʝʣʷ ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ. 

ɺʘʞʥʦ ɺʘʞʥʦʝ ʧʨʠʤʝʯʘʥʠʝ ʧʨʝʜʣʘʛʘʝʪ ʩʚʝʜʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ 
ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʆʙʨʘʱʘʝʪ ʚʥʠʤʘʥʠʝ ʯʠʪʘʪʝʣʷ ʥʘ ʚʘʞʥʫʶ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʫʶ ʥʝʣʴʟʷ ʧʨʦʠʛʥʦʨʠʨʦʚʘʪʴ. 

ÿ ʉʠʤʚʦʣ, ʫʢʘʟʳʚʘʶʱʠʡ ʥʘ ʩʧʝʮʠʘʣʴʥʳʝ ʠʟʤʝʥʝʥʠʷ ʠʣʠ 
ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʘʨʘʤʝʪʨʘ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. 

§ ʉʠʤʚʦʣ, ʦʙʦʟʥʘʯʘʶʱʠʡ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, 
ʚʝʜʝʥʥʳʝ ʚ Windows Server 2008. 



 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ 
ɺ ʩʣʝʜʫʶʱʠʭ ʨʝʩʫʨʩʘʭ Microsoft.com ʤʦʞʥʦ ʥʘʡʪʠ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ 
ʚʦʧʨʦʩʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʩʝʩʪʦʨʦʥʥʝʝ ʦʙʩʫʞʜʝʥʠʝ ʢʦʥʮʝʧʮʠʡ ʠ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʚ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ: 

¶ GPOAccelerator, ʠʥʩʪʨʫʤʝʥʪ ʠ ʨʫʢʦʚʦʜʩʪʚʦ ʦʪ ʎʝʥʪʨʘ ʟʘʛʨʫʟʢʠ Microsoft. 

¶ Infrastructure Planning and Design. 

¶ Microsoft Assessment and Planning Toolkit Solution Accelerator. 

¶ Microsoft Deployment. 

¶ Microsoft Windows Security Resource Kit. 

¶ Microsoft Windows Server 2003 Resource Kit: Special Promotional Edition. 

¶ Security Guidance. 

¶ Solution Accelerators. 

¶ Threats and Countermeasures. 

¶ Windows Server 2003 Security Guide. 

¶ Windows XP TechCenter. 

¶ Windows XP Security Guide. 

ʇʦʜʜʝʨʞʢʘ ʠ ʦʙʨʘʪʥʘʷ ʩʚʷʟʴ 
ʂʦʤʘʥʜʘ Solution Accelerators ï Security and Compliance (SAïSC) ʙʫʜʝʪ ʨʘʜʘ ʫʟʥʘʪʴ 
ʚʘʰʝ ʤʥʝʥʠʝ ʦʙ ʵʪʦʤ ʠ ʜʨʫʛʠʭ ʨʫʢʦʚʦʜʩʪʚʘʭ. 

ʇʦʞʘʣʫʡʩʪʘ, ʧʨʠʩʳʣʘʡʪʝ ʩʚʦʠ ʢʦʤʤʝʥʪʘʨʠʠ ʧʦ ʩʣʝʜʫʶʱʠʤ ʘʜʨʝʩʘʤ: 

¶ ʕʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʧʦ ʘʜʨʝʩʫ secwish@microsoft.com. 

¶ ʉʦʦʙʱʝʥʠʷ ʚ ʙʣʦʛ Solution Accelerators ï Security and Compliance ʥʘ ʩʘʡʪʝ 
Microsoft TechNet. 

ʉ ʥʝʪʝʨʧʝʥʠʝʤ ʦʞʠʜʘʝʤ ʚʘʰʠʭ ʦʪʟʳʚʦʚ. 

ɹʣʘʛʦʜʘʨʥʦʩʪʠ 
ʂʦʤʘʥʜʘ Solution Accelerators ï Security and Compliance (SAïSC) ʚʳʨʘʞʘʝʪ 
ʧʨʠʟʥʘʪʝʣʴʥʦʩʪʴ ʠ ʙʣʘʛʦʜʘʨʠʪ ʚʩʝʭ, ʢʪʦ ʧʨʠʥʠʤʘʣ ʫʯʘʩʪʠʝ ʚ ʩʦʟʜʘʥʠʠ ʈʫʢʦʚʦʜʩʪʚʘ 
ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008. ʇʝʨʝʯʠʩʣʝʥʥʳʝ ʥʠʞʝ ʣʶʜʠ ʧʨʠʥʠʤʘʣʠ 
ʘʢʪʠʚʥʦʝ ʫʯʘʩʪʠʠ ʠ ʚʥʝʩʣʠ ʟʥʘʯʠʤʳʡ ʚʢʣʘʜ ʚ ʥʘʧʠʩʘʥʠʝ, ʨʘʟʨʘʙʦʪʢʫ ʠ 
ʪʝʩʪʠʨʦʚʘʥʠʝ ʵʪʦʛʦ ʨʝʰʝʥʠʷ. 

ʂʦʤʘʥʜʘ ʩʦʟʜʘʪʝʣʝʡ 
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Bhakti Bhalerao ï Infosys Technologies Ltd 

Naresh Krishna Kumar Kulothungan ï Infosys Technologies Ltd. 
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John Cobb ï Wadeware LLC 

Steve Wacker ï Wadeware LLC 

ʈʫʢʦʚʦʜʠʪʝʣʠ ʧʨʠʟʚʦʜʩʪʚʘ 

Alain Meeus ï Microsoft 

Jim Stuart ï Microsoft 
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Karina Larson ï Microsoft 

ʈʫʢʦʚʦʜʠʪʝʣʴ ʛʨʫʧʧʳ ʪʝʩʪʠʨʦʚʘʥʠʷ 

Gaurav Singh Bora ï Microsoft 
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Beenu Venugopal ï Infosys Technologies Ltd. 

Sumit Parikh ï Infosys Technologies Ltd. 

Swaminathan Viswanathan ï Infosys Technologies Ltd. 

ʇʦʤʦʱʥʠʢʠ ʠ ʨʝʮʝʥʟʝʥʪʳ 
Derick Campbell, Chase Carpenter, Nils Dussart, Michiko Short, Siddharth Bhai, Brad 
Mahugh, Thomas Deml, Nazim Lala, Pitchai "Elango" Elangom, Ashwin Palekar, 
Sudarshan Yadav, Daniel H. Brown, Georgi Matev, David Kruse, Adrian Lannin, Frank 
Olivier, Brandon Baker, Nathan Muggli, Pankaj Chhabra, Abhishek Pathak, 
Ramasubramanian K. Neelmani, Jim Groves, Jeff Westhead, Dan Kaminsky, Oded Ye 
Shekel, Greg Lindsay, Anthony Leibovitz, Sreenivas Addagatla, Lambert Green, Chandra 
Nukala, Richard Costleigh, David Kennedy, Marco Nuijen, Robert Hoover, Sanjay Pandit, 
Michiko Short, Ido Dubrawsky, Doug Neal, Roger Grimes, Eugene Siu, Richard Lewis, 
Herbert Mauerer, Enrique Saggese, Manu Jeewani, Sanjay Pandit, Jan De Clercq 
(Hewlett-Packard), Jorge de Almeida Pinto (MVPS), Juergen Otter (Siemens AG), 
Renato Miguel de Barros (Modulo Security Solutions), John Addeo (Dimension Data 
America), Derek Seaman (PointBridge) 

ȵɖɎɒɋɝɆɓɎɋ ȳɆɜɎɔɓɆɑɢɓɡɏ ɎɓɗɘɎɘəɘ ɗɘɆɓɊɆɖɘɔɈ Ɏ ɘɋɛɓɔɑɔɉɎɎ (National  Institute  of  
Standards  and  Technology , NIST ) ȲɎɓɎɗɘɋɖɗɘɈɆ ɘɔɖɉɔɈɑɎ ȷȾȦ əɝɆɗɘɈɔɈɆɑ Ɉ ɖɋɜɋɓɍɎɖɔɈɆɓɎɎ 
ɊɆɓɓɔɉɔ ɖəɐɔɈɔɊɗɘɈɆ ɕɔ ɇɋɍɔɕɆɗɓɔɗɘɎ Microsoft  Ɏ ɕɖɋɊɔɗɘɆɈɎɑ ɐɔɒɒɋɓɘɆɖɎɎ, ɐɔɘɔɖɡɋ ɇɡɑɎ 
Ɉɐɑɤɝɋɓɡ Ɉ ɔɕəɇɑɎɐɔɈɆɓɓəɤ ɈɋɖɗɎɤ. 

ȵɖɎɒɋɝɆɓɎɋ ȵɔ ɍɆɕɖɔɗə Microsoft  ȴɘɊɋɑ ɐɔɓɘɖɔɑɥ ɎɓɚɔɖɒɆɜɎɎ ȦɉɋɓɘɗɘɈɆ ɓɆɜɎɔɓɆɑɢɓɔɏ 
ɇɋɍɔɕɆɗɓɔɗɘɎ (National  Security  Agency  Information  Assurance  Directorate ) ɕɖɎɓɥɑ əɝɆɗɘɎɋ Ɉ 
ɖɋɜɋɓɍɎɖɔɈɆɓɎɎ ɊɆɓɓɔɉɔ ɖəɐɔɈɔɊɗɘɈɆ ɕɔ ɇɋɍɔɕɆɗɓɔɗɘɎ Microsoft  Ɏ ɕɖɋɊɔɗɘɆɈɎɑ ɐɔɒɒɋɓɘɆɖɎɎ, 
ɐɔɘɔɖɡɋ ɇɡɑɎ Ɉɐɑɤɝɋɓɡ Ɉ ɔɕəɇɑɎɐɔɈɆɓɓəɤ ɈɋɖɗɎɤ



 

 

ː̌́̃́ 1: ˝̗̠̆́̌̉̈́̉ ̂ ̜̖́̈̏̃ ̎́̒̓̑̏̆̋ ̂̆̈̏̐́̒̎̏̒̓̉ 

Windows Server® 2008 ï ʩʘʤʘʷ ʙʝʟʦʧʘʩʥʘʷ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ, ʚʳʧʫʱʝʥʥʘʷ 
Microsoft ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ. ʆʜʥʘʢʦ ʨʘʟʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ ʪʨʝʙʫʝʪʩʷ ʨʘʟʥʳʡ 
ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ, ʧʦʵʪʦʤʫ ʤʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ 
ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʠʟʤʝʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʪʨʝʙʦʚʘʥʠʷʤ ʢʦʥʢʨʝʪʥʦʡ 
ʩʨʝʜʳ. ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʜʝʤʦʥʩʪʨʠʨʫʝʪʩʷ, ʢʘʢ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʦʩʪʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ 
ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʚʳʰʝʥʠ ̫ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʦʚ, 
ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʨʘʟʣʠʯʥʳʝ ʨʦʣʠ ʩʝʨʚʝʨʘ. ʅʘ ʢʘʞʜʳʡ ʩʝʨʚʝʨ ʫʩʪʘʥʦʚʣʝʥʘ 
Windows Server 2008 ʚ ʩʪʘʥʜʘʨʪʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺʩʝ ʩʝʨʚʝʨ rʚʢʣʶʯʝʥr  ʚ ʜʦʤʝʥ 
ʩ ʧʦʤʦʱʴʶ ʜʦʤʝʥʥʳʭ ʩʣʫʞʙ Active Directory® (Active Directory® Domain Services, 
AD DS). 

ʊʝʧʝʨʴ ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ, ʠʩʧʦʣʴʟʫʷ ʪʦʣʴʢʦ 
ʦʙʲʝʢʪʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ (Group Policy objects, GPOs). ʇʨʝʜʳʜʫʱʝʝ ʨʫʢʦʚʦʜʩʪʚʦ 
ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪ Microsoft ʧʨʝʜʣʘʛʘʣʦ ʠʤʧʦʨʪʠʨʦʚʘʪʴ .inf-ʬʘʡʣʳ ʰʘʙʣʦʥʦʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʨʫʯʥʫʶ ʚʥʦʩʠʪʴ ʩʫʱʝʩʪʚʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʚ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ 
ʰʘʙʣʦʥʳ ʥʝʩʢʦʣʴʢʠʭ ʦʙʲʝʢʪʦʚ GPO, ʪʝʧʝʨʴ ʚ ʵʪʦʤ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ʊʝʤ ʥʝ 
ʤʝʥʝʝ .inf-ʬʘʡʣʳ ʰʘʙʣʦʥʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʢʣʶʯʝʥʳ ʚ ʠʥʩʪʨʫʤʝʥʪ GPOAccelerator, 
ʪʘʢ ʯʪʦʙʳ ʠʭ ʤʦʞʥʦ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʠʟʦʣʠʨʦʚʘʥʥʳʭ ʩʝʨʚʝʨʦʚ. çʀʟʦʣʠʨʦʚʘʥʥʳʡè ʩʝʨʚʝʨ ʥʝ ʷʚʣʷʝʪʩʷ ʫʯʘʩʪʥʠʢʦʤ 
ʜʦʤʝʥʘ AD DS. ɺʩʝ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʧʨʠʚʝʜʝʥʳ ʚ 
ʇʨʠʣʦʞʝʥʠʠ ɸ, çʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶè. 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤ ʨʫʢʦʚʦʜʩʪʚʦʤ ʚʘʤ ʧʦʥʘʜʦʙʠʪʩʷ: 

¶ ʉʦʟʜʘʪʴ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ (organizational unit, OU) ʜʣʷ ʩʚʦʝʡ ʩʨʝʜʳ. 

¶ ɿʘʧʫʩʪʠʪʴ ʠʥʩʪʨʫʤʝʥʪ GPOAccelerator, ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʡ ʜʣʷ ʜʘʥʥʦʛʦ 
ʨʫʢʦʚʦʜʩʪʚʘ. 

ȨɆɌɓɔ Ƚɘɔɇɡ ɗɔɍɊɆɈɆɘɢ, ɘɋɗɘɎɖɔɈɆɘɢ Ɏ ɖɆɍɈɋɖɘɡɈɆɘɢ ɓɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ Ɋɑɥ 

ʈʫʢʦʚʦʜʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008, ɗɐɆɝɆɏɘɋ GPOAccelerator  Ɏ 

ɖəɐɔɈɔɊɗɘɈɔ ʂʘʢ ʠʩʧʦʣʴʟʦʚʘʪʴ GPOAccelerator Ɋɑɥ ɊɆɓɓɔɉɔ ɎɓɗɘɖəɒɋɓɘɆ. Ƀɘɔɘ 
Ɏɓɗɘɖəɒɋɓɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɗɔɍɊɆɋɘ Ɉɗɋ ɔɇɠɋɐɘɡ GPO Ɋɑɥ ɕɆɖɆɒɋɘɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ, 
ɖɋɐɔɒɋɓɊəɋɒɡɛ ɊɆɓɓɡɒ ɖəɐɔɈɔɊɗɘɈɔɒ. ȸɆɐɌɋ ɔɓ ɈɐɑɤɝɆɋɘ . inf -ɚɆɏɑɡ ɞɆɇɑɔɓɆ 
ɇɋɍɔɕɆɗɓɔɗɘɎ, ɐɔɘɔɖɡɋ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɕɖɎɒɋɓɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ ɐ 
ɎɍɔɑɎɖɔɈɆɓɓɡɒ ɗɋɖɈɋɖɆɒ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʂʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʦʡ (Group Policy 
Management Console, GPMC) ʜʣʷ ʩʚʷʟʳʚʘʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʦʙʲʝʢʪʘʤʠ 
GPO. 

ȨɓɎɒɆɓɎɋ ȵɋɖɋɊ ɖɆɍɈɋɖɘɡɈɆɓɎɋɒ Ɉ ɗɖɋɊɋ ɕɖɔɎɍɈɔɊɗɘɈɋɓɓɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ ɗɛɋɒɡ OU Ɏ 
GPO ɊɔɑɌɓɡ ɇɡɘɢ ɘɟɆɘɋɑɢɓɋɏɞɎɒ ɔɇɖɆɍɔɒ ɕɖɔɘɋɗɘɎɖɔɈɆɓɡ. ȵɔɊɖɔɇɓɡɋ ɖɋɐɔɒɋɓɊɆɜɎɎ 

ɕɔ ɈɡɕɔɑɓɋɓɎɤ ɣɘɔɉɔ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ Ɋɔɐəɒɋɓɘɋ ʂʘʢ ʠʩʧʦʣʴʟʦʚʘʪʴ GPOAccelerator. 
Ȯɗɕɔɑɢɍəɏɘɋ ɊɆɓɓɔɋ ɖəɐɔɈɔɊɗɘɈɔ Ɋɑɥ ɗɔɍɊɆɓɎɥ Ɏ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɗɘɖəɐɘəɖɡ 
ɕɔɊɖɆɍɊɋɑɋɓɎɏ Ɏ ɔɇɠɋɐɘɔɈ GPO ɇɋɍɔɕɆɗɓɔɗɘɎ, ɐɆɐ ɓɆ ɣɘɆɕɋ ɘɋɗɘɎɖɔɈɆɓɎɥ, ɘɆɐ Ɏ ɓɆ ɣɘɆɕɋ 
ɕɖɔɎɍɈɔɊɗɘɈɋɓɓɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ. 

ʇʦʩʪʘʚʣʷʝʤʳʝ ʩ ʜʘʥʥʳʤ ʨʫʢʦʚʦʜʩʪʚʦʤ ʦʙʲʝʢʪʳ GPO ʩ ʥʘʙʦʨʦʤ ʙʘʟʦʚʳʭ 
ʧʦʢʘʟʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʣʘʛʘʶʪ ʥʘʙʦʨ ʦʪʪʝʩʪʠʨʦʚʘʥʥʳʭ ʥʘʩʪʨʦʝʢ, 
ʧʦʚʳʰʘʶʱʠʭ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʤʧʴʶʪʝʨʦʚ ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ ʆʉ Windows 
Server 2008, ʚ ʜʚʫʭ ʨʘʟʣʠʯʥʳʭ ʩʨʝʜʘʭ: 

¶ ʉʨʝʜʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʢʣʠʝʥʪʦʚ (Enterprise Client, EC) 

http://go.microsoft.com/fwlink/?LinkId=107264


 

 

¶ ʉʧʝʮʠʘʣʴʥʘʷ ʙʝʟʦʧʘʩʥʘʷ ʩʨʝʜʘ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ 
(Specialized Security ï Limited Functionality, SSLF) 

ʉʨʝʜʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʢʣʠʝʥʪʦʚ 
ʈʘʩʩʤʘʪʨʠʚʘʝʤʘʷ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ʩʨʝʜʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʢʣʠʝʥʪʦʚ (Enterprise Client, 
EC) ʩʦʩʪʦʠʪ ʠʟ  ʜʦʤʝʥʘ, ʠʩʧʦʣʴʟʫʶʱʝʛʦ AD DS, ʩ ʢʦʥʪʨʦʣʝʨʘʤʠ ʜʦʤʝʥʘ ʧʦʜ 
ʫʧʨʘʚʣʝʥʠʝʤ Windows Server 2008 ʩ Active Directory. ʂʦʥʪʨʦʣʣʝʨʳ ʫʧʨʘʚʣʷʶʪ 
ʢʣʠʝʥʪʩʢʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʳ ʆʉ: 

¶ Windows Vista® ʠʣʠ 

¶ Windows XP® ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ 2 (Service Pack 2, SP2) ʠʣʠ 

¶  ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʚʝʨʩʠʠ; 

ʘ ʪʘʢʞʝ ʨʷʜʦʚʳʤʠ ʩʝʨʚʝʨʘʤʠ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʳ ʆʉ: 

¶ Windows Server 2008 ʠʣʠ 

¶  Windows Server 2003 ʩ SP2 ʠʣʠ 

¶  ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʚʝʨʩʠʠ. 

ʋʧʨʘʚʣʝʥʠʝ ʢʣʠʝʥʪʩʢʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ ʠ ʩʝʨʚʝʨʘʤʠ-ʫʯʘʩʪʥʠʢʘʤʠ ʚ ʵʪʦʡ ʩʨʝʜʝ 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʧʨʠʤʝʥʷʝʤʦʡ ʢ ʩʘʡʪʘʤ, 
ʜʦʤʝʥʘʤ ʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷʤ. ɻʨʫʧʧʦʚʘʷ ʧʦʣʠʪʠʢʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʫʶ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʚ ʨʘʤʢʘʭ AD DS, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʠʟʤʝʥʝʥʠʷ ʠ 
ʫʧʨʘʚʣʷʪʴ ʥʘʩʪʨʦʡʢʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʢʣʶʯʘʷ ʜʘʥʥʳʝ ʩʠʩʪʝʤʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʜʘʥʥʳʝ, ʥʘ ʫʨʦʚʥʝ ʚʩʝʛʦ ʢʘʪʘʣʦʛʘ. 

ȵɖɎɒɋɝɆɓɎɋ ȵɖɋɊɕɎɗɆɓɓɡɋ ɊɆɓɓɡɒ ɖəɐɔɈɔɊɗɘɈɔɒ ɇɆɍɔɈɡɋ ɓɆɗɘɖɔɏɐɎ ɇɋɍɔɕɆɗɓɔɗɘɎ ɗɖɋɊɡ 
ȰɔɖɕɔɖɆɘɎɈɓɡɏ ɐɑɎɋɓɘ ɕɔɍɈɔɑɥɤɘ ɖɋɆɑɎɍɔɈɆɘɢ ɕɔɈɡɞɋɓɓəɤ ɇɋɍɔɕɆɗɓɔɗɘɢ, ɕɖɎ ɐɔɘɔɖɔɏ 
ɔɇɋɗɕɋɝɎɈɆɋɘɗɥ ɊɔɗɘɆɘɔɝɓɆɥ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɢ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɡ Ɏ ɕɖɎɑɔɌɋɓɎɏ Ɉ 
ɕɖɋɎɒəɟɋɗɘɈɋɓɓɔɒ ɇɔɑɢɞɎɓɗɘɈɋ ɔɖɉɆɓɎɍɆɜɎɏ. 

ʉʧʝʮʠʘʣʴʥʘʷ ʙʝʟʦʧʘʩʥʘʷ ʩʨʝʜʘ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ 
ʈʘʩʩʤʘʪʨʠʚʘʝʤʘʷ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ʉʧʝʮʠʘʣʴʥʘʷ ʙʝʟʦʧʘʩʥʘʷ ʩʨʝʜʘ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ (Specialized Security ï Limited Functionality SSLF) ʩʦʩʪʦʠʪ ʠʟ  
ʜʦʤʝʥʘ, ʠʩʧʦʣʴʟʫʶʱʝʛʦ AD DS, ʩ ʢʦʥʪʨʦʣʝʨʘʤʠ ʜʦʤʝʥʘ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows 
Server 2008 ʩ Active Directory. ʂʦʥʪʨʦʣʣʝʨʳ ʫʧʨʘʚʣʷʶʪ ʢʣʠʝʥʪʩʢʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ, 
ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʳ ʆʉ: 

¶ Windows Vista® ʠʣʠ 

¶ Windows XP® ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ 2 (Service Pack 2, SP2) ʠʣʠ 

¶  ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʚʝʨʩʠʠ; 

ʘ ʪʘʢʞʝ ʨʷʜʦʚʳʤʠ ʩʝʨʚʝʨʘʤʠ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʳ ʆʉ: 

¶ Windows Server 2008 ʠʣʠ 

¶  Windows Server 2003 ʩ SP2 ʠʣʠ 

¶  ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʚʝʨʩʠʠ. 

ɹʘʟʦʚʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ SSLF, ʦʧʠʩʘʥʥʘʷ ʚ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ, ʦʪʚʝʯʘʝʪ 
ʪʨʝʙʦʚʘʥʠʶ ʧʦ ʩʦʟʜʘʥʠʶ ʩʨʝʜ ʩ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ, 



 

 

ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ ʆʉ Windows Server 2008. ɹʝʟʦʧʘʩʥʦʩʪʴ ʪʘʢʠʭ ʩʨʝʜ 
ʥʘʩʪʦʣʴʢʦ ʚʘʞʥʘ, ʯʪʦ ʜʦʧʫʩʢʘʝʪʩʷ ʩʫʱʝʩʪʚʝʥʥʦʝ ʦʛʨʘʥʠʯʝʥʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ 
ʫʧʨʘʚʣʷʝʤʦʩʪʠ. ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʨʠʤʝʥʝʥʠʶ ʜʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʨʘʟʨʘʙʦʪʘʥʳ 
ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤʠ ʘʛʝʥʪʩʪʚʘʤʠ ʨʘʟʥʳʭ ʩʪʨʘʥ 
ʤʠʨʘ. 

ȨɓɎɒɆɓɎɋ ȵɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ SSLF ɕɖɋɊɓɆɍɓɆɝɋɓɡ ɑɎɞɢ Ɋɑɥ ɔɉɖɆɓɎɝɋɓɓɔɉɔ ɐɖəɉɆ 
ɔɖɉɆɓɎɍɆɜɎɏ. ȰɔɓɚɎɉəɖɆɜɎɥ ɣɘɎɛ ɕɆɖɆɒɋɘɖɔɈ ɖɆɍɖɆɇɔɘɆɓɆ Ɋɑɥ ɔɖɉɆɓɎɍɆɜɎɏ, Ɉ ɐɔɘɔɖɡɛ 
ɔɇɋɗɕɋɝɋɓɎɋ ɇɋɍɔɕɆɗɓɔɗɘɎ ɈɆɌɓɋɋ, ɝɋɒ ɔɇɋɗɕɋɝɋɓɎɋ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ. 

ʇʨʠ ʪʝʩʪʠʨʦʚʘʥʠʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʧʘʨʘʤʝʪʨʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ SSLF ʥʘ ʩʝʨʚʝʨʘʭ 
ʩʨʝʜʳ ʤʦʞʥʦ ʥʘʙʣʶʜʘʪʴ ʫʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʦʙʨʘʱʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ 
ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʩʚʷʟʘʥʥʳʭ ʩ ʦʛʨʘʥʠʯʝʥʠʝʤ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ, ʦʙʫʩʣʦʚʣʝʥʥʳʤ ʜʘʥʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ. ʂʦʥʬʠʛʫʨʘʮʠʷ ʵʪʦʡ 
ʩʨʝʜʳ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʠ ʩʝʪʠ, ʥʦ ʪʘʢʞʝ 
ʧʨʝʧʷʪʩʪʚʫʝʪ ʚʳʧʦʣʥʝʥʠʶ ʥʝʢʦʪʦʨʳʭ ʩʣʫʞʙ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʥʝʦʙʭʦʜʠʤʳ 
ʦʨʛʘʥʠʟʘʮʠʠ. ʅʘʧʨʠʤʝʨ, ʉʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ (Terminal Services), ʢʦʪʦʨʳʝ 
ʦʙʝʩʧʝʯʠʚʘʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʦʟʤʦʞʥʦʩʪʴ ʠʥʪʝʨʘʢʪʠʚʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʨʘʙʦʯʠʤ 
ʩʪʦʣʘʤ ʠ ʧʨʠʣʦʞʝʥʠʷʤ ʥʘ ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʝʨʘʭ. 

ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʙʘʟʦʚʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ SSLF ʥʝ ʷʚʣʷʝʪʩʷ 
ʜʦʧʦʣʥʝʥʠʝʤ ʢ ʙʘʟʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ EC: ʙʘʟʦʚʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ SSLF 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʚʝʨʰʝʥʥʦ ʠʥʦʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʥʝ 
ʧʳʪʘʡʪʝʩʴ ʧʨʠʤʝʥʷʪʴ ʙʘʟʦʚʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ SSLF ʠ ʙʘʟʦʚʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ EC ʢ 
ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʢʦʤʧʴʶʪʝʨʘʤ. ɺ ʢʦʥʪʝʢʩʪʝ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʥʝʦʙʭʦʜʠʤʦ, 
ʧʨʝʞʜʝ ʚʩʝʛʦ, ʦʧʨʝʜʝʣʠʪʴ ʥʝʦʙʭʦʜʠʤʳʡ ʚʘʰʝʡ ʩʨʝʜʝ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 
ʟʘʪʝʤ ʧʨʠʥʠʤʘʪʴ ʨʝʰʝʥʠʝ ʦ ʧʨʠʤʝʥʝʥʠʠ ʙʘʟʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʣʠʙʦ EC, ʣʠʙʦ 
SSLF. ʉʨʘʚʥʝʥʠʝ ʨʘʟʣʠʯʠʡ ʙʘʟʦʚʳʭ ʢʦʥʬʠʛʫʨʘʮʠʡ EC ʠ SSLF ʧʨʦʚʝʜʝʥʦ ʚ 
ʇʨʠʣʦʞʝʥʠʠ ɸ çʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶè. 
ʉʙʦʨʥʠʢ ʧʘʨʘʤʝʪʨʦʚ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 
2008, ʪʘʢʞʝ ʧʨʠʣʘʛʘʝʤʳʡ ʢ ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ, ʧʨʝʜʣʘʛʘʝʪ ʜʨʫʛʦʡ ʨʝʩʫʨʩ ʜʣʷ 
ʩʨʘʚʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ. 

ȨɆɌɓɔ ȫɗɑɎ Ɉɡ ɕɖɋɊɕɔɑɆɉɆɋɘɋ ɎɗɕɔɑɢɍɔɈɆɘɢ ɇɆɍɔɈəɤ ɐɔɓɚɎɉəɖɆɜɎɤ SSLF, ɇəɊɢɘɋ ɉɔɘɔɈɡ ɐ 
Ɉɗɋɗɘɔɖɔɓɓɋɒə ɘɋɗɘɎɖɔɈɆɓɎɤ ɐɔɒɕɢɤɘɋɖɔɈ ɗɈɔɋɏ ɗɖɋɊɡ, ɝɘɔɇɡ əɇɋɊɎɘɢɗɥ, ɝɘɔ ɕɆɖɆɒɋɘɖɡ 
ɇɋɍɔɕɆɗɓɔɗɘɎ SSLF ɓɋ ɕɖɋɕɥɘɗɘɈəɤɘ ɖɋɆɑɎɍɆɜɎɎ ɐɔɒɕɢɤɘɋɖɆɒɎ ɊɆɓɓɔɏ ɗɖɋɊɡ ɓɋɔɇɛɔɊɎɒɔɏ 
ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ. 

ʉʨʝʜʘ ʩʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 
ʆʨʛʘʥʠʟʘʮʠʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʢʦʤʧʴʶʪʝʨʳ ʠ ʩʝʪʠ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʦʥʠ ʧʦʜʢʣʶʯʝʥʳ ʢ 
ʚʥʝʰʥʠʤ ʨʝʩʫʨʩʘʤ, ʪʘʢʠʤ ʢʘʢ ʀʥʪʝʨʥʝʪ, ʜʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴ ʚʦʧʨʦʩʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʧʨʠ ʧʨʦʝʢʪʠʨʦʚʘʥʠʠ ʩʠʩʪʝʤʳ ʠ ʩʝʪʠ, ʘ ʪʘʢʞʝ ʧʨʠ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ 
ʢʦʤʧʴʶʪʝʨʦʚ. ɺʦʟʤʦʞʥʦʩʪʠ, ʚʢʣʶʯʘʶʱʠʝ ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʧʨʦʮʝʩʩʦʚ, ʫʜʘʣʝʥʥʦʝ 
ʫʧʨʘʚʣʝʥʠʝ, ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ, ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ 24 ʯʘʩʘ ʚ ʩʫʪʢʠ, ʚʦʟʤʦʞʥʦʩʪʴ 
ʜʦʩʪʫʧʘ ʠʟ ʣʶʙʦʡ ʪʦʯʢʠ ʟʝʤʥʦʛʦ ʰʘʨʘ ʠ ʥʝʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ ʠ 
ʫʩʪʨʦʡʩʪʚ, ʫʧʨʦʱʘʶʪ ʞʠʟʥʴ ʧʨʝʜʧʨʠʷʪʠʡ ʠ ʧʦʟʚʦʣʷʶʪ ʨʘʙʦʪʘʪʴ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦ 
ʚ ʫʩʣʦʚʠʷʭ ʨʳʥʦʯʥʦʡ ʢʦʥʢʫʨʝʥʮʠʠ. ʆʜʥʘʢʦ ʵʪʠ ʚʦʟʤʦʞʥʦʩʪʠ ʪʘʢʞʝ ʷʚʣʷʶʪʩʷ 
ʧʨʠʯʠʥʦʡ ʧʦʜʚʝʨʞʝʥʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʦʚ ʵʪʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦʪʝʥʮʠʘʣʴʥʳʤ ʨʠʩʢʘʤ. 

ʂʘʢ ʧʨʘʚʠʣʦ, ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʨʝʜʧʨʠʥʠʤʘʪʴ ʤʝʨʳ ʧʦ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ, ʩʙʦʷ ʩʣʫʞʙ ʠ 
ʥʝʧʨʘʚʦʤʝʨʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʦʚ. ʅʝʢʦʪʦʨʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʥʘʧʨʠʤʝʨ 
ʚʦʝʥʥʳʤ, ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤ ʠ ʬʠʥʘʥʩʦʚʳʤ, ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ 
ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʫʨʦʚʥʷ ʥʝʢʦʪʦʨʳʤ ʠʣʠ ʚʩʝʤ ʩʣʫʞʙʘʤ, ʩʠʩʪʝʤʘʤ ʠ 



 

 

ʜʘʥʥʳʤ, ʩ ʢʦʪʦʨʳʤʠ ʦʥʠ ʨʘʙʦʪʘʶʪ. ɹʘʟʦʚʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ SSLF ʨʘʟʨʘʙʦʪʘʥ ʩ 
ʮʝʣʴʶ ʦʙʝʩʧʝʯʠʪʴ ʵʪʦʪ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʪʘʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʇʦʢʘʟʘʪʝʣʠ 
SSLF ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʇʨʠʣʦʞʝʥʠʠ ɸ çʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶè. 

ʉʨʝʜʘ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ 
ʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʢʦʪʦʨʫʶ ʦʙʝʩʧʝʯʠʚʘʝʪ ʥʘʙʦʨ ʙʘʟʦʚʳʭ 
ʧʦʢʘʟʘʪʝʣʝʡ SSLF, ʤʦʞʝʪ ʧʨʠʚʦʜʠʪʴ ʢ ʦʛʨʘʥʠʯʝʥʠʶ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʩʨʝʜʳ. 
ʇʨʠʯʠʥʦʡ ʵʪʦʤʫ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʙʘʟʦʚʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ SSLF ʦʛʨʘʥʠʯʠʚʘʝʪ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʣʠʰʴ ʩʧʝʮʠʘʣʴʥʳʤʠ ʬʫʥʢʮʠʷʤʠ, ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 
ʪʨʝʙʫʝʤʳʭ ʟʘʜʘʯ. ɼʦʩʪʫʧ ʚʦʟʤʦʞʝʥ ʣʠʰʴ ʢ ʦʜʦʙʨʝʥʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʩʣʫʞʙʘʤ ʠ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʘʤ ʩʨʝʜ. ʆʛʨʘʥʠʯʝʥʘ ʠ ʚʦʟʤʦʞʥʦʩʪ ɹʥʘʩʪʨʦʡʢʠ, ʧʦʪʦʤʫ ʯʪʦ SSLF 
ʜʝʘʢʪʠʚʠʨʫʝʪ ʤʥʦʛʠʝ ʧʨʠʚʳʯʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʪʨʘʥʠʮʳ ʩʚʦʡʩʪʚ. 

ʆʙʣʘʩʪʠ ʧʦʚʳʰʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʛʨʘʥʠʯʝʥʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ, 
ʦʙʝʩʧʝʯʠʚʘʝʤʳʝ ʙʘʟʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ SSLF, ʦʧʠʩʘʥʳ ʚ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ 
ʜʘʥʥʦʡ ʛʣʘʚʳ: 

¶ ʆʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʘʤ ʠ ʜʘʥʥʳʤ. 

¶ ʆʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʝʪʠ. 

¶ ʅʘʜʝʞʥʘʷ ʟʘʱʠʪʘ ʩʝʪʠ. 

ʆʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʘʤ ʠ ʜʘʥʥʳʤ 

ʅʘʩʪʨʦʡʢʠ, ʚʭʦʜʷʱʠʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ SSLF, ʪʨʝʙʫʶʪ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʧʨʠʤʝʥʝʥʠʷ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ. ʆʜʥʘʢʦ ʪʘʢʠʝ ʧʘʨʦʣʠ ʣʝʛʢʦ ʟʘʙʳʪʴ ʠʣʠ ʜʦʧʫʩʪʠʪʴ 
ʦʰʠʙʢʫ ʧʨʠ ʚʚʦʜʝ, ʯʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʪʦʤʫ, ʯʪʦ ʜʦʧʫʩʪʠʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʝ 
ʧʦʣʫʯʘʪ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʘʤ ʠʣʠ ʜʘʥʥʳʤ. ʉʣʝʜʩʪʚʠʝʤ ʵʪʦʛʦ ʤʦʞʝʪ ʩʪʘʪʴ ʫʚʝʣʠʯʝʥʠʝ 
ʢʦʣʠʯʝʩʪʚʘ ʦʙʨʘʱʝʥʠʡ ʚ ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʜʘʥʥʳʝ 
ʥʘʩʪʨʦʡʢʠ ʦʙʝʩʧʝʯʠʚʘʶʪ ʢʦʤʧʴʶʪʝʨʘʤ, ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʆʉ Windows Server 2008, 
ʟʘʱʠʪʫ ʩʨʝʜʳ ʦʪ ʘʪʘʢ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʂ ʦʧʮʠʷʤ ʙʘʟʦʚʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ SSLF, ʢʦʪʦʨʳʝ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʫʪ ʧʦʤʝʰʘʪʴ ʜʦʩʪʫʧʫ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʣʫʞʙʘʤ ʠ ʜʘʥʥʳʤ, ʦʪʥʦʩʷʪʩʷ: 

¶ ɸʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʛʨʫʧʧʳ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʜʦʩʪʫʧʦʤ, ʪʘʢʠʝ ʢʘʢ ʆʧʝʨʘʪʦʨʳ 
ʘʨʭʠʚʘ (Backup Operators) ʠ ʆʧʝʨʘʪʦʨʳ ʩʝʨʚʝʨʘ (Server Operators). 

¶ ʇʘʨʘʤʝʪʨʳ, ʚʚʦʜʷʱʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʨʠʤʝʥʝʥʠʶ ʙʦʣʝʝ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʚʚʦʜʷʱʠʝ ʙʦʣʝʝ ʩʪʨʦʛʫʶ ʧʦʣʠʪʠʢʫ ʙʣʦʢʠʨʦʚʢʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʫʞʝʩʪʦʯʘʶʱʠʝ ʧʦʣʠʪʠʢʫ ʅʘʟʥʘʯʝʥʠʷ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
(User Rights Assignments) ʠ ʆʧʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security Options). 

ȵɖɎɒɋɝɆɓɎɋ ɃɘɎ ɕɆɖɆɒɋɘɖɡ, ɐɆɐ Ɋɑɥ ɇɆɍɔɈɔɏ ɐɔɓɚɎɉəɖɆɜɎɎ EC, ɘɆɐ Ɏ Ɋɑɥ ɇɆɍɔɈɔɏ 
ɐɔɓɚɎɉəɖɆɜɎɎ SSLF, ɕɔɊɖɔɇɓɔ ɖɆɗɗɒɆɘɖɎɈɆɤɘɗɥ Ɉ ȵɖɎɑɔɌɋɓɎɎ Ȧ çȵɆɖɆɒɋɘɖɡ ɉɖəɕɕɔɈɔɏ 
ɕɔɑɎɘɎɐɎ, ɗɈɥɍɆɓɓɡɋ ɗ ɇɋɍɔɕɆɗɓɔɗɘɢɤè. ȸɆɐɌɋ Ɋɑɥ ɗɖɆɈɓɋɓɎɥ ɍɓɆɝɋɓɎɏ ɕɆɖɆɒɋɘɖɔɈ ɒɔɌɓɔ 
ɎɗɕɔɑɢɍɔɈɆɘɢ çȷɇɔɖɓɎɐ ɕɆɖɆɒɋɘɖɔɈ Ɏɗɕɔɑɢɍəɋɒɡɛ Ɉ ɖəɐɔɈɔɊɗɘɈɋ ɕɔ ɇɋɍɔɕɆɗɓɔɗɘɎ Windows 
Server 2008è, ɕɖɎɑɆɉɆɋɒɡɏ ɐ ɊɆɓɓɔɒə ɖəɐɔɈɔɊɗɘɈə. 

ʇʨʠ ʧʦʤʦʱʠ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʤʦʞʥʦ  ʟʘʜʘʚʘʪʴ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 
ʤʥʦʛʠʭ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʦʧʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʦʪʢʣʶʯʘʪʴ ʠʭ. ʕʪʦ ʤʦʞʝʪ 
ʧʨʠʚʝʩʪʠ ʢ ʪʦʤʫ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʪʨʝʙʫʶʱʠʝ ʩʧʝʮʠʘʣʴʥʳʭ ʧʨʘʚ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʝ ʙʫʜʫʪ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʥʘʜʣʝʞʘʱʠʤ ʦʙʨʘʟʦʤ. ʇʦʵʪʦʤʫ ʚʘʞʥʦ 
ʧʨʦʚʝʩʪʠ ʪʱʘʪʝʣʴʥʳʡ ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʨʘʚ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʜʦʩʪʫʧʘ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʥʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʦʩʨʝʜʩʪʚʦʤ 



 

 

ʚʢʣʶʯʝʥʠʷ ʨʘʟʣʠʯʥʳʭ ʨʦʣʝʡ ʩʝʨʚʝʨʘ. ʕʪʦʪ ʥʘʙʦʨ ʧʨʠʣʦʞʝʥʠʡ ʚʢʣʶʯʘʝʪ, ʥʦ ʥʝ 
ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʨʘʟʨʘʙʦʪʘʥʥʳʤʠ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʚʘʰʝʡ ʩʨʝʜʳ, ʠʣʠ 
ʠʥʩʪʨʫʤʝʥʪʘʤʠ, ʠʩʧʦʣʴʟʫʝʤʳʤʠ ʜʣʷ ʜʠʘʛʥʦʩʪʠʢʠ ʠʣʠ ʦʙʥʦʚʣʝʥʠʷ ʚʘʰʠʭ 
ʢʦʤʧʴʶʪʝʨʦʚ. 

ʆʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʝʪʠ 

ʅʘʜʝʞʥʦʩʪʴ ʩʝʪʠ ʠ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʩʠʩʪʝʤʳ ʷʚʣʷʶʪʩʷ ʛʣʘʚʥʳʤʠ 
ʫʩʣʦʚʠʷʤʠ ʫʩʧʝʰʥʦʩʪʠ ʙʠʟʥʝʩʘ. ʆʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ Microsoft ʦʙʝʩʧʝʯʠʚʘʶʪ 
ʨʘʩʰʠʨʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʨʘʙʦʪʳ ʚ ʩʝʪʠ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ, 
ʧʦʜʜʝʨʞʠʚʘʪʴ ʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʩʦʝʜʠʥʝʥʠʷ ʚ ʩʣʫʯʘʝ ʠʭ ʥʘʨʫʰʝʥʠʷ. ʕʪʘ 
ʚʦʟʤʦʞʥʦʩʪ ɹʧʦʣʝʟʥʘ ʜʣʷ ʦʙʩʣʫʞʠʚʘʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ, ʥʦ ʤʦʞʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʘʪʘʢ ʩ ʮʝʣʴʶ ʧʦʚʨʝʞʜʝʥʠʷ ʠʣʠ ʥʝʟʘʢʦʥʥʦʛʦ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ 
ʢʦʤʧʴʶʪʝʨʳ ʚʘʰʝʡ ʩʝʪʠ. 

ɺ ʦʩʥʦʚʥʦʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʨʠʚʝʪʩʪʚʫʶʪ ʬʫʥʢʮʠʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʧʦʜʜʝʨʞʢʫ 
ʩʝʪʝʚʳʭ ʧʦʜʢʣʶʯʝʥʠʡ. ʆʜʥʘʢʦ ʚ ʦʩʦʙʳʭ ʩʣʫʯʘʷʭ ʧʝʨʚʦʩʪʝʧʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʠʤʝʝʪ 
ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ ʠ ʩʝʨʚʠʩʦʚ. ɺ ʪʘʢʠʭ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʩʨʝʜʘʭ ʜʦʧʫʩʢʘʝʪʩʷ 
ʥʝʢʦʪʦʨʦʝ ʦʛʨʘʥʠʯʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʦʜʢʣʶʯʝʥʠʷ ʩ ʮʝʣʴʶ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ 
ʜʘʥʥʳʭ. ʂ ʦʧʮʠʷʤ ʢʦʥʬʠʛʫʨʘʮʠʠ SSLF, ʢʦʪʦʨʳʝ ʧʦʚʳʰʘʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʠ, ʥʦ 
ʤʦʛʫʪ ʧʦʪʝʥʮʠʘʣʴʥʦ ʧʨʝʧʷʪʩʪʚʦʚʘʪʴ ʜʦʩʪʫʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʝʪʠ, ʦʪʥʦʩʷʪʩʷ: 

¶ ʇʘʨʘʤʝʪʨʳ, ʦʛʨʘʥʠʯʠʚʘʶʱʠʝ ʜʦʩʪʫʧ ʢ ʢʣʠʝʥʪʩʢʠʤ ʩʠʩʪʝʤʘʤ ʧʦ ʩʝʪʠ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʩʦʢʨʳʪʠʝ ʩʠʩʪʝʤ ʚ ʩʧʠʩʢʘʭ ʧʨʦʩʤʦʪʨʘ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʫʧʨʘʚʣʷʶʱʠʝ ʠʩʢʣʶʯʝʥʠʷʤʠ ʙʨʘʥʜʤʘʫʵʨʘ Windows. 

¶ ʇʘʨʘʤʝʪʨʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʦʝʜʠʥʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʧʦʜʧʠʩʴ 
ʧʘʢʝʪʦʚ. 

ʅʘʜʝʞʥʘʷ ʟʘʱʠʪʘ ʩʝʪʠ 

ʉʘʤʦʡ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʩʪʨʘʪʝʛʠʝʡ ʘʪʘʢ ʥʘ ʩʝʪʝʚʳʝ ʩʝʨʚʠʩʳ ʷʚʣʷʝʪʩʷ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʪʘʢʠ ʪʠʧʘ ʆʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ (denial of service, DoS). ʊʘʢʘʷ 
ʘʪʘʢʘ ʧʨʝʧʷʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤʠ ʠʣʠ ʩʝʨʚʠʩʘʤʠ ʠʣʠ 
ʧʝʨʝʛʨʫʞʘʝʪ ʨʝʩʫʨʩʳ ʩʠʩʪʝʤʳ ʠ ʩʥʠʞʘʝʪ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ. ɹʘʟʦʚʘʷ 
ʢʦʥʬʠʛʫʨʘʮʠʷ SSLF ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʟʘʱʠʪʫ ʦʙʲʝʢʪʘʤ ʩʠʩʪʝʤʳ ʠ 
ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʨʝʩʫʨʩʦʚ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʟʘʱʠʪʠʪʴʩʷ ʦʪ ʵʪʦʛʦ ʪʠʧʘ ʘʪʘʢ. ʂ ʦʧʮʠʷʤ 
ʙʘʟʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ SSLF, ʩʧʦʩʦʙʩʪʚʫʶʱʠʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʘʪʘʢ ʪʠʧʘ ʆʪʢʘʟ ʚ 
ʦʙʩʣʫʞʠʚʘʥʠʠ, ʦʪʥʦʩʷʪʩʷ: 

¶ ʇʘʨʘʤʝʪʨʳ, ʢʦʥʪʨʦʣʠʨʫʶʱʠʝ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʢʚʦʪ ʧʘʤʷʪʠ ʜʣʷ ʧʨʦʮʝʩʩʦʚ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʢʦʥʪʨʦʣʠʨʫʶʱʠʝ ʩʦʟʜʘʥʠʝ ʦʙʲʝʢʪʦʚ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʢʦʥʪʨʦʣʠʨʫʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʦʪʣʘʜʢʠ ʧʨʦʛʨʘʤʤ. 

¶ ʇʘʨʘʤʝʪʨʳ, ʫʧʨʘʚʣʷʶʱʠʝ ʧʨʦʬʠʣʠʨʦʚʘʥʠʝʤ ʧʨʦʮʝʩʩʦʚ. 

ɺʩʝ ʵʪʠ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʚʳʰʘʶʪ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ 
ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʘʟʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ SSLF ʤʦʛʫʪ ʚʦʩʧʨʝʧʷʪʩʪʚʦʚʘʪʴ 
ʥʦʨʤʘʣʴʥʦʤʫ ʚʳʧʦʣʥʝʥʠʶ ʧʨʠʣʦʞʝʥʠʡ ʚ ʚʘʰʝʡ ʩʨʝʜʝ ʠʣʠ ʜʦʩʪʫʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ 
ʩʣʫʞʙʘʤ ʠ ʜʘʥʥʳʤ. ʇʦʵʪʦʤʫ ʚʘʞʥʦ ʧʨʦʚʝʩʪʠ ʚʩʝʩʪʦʨʦʥʥʝʝ ʪʝʩʪʠʨʦʚʘʥʠʝ 
ʨʝʘʣʠʟʦʚʘʥʥʦʡ ʙʘʟʦʚʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ SSLF ʧʝʨʝʜ ʝʛʦ ʧʨʠʤʝʥʝʥʠʝʤ ʚ ʩʨʝʜʝ 
ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʵʢʩʧʣʫʘʪʘʮʠʠ. 



 

 

ʇʨʦʝʢʪʠʨʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʇʨʠʚʝʜʝʥʥʳʝ ʚ ʵʪʦʡ ʛʣʘʚʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʨʦʝʢʪʠʨʦʚʘʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʷʚʣʷʶʪʩʷ ʦʪʧʨʘʚʥʦʡ ʪʦʯʢʦʡ ʜʣʷ ʩʮʝʥʘʨʠʝʚ, ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʜʘʥʥʳʤ 
ʨʫʢʦʚʦʜʩʪʚʦʤ, ʠ ʧʨʝʜʣʘʛʘʶʪ ʩʨʝʜʩʪʚʘ ʠʭ ʟʘʱʠʪʳ. ɺ ʧʦʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʛʣʘʚʳ 
ʧʦʜʨʦʙʥʦ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʦʩʥʦʚʥʘʷ ʩʪʨʫʢʪʫʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʚ 
ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ: 

¶ ʉʪʨʫʢʪʫʨʘ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

¶ ʉʪʨʫʢʪʫʨʘ ʦʙʲʝʢʪʘ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 

ʉʪʨʫʢʪʫʨʘ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʜʣʷ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʇʦʜʨʘʟʜʝʣʝʥʠʝ (OU) ï ʵʪʦ ʢʦʥʪʝʡʥʝʨ ʚ ʨʘʤʢʘʭ ʜʦʤʝʥʘ AD DS. ʇʦʜʨʘʟʜʝʣʝʥʠʝ 
ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʛʨʫʧʧʳ, ʢʦʤʧʴʶʪʝʨʳ ʠ ʜʨʫʛʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ. 
ɽʩʣʠ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʚʢʣʶʯʘʝʪ ʜʨʫʛʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ, ʦʥʦ ʥʘʟʳʚʘʝʪʩʷ 
ʨʦʜʠʪʝʣʴʩʢʠʤ ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ, ʠ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʚ ʨʘʤʢʘʭ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʥʘʟʳʚʘʝʪʩʷ ʜʦʯʝʨʥʠʤ ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ. 

ʄʦʞʥʦ ʩʚʷʟʘʪʴ GPO ʩ OU, ʯʪʦ ʦʙʝʩʧʝʯʠʪ ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʢ GPO ʢ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ ʢʦʤʧʴʶʪʝʨʘʤ, ʚʭʦʜʷʱʠʤ ʚ ʩʦʩʪʘʚ OU, ʠ ʝʛʦ ʜʦʯʝʨʥʠʤ OU. ʏʪʦʙʳ 
ʫʧʨʦʩʪʠʪʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ, ʤʦʞʥʦ ʜʝʣʝʛʠʨʦʚʘʪʴ ʧʦʣʥʦʤʦʯʠʷ ʧʦ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʶ ʢʘʞʜʦʛʦ ʦʪʜʝʣʴʥʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʢʦʥʢʨʝʪʥʳʤ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʠʣʠ ʛʨʫʧʧʘʤ. 

ʇʦʜʨʘʟʜʝʣʝʥʠʷ ʦʙʝʩʧʝʯʠʚʘʶʪ ʵʬʬʝʢʪʠʚʥʳʡ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʣʝʥʠʷ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʛʨʘʥʠʮ ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʢʦʤʧʴʶʪʝʨʘʤʠ. Microsoft 
ʨʝʢʦʤʝʥʜʫʝʪ ʨʘʩʧʨʝʜʝʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʤʧʴʶʪʝʨʳ ʚ ʨʘʟʥʳʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ, 
ʧʦʪʦʤʫ ʯʪʦ ʩʫʱʝʩʪʚʫʶʪ ʥʘʩʪʨʦʡʢʠ, ʧʨʠʤʝʥʷʝʤʳʝ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʢ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
ʠʣʠ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʢ ʢʦʤʧʴʶʪʝʨʘʤ. 

ʋʧʨʘʚʣʝʥʠʝ ʦʪʜʝʣʴʥʳʤ ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ ʤʦʞʝʪ ʙʳʪʴ ʜʝʣʝʛʠʨʦʚʘʥʦ ʚ ʄʘʩʪʝʨʝ 
ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʫʧʨʘʚʣʝʥʠʷ (Delegation Wizard) ʚ ʦʩʥʘʩʪʢʝ Active Directory - 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʢʦʤʧʴʶʪʝʨʳ (Active Directory - Users and Computers) ʢʦʥʩʦʣʠ 
ʫʧʨʘʚʣʝʥʠʷ Microsoft (Microsoft Management Console, MMC). ɺ ʨʘʟʜʝʣʝ 
çɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʩʪʦʯʥʠʢʠè ʚ ʢʦʥʮʝ ʜʘʥʥʦʡ ʛʣʘʚʳ ʤʦʞʥʦ ʥʘʡʪʠ ʩʩʳʣʢʠ ʥʘ 
ʜʦʢʫʤʝʥʪʘʮʠʶ ʧʦ ʜʝʣʝʛʠʨʦʚʘʥʠʶ ʧʦʣʥʦʤʦʯʠʡ. 

ʆʜʥʘ ʠʟ ʦʩʥʦʚʥʳʭ ʮʝʣʝʡ ʩʦʟʜʘʥʠʷ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʜʣʷ ʣʶʙʦʡ ʩʨʝʜʳ ï 
ʦʙʝʩʧʝʯʝʥʠʝ ʙʘʟʳ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ 
ʧʨʠʤʝʥʷʪʴʩʷ ʢʦ ʚʩʝʤ ʢʦʤʧʴʶʪʝʨʘʤ ʜʦʤʝʥʘ AD DS. ʕʪʦ ʧʦʤʦʛʘʝʪ ʦʙʝʩʧʝʯʠʪʴ 
ʩʦʦʪʚʝʪʩʪʚʠʝ ʢʦʤʧʴʶʪʝʨʦʚ ʩʪʘʥʜʘʨʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʩʪʘʥʦʚʣʝʥʥʳʤ 
ʦʨʛʘʥʠʟʘʮʠʝʡ. ʉʭʝʤʘ OU ʪʘʢʞʝ ʜʦʣʞʥʘ ʦʙʝʩʧʝʯʠʚʘʪʴ ʘʜʝʢʚʘʪʥʫʶ ʩʪʨʫʢʪʫʨʫ ʜʣʷ 
ʧʨʠʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʪʠʧʦʚ ʨʦʣʝʡ ʩʝʨʚʝʨʘ, 
ʩʣʫʞʙ ʨʦʣʝʡ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʦʨʛʘʥʠʟʘʮʠʠ. ʅʘʧʨʠʤʝʨ, ʨʘʟʨʘʙʦʪʯʠʢʠ ʜʦʣʞʥʳ 
ʠʤʝʪʴ ʥʘʤʥʦʛʦ ʙʦʣʝʝ ʰʠʨʦʢʠʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʩʚʦʝʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʯʝʤ ʦʙʳʯʥʳʝ 
ʧʦʣʴʟʦʚʘʪʝʣʠ. ʉʣʝʜʫʶʱʠʡ ʨʠʩʫʥʦʢ ʠʣʣʶʩʪʨʠʨʫʝʪ ʧʨʦʩʪʫʶ ʩʪʨʫʢʪʫʨʫ OU, 
ʜʦʩʪʘʪʦʯʥʫʶ ʜʣʷ ʦʙʩʫʞʜʘʝʤʦʡ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. ʕʪʘ ʩʪʨʫʢʪʫʨʘ 
OU ʤʦʞʝʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʪʨʝʙʫʝʤʦʡ ʜʣʷ ʩʨʝʜʳ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. 



 

 

 

ʈʠʩ. 1.1. ʇʨʠʤʝʨ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʜʣ ̫ʢʦʤʧɹʁ ʪʝʨʦʚ, ʩ 
ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʆʉ Windows Server 2008 

ʂʦʨʝʥʴ ʜʦʤʝʥʘ 

ʏʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʦʙʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʜʦʤʝʥʘ, ʥʝʢʦʪʦʨʳʝ ʧʘʨʘʤʝʪʨʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʛʣʦʙʘʣʴʥʦ ʜʣʷ ʚʩʝʛʦ ʜʦʤʝʥʘ. ʕʪʠ 
ʥʘʩʪʨʦʡʢʠ ʭʨʘʥʷʪʩʷ ʚ ʦʙʲʝʢʪʘʭ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʧʨʠʤʝʥʷʝʤʳʭ ʢ ʜʦʤʝʥʫ. 
Computers and Users (ʂʦʤʧʴʶʪʝʨʳ ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ) ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʜʨʫʛʦʤ 
ʢʦʥʪʝʡʥʝʨʝ. 

ʇʦʜʨʘʟʜʝʣʝʥʠʝ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ 

ʂʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ ʩʦʜʝʨʞʘʪ ʥʝʢʦʪʦʨʳʝ ʥʘʠʙʦʣʝʝ ʯʫʚʩʪʚʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ 
ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ï ʜʘʥʥʳʝ, ʫʧʨʘʚʣʷʶʱʠʝ ʩʘʤʦʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʩʠʩʪʝʤʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʘ ʵʪʦʤ ʫʨʦʚʥʝ ʦʙʲʝʢʪʳ GPO ʧʨʠʤʝʥʷʶʪʩʷ ʚ ʩʪʨʫʢʪʫʨʝ OU ʜʣʷ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʟʘʱʠʪʳ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ. 

ʇʦʜʨʘʟʜʝʣʝʥʠʝ ʨʷʜʦʚʳʭ ʩʝʨʚʝʨʦʚ 

ʕʪʦ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʚʢʣʶʯʘʝʪ ʦʧʠʩʳʚʘʝʤʳʝ ʥʠʞʝ ʜʦʯʝʨʥʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ. ɺ 
ʦʙʲʝʢʪʳ GPO ʜʘʥʥʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʜʦʣʞʥʳ ʙʳʪʴ ʚʢʣʶʯʝʥʳ ʧʘʨʘʤʝʪʨʳ, 
ʧʨʠʤʝʥʷʝʤʳʝ ʢʦ ʚʩʝʤ ʩʝʨʚʝʨʘʤ, ʥʦ ʥʝ ʢ ʨʘʙʦʯʠʤ ʩʪʘʥʮʠʷʤ. 

˴͔ͦͪͤΈ ͔͒ͦͣͤ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ 

ͪΎ͍͒ͦ·ͻ ͔͍͔͍ͫͪͪͦ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ 

͔͍ͦͤͭͪͦͪͦ͟͡͡ ͔͒ͦͣͤ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͙ͪͦ͡ 1 

͔͍͔ͫͪͪ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͙ͪͦ͡ 2 

͔͍͔ͫͪͪ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͙ͪͦ͡ 3 

͔͍͔ͫͪͪ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͙ͪͦ͡ n 

͔͍͔ͫͪͪ͊ 



 

 

ʇʦʜʨʘʟʜʝʣʝʥʠʷ ʨʦʣʝʡ ʩʝʨʚʝʨʘ 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʜʣʷ ʢʘʞʜʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʚ ʚʘʰʝʡ 
ʦʨʛʘʥʠʟʘʮʠʠ, ʩʦʟʜʘʚʘʪʴ ʦʪʜʝʣʴʥʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ. ʂʘʞʜʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʜʦʣʞʥʦ 
ʚʢʣʶʯʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ ʪʠʧ ʢʦʤʧʴʶʪʝʨʘ-ʩʝʨʚʝʨʘ. ʊʦʛʜʘ ʤʦʞʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ 
ʧʘʨʘʤʝʪʨʳ GPO ʠ ʧʨʠʤʝʥʷʪʴ ʠʭ ʢ ʧʦʜʨʘʟʜʝʣʝʥʠʷʤ, ʩʧʝʮʠʘʣʴʥʦ ʦʪʚʝʜʝʥʥʳʤ ʧʦʜ 
ʢʘʞʜʫʶ ʨʦʣʴ. 

ʊʘʢʞʝ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʜʠʥ ʩʝʨʚʝʨ ʤʦʞʝʪ ʩʦʯʝʪʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʨʦʣʠ. 
ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ ʦʙʲʝʜʠʥʠʪʴ ʨʦʣʠ ʩʝʨʚʝʨʘ ʌʘʡʣʳ (File) ʠ ʇʝʯʘʪʴ (Print). ɺ ʵʪʦʤ 
ʩʣʫʯʘʝ ʜʣʷ ʵʪʠʭ ʢʦʤʙʠʥʠʨʦʚʘʥʥʳʭ ʨʦʣʝʡ ʩʝʨʚʝʨʘ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʧʦʜʨʘʟʜʝʣʝʥʠʝ 
ʉʝʨʚʝʨ ʬʘʡʣʦʚ ʠ ʧʝʯʘʪʠ (File and Print Server) ʠ ʟʘʪʝʤ ʩʚʷʟʘʪʴ ʩ ʵʪʠʤ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ ʜʚʝ ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʨʦʣʠ ʧʦʣʠʪʠʢʠ GPO 

ȨɆɌɓɔ ȰɔɒɇɎɓɎɖɔɈɆɓɎɋ ɖɔɑɋɏ ɗɋɖɈɋɖɆ ɓɆ ɔɊɓɔɒ ɐɔɒɕɢɤɘɋɖɋ ɘɖɋɇəɋɘ ɘɟɆɘɋɑɢɓɔɉɔ 
ɕɑɆɓɎɖɔɈɆɓɎɥ Ɏ ɘɋɗɘɎɖɔɈɆɓɎɥ, ɝɘɔɇɡ ɉɆɖɆɓɘɎɖɔɈɆɓɓɔ ɎɗɐɑɤɝɎɘɢ ɓɋɉɆɘɎɈɓɡɏ ɣɚɚɋɐɘ ɓɆ 
ɔɇɟəɤ ɇɋɍɔɕɆɗɓɔɗɘɢ ɐɔɒɇɎɓɎɖəɋɒɡɛ ɖɔɑɋɏ ɗɋɖɈɋɖɆ. 

ʉʪʨʫʢʪʫʨʘ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʦʣʠʪʠʢ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʆʙʲʝʢʪ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ (GPO) ï ʵʪʦ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. 
ʆʙʲʝʢʪʳ GPO ʭʨʘʥʷʪʩʷ ʥʘ ʫʨʦʚʥʝ ʜʦʤʝʥʘ. ʆʙʣʘʩʪʴ ʠʭ ʜʝʡʩʪʚʠʷ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ 
ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʤʧʴʶʪʝʨʳ, ʩʦʜʝʨʞʘʱʠʝʩʷ ʥʘ ʩʘʡʪʘʭ, ʚ ʜʦʤʝʥʘʭ ʠ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷʭ. 

ʉ ʧʦʤʦʱʴʶ ʦʙʲʝʢʪʦʚ GPO ʤʦʞʥʦ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʧʨʠʤʝʥʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʳʭ 
ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ, ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʦʚʝʜʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʢ ʢʦʤʧʴʶʪʝʨʘʤ 
ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʦʜʨʘʟʜʝʣʝʥʠʷ. ʇʨʠʤʝʥʝʥʠʝ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʚʤʝʩʪʦ 
ʥʘʩʪʨʦʡʢʠ ʚʨʫʯʥʫʶ ʩʫʱʝʩʪʚʝʥʥʦ ʫʧʨʦʱʘʝʪ ʟʘʜʘʯʫ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʠ ʚʥʝʩʝʥʠʶ 
ʠʟʤʝʥʝʥʠʡ ʜʣʷ ʤʥʦʞʝʩʪʚʘ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ 
ʚʨʫʯʥʫʶ ʥʝ ʪʦʣʴʢʦ ʤʘʣʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦ, ʧʦʩʢʦʣʴʢʫ ʪʨʝʙʫʝʪ ʦʪ ʪʝʭʥʠʯʝʩʢʦʛʦ 
ʩʧʝʮʠʘʣʠʩʪʘ ʥʘʩʪʨʦʡʢʠ ʢʘʞʜʦʡ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ, ʥʦ ʪʘʢʞʝ ʧʦʪʝʥʮʠʘʣʴʥʦ 
ʥʝʵʬʬʝʢʪʠʚʥʦ. ʅʝʵʬʬʝʢʪʠʚʥʦʩʪʴ, ʛʣʘʚʥʳʤ ʦʙʨʘʟʦʤ, ʦʙʫʩʣʦʚʣʝʥʘ ʪʝʤ, ʯʪʦ ʝʩʣʠ 
ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʦʙʲʝʢʪʦʚ GPO ʫʨʦʚʥʷ ʜʦʤʝʥʘ ʦʪʣʠʯʘʶʪʩʷ ʦʪ ʣʦʢʘʣʴʥʳʭ 
ʧʘʨʘʤʝʪʨʦʚ, ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ GPO ʫʨʦʚʥʷ ʜʦʤʝʥʘ ʧʝʨʝʦʧʨʝʜʝʣʷʪ ʣʦʢʘʣʴʥʳʝ 
ʥʘʩʪʨʦʡʢʠ. 



 

 

 

ʈʠʩ. 1.2. ʆʯʝʨʝʜʥʦʩʪʴ ʧʨʠʤʝʥʝʥʠʷ GPO 

ʇʨʠʚʝʜʝʥʥʳʡ ʨʠʩʫʥʦʢ ʧʦʢʘʟʳʚʘʝʪ ʦʯʝʨʝʜʥʦʩʪʴ ʧʨʠʤʝʥʝʥʠʷ ʦʙʲʝʢʪʦʚ GPO ʢ 
ʢʦʤʧʴʶʪʝʨʫ, ʚʭʦʜʷʱʝʤʫ ʚ ʜʦʯʝʨʥʝʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ, ʥʘʯʠʥʘʷ ʦʪ ʩʘʤʦʛʦ ʥʠʟʢʦʛʦ 
ʧʨʠʦʨʠʪʝʪʘ (1), ʜʦ ʩʘʤʦʛʦ ʚʳʩʦʢʦʛʦ (5). ʉʥʘʯʘʣʘ ʧʨʠʤʝʥʷʝʪʩʷ ɻʨʫʧʧʦʚʘʷ ʧʦʣʠʪʠʢʘ 
ʠʟ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʞʜʦʡ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ 
ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʤʝʥʷʶʪʩʷ ʦʙʲʝʢʪʳ GPO ʥʘ ʫʨʦʚʥʝ ʩʘʡʪʘ ʠ 
ʟʘʪʝʤ ʥʘ ʫʨʦʚʥʝ ʜʦʤʝʥʘ. 

ɼʣ ̫ʢʦʤʧʴʶʪʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows Server 2008, Windows 
Server 2003 SP2 ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʚʝʨʩʠʡ ʠ Windows Vista ʠʣʠ Windows XP ʩ SP2 
ʠʣʠ ʙʦʣʝʝ ʧʦʟʜʥʠʤʠ ʚʝʨʩʠʷʤʠ, ʨʘʩʧʦʣʘʛʘʶʱʠʭʩʷ ʚ ʤʥʦʛʦʢʨʘʪʥʦ ʚʣʦʞʝʥʥʳʭ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷʭ, ʦʙʲʝʢʪʳ GPO ʧʨʠʤʝʥʷʶʪʩʷ ʚ ʧʦʨʷʜʢʝ ʦʪ ʫʨʦʚʥʷ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʢ ʩʘʤʦʤʫ ʥʠʞʥʝʤʫ ʧʦ ʠʝʨʘʨʭʠʠ ʜʦʯʝʨʥʝʤʫ ʧʦʜʨʘʟʜʝʣʝʥʠʶ. 
ʇʦʩʣʝʜʥʠʤ ʧʨʠʤʝʥʷʝʪʩʷ GPO ʧʦʜʨʘʟʜʝʣʝʥʠʷ, ʚʢʣʶʯʘʶʱʝʛʦ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ 
ʢʦʤʧʴʶʪʝʨʘ. ʊʘʢʦʡ ʧʦʨʷʜʦʢ ʦʙʨʘʙʦʪʢʠ GPO ʜʣʷ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ (ʣʦʢʘʣʴʥʘʷ 
ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʘʡʪ, ʜʦʤʝʥ, ʨʦʜʠʪʝʣʴʩʢʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʠ ʜʦʯʝʨʥʝʝ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝ) ʠʤʝʝʪ ʙʦʣʴʰʦʝ ʟʥʘʯʝʥʠʝ, ʧʦʪʦʤʫ ʯʪʦ ʧʘʨʘʤʝʪʨʳ ʦʙʲʝʢʪʦʚ GPO, 
ʧʨʠʤʝʥʷʝʤʳʭ ʧʦʟʞʝ, ʧʝʨʝʦʧʨʝʜʝʣʷʶʪ ʧʨʝʜʳʜʫʱʠʝ ʧʘʨʘʤʝʪʨʳ. ɽʩʣʠ ʦʜʠʥ ʠ ʪʦʪ ʞʝ 
ʧʘʨʘʤʝʪʨ ʠʤʝʝʪ ʨʘʟʣʠʯʥʳʝ ʟʥʘʯʝʥʠʷ ʚ ʨʘʟʥʳʭ GPO, ʵʪʠ ʟʥʘʯʝʥʠʷ ʥʠʢʦʛʜʘ ʥʝ 
ʢʦʤʙʠʥʠʨʫʶʪʩʷ. ʇʨʠʥʮʠʧ ʧʨʠʤʝʥʝʥʠʷ ʦʙʲʝʢʪʦʚ GPO ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʘʥʘʣʦʛʠʯʝʥ. 

ʇʨʠ ʨʘʟʨʘʙʦʪʢʝ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʟʘʜʘʪʴ ʧʦʨʷʜʦʢ ʩʚʷʟʳʚʘʥʠʷ ʥʝʩʢʦʣʴʢʠʭ GPO ʩ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ, ʠʣʠ ɻʨʫʧʧʦʚʘʷ ʧʦʣʠʪʠʢʘ ʙʫʜʝʪ ʧʨʠʤʝʥʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ 
ʪʦʤ ʧʦʨʷʜʢʝ, ʚ ʢʘʢʦʤ ʦʥʘ ʙʳʣʘ ʧʦʜʢʣʶʯʝʥʘ ʢ ʧʦʜʨʘʟʜʝʣʝʥʠʶ. ɽʩʣʠ 
ʧʘʨʘʤʝʪʨ ʟʘʜʘʥ ʚ ʥʝʩʢʦʣʴʢʠʭ ʧʦʣʠʪʠʢʘʭ, ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʙʫʜʝʪ 
ʠʤʝʪʴ ʧʦʣʠʪʠʢʘ, ʨʘʩʧʦʣʘʛʘʶʱʘʷʩʷ ʚ ʩʧʠʩʢʝ ʧʦʣʠʪʠʢ ʢʦʥʪʝʡʥʝʨʘ ʚʳʰʝ. 

¶ ʇʘʨʘʤʝʪʨʳ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʢ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ 
ʢʦʤʧʴʶʪʝʨʘʤ, ʠʩʭʦʜʷ ʠʟ ʤʝʩʪʦʨʘʩʧʦʣʦʞʝʥʠʷ ʦʙʲʝʢʪʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 
ʢʦʤʧʴʶʪʝʨʘ ʚ Active Directory. ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʧʨʠʭʦʜʠʪʩʷ ʧʨʠʤʝʥʷʪʴ 

р ˽͙͙ͦͭ͊͟͡ ͒ͦ;͔͔͎ͪͤͦ 

   ͨ ͔͔͙ͦ͒ͪ͊͒ͤ͘͡Ύ 

4 ˽ ͙͙ͦͭ͊͟͡ ͪ ͙͔ͦ͒ͭ͡Έ͎ͫͦͦ͟ 

   ͨ ͔͔͙ͦ͒ͪ͊͒ͤ͘͡Ύ 

3 ˽ ͙͙ͦͭ͊͟͡ ͔͒ͦͣͤ͊ 

2 ˽ ͙͙ͦͭ͊͟͡ ͚ͫ͊ͭ͊ 

1 ˶ ͦ͊͟͡Έͤ͊Ύ ͙͙ͨͦͭ͊͟͡ 

   ͋ ͔͙ͦͨ͊ͫͤͦͫͭ͘ 



 

 

ʧʦʣʠʪʠʢʫ ʢ ʦʙʲʝʢʪʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʤʝʩʪʦʨʘʩʧʦʣʦʞʝʥʠʷ 
ʦʙʲʝʢʪʘ ʢʦʤʧʴʶʪʝʨʘ. ʉʚʦʡʩʪʚʦ ʟʘʤʳʢʘʥʠʷ ʥʘ ʩʝʙʷ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʘʝʪ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʤʝʥʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʥʘʩʪʨʦʡʢʠ 
ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʠʩʭʦʜʷ ʠʟ ʪʦʛʦ, ʥʘ ʢʘʢʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʵʪʦʤʫ ʚʦʧʨʦʩʫ ʤʦʞʥʦ 
ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Loopback Processing of Group Policy (ʆʙʨʘʙʦʪʢʘ ʟʘʤʳʢʘʥʠʷ 
ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ). 

¶ ɼʣʷ GPO ʤʦʞʥʦ ʟʘʜʘʪʴ ʦʧʮʠʶ Enforced (ʇʨʠʥʫʜʠʪʝʣʴʥʳʡ). ɽʩʣʠ ʵʪʘ ʦʧʮʠʷ 
ʚʳʙʨʘʥʘ, ʜʨʫʛʠʝ ʦʙʲʝʢʪʳ GPO ʥʝ ʤʦʛʫʪ ʧʝʨʝʦʧʨʝʜʝʣʷʪʴ ʧʘʨʘʤʝʪʨʳ, 
ʟʘʜʘʥʥʳʝ ʚ ʵʪʦʤ GPO. 

¶ ɺ Active Directory ʤʦʞʥʦ ʟʘʜʘʪʴ ʜʣʷ ʩʘʡʪʘ, ʜʦʤʝʥʘ ʠʣʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷ 
ʦʧʮʠʶ Block policy inheritance (ɹʣʦʢʠʨʦʚʘʪʴ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʦʣʠʪʠʢʠ). ʕʪʘ 
ʦʧʮʠʷ ʙʣʦʢʠʨʫʝʪ ʧʘʨʘʤʝʪʨʳ GPO ʦʪ ʦʙʲʝʢʪʦʚ GPO, ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʚ 
Active Directory ʚʳʰʝ ʧʦ ʠʝʨʘʨʭʠʠ, ʢʨʦʤʝ ʪʝʭ ʜʣʷ ʢʦʪʦʨʳʭ ʚʳʙʨʘʥʘ ʦʧʮʠʷ 
Enforced. ʀʥʘʯʝ ʛʦʚʦʨʷ, ʦʧʮʠʷ Enforced ʠʤʝʝʪ ʧʨʠʦʨʠʪʝʪ ʥʘʜ ʦʧʮʠʝʡ Block 
policy inheritance. 

ʇʨʠʤʝʯʘʥʠʝ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʣʞʥʳ ʩ ʯʨʝʟʚʳʯʘʡʥʦʡ ʦʩʪʦʨʦʞʥʦʩʪʴʶ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʮʠʠ Enforced ʠ Block policy inheritance, ʧʦʪʦʤʫ ʯʪʦ ʠʭ ʘʢʪʠʚʘʮʠʷ 
ʤʦʞʝʪ ʩʠʣʴʥʦ ʫʩʣʦʞʥʠʪʴ ʧʨʦʮʝʩʩ ʧʦʠʩʢʘ ʠ ʫʩʪʨʘʥʝʥʠʷ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ ʚ ʦʙʲʝʢʪʘʭ 
GPO. 

ʈʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʦʙʲʝʢʪʳ GPO 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʦʧʠʩʘʥʥʦʡ ʚʳʰʝ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʧʦʪʨʝʙʫʶʪʩʷ ʢʘʢ 
ʤʠʥʠʤʫʤ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ GPO: 

¶ ʇʦʣʠʪʠʢʘ ʜʦʤʝʥʘ. 

¶ ʇʦʣʠʪʠʢʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘʙʦʨʘ ʙʘʟʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 
ʚʩʝʭ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʦʚ. 

¶ ʇʦʣʠʪʠʢʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ  ʥʘʙʦʨʘ ʙʘʟʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 
ʚʩʝʭ ʨʷʜʦʚʳʭ ʩʝʨʚʝʨʦʚ 

¶ ʇʦʣʠʪʠʢʘ ʜʣʷ ʢʘʞʜʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɖɋɆɑɎɍɆɜɎɎ ɇɋɍɔɕɆɗɓɔɗɘɎ Ɋɑɥ ɐɑɎɋɓɘɗɐɎɛ ɐɔɒɕɢɤɘɋɖɔɈ Ɏ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉ 
ɈɆɞɋɏ ɔɖɉɆɓɎɍɆɜɎɎ ɕɔɘɖɋɇəɤɘɗɥ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ ɔɇɠɋɐɘɡ GPO. ȧɔɑɋɋ ɕɔɊɖɔɇɓəɤ 
ɎɓɚɔɖɒɆɜɎɤ ɒɔɌɓɔ ɓɆɏɘɎ Ɉ Windows  Vista  Security  Guide  (ȶəɐɔɈɔɊɗɘɈɔ ɕɔ ɇɋɍɔɕɆɗɓɔɗɘɎ 
Windows Vista ).  

ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʩʪʨʫʢʪʫʨʘ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʧʨʝʜʩʪʘʚʣʝʥʘ 
ʨʘʟʚʝʨʥʫʪʦ ʩ ʮʝʣʴʶ ʧʦʢʘʟʘʪʴ ʩʚʷʟʠ ʤʝʞʜʫ ʵʪʠʤʠ ʦʙʲʝʢʪʘʤʠ GPO ʠ ʩʪʨʫʢʪʫʨʦʡ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

http://support.microsoft.com/Default.aspx?id=231287
http://go.microsoft.com/fwlink/?LinkId=86596


 

 

 

ʈʠʩ. 1.3. ʇʨʠʤʝʨ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʠ ʩʚʷʟʝʡ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʦʡ 
ʧʦʣʠʪʠʢʠ ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ, ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʆʉ  Windows Server 2008 

ɺ ʧʨʠʤʝʨʝ ʥʘ ʨʠʩ. 1.3 ʉʝʨʚʝʨ ʬʘʡʣʦʚ ʚʭʦʜʠʪ ʚ ʇʦʜʨʘʟʜʝʣʝʥʠʝ ʩʝʨʚʝʨʦʚ ʬʘʡʣʦʚ. 
ʇʝʨʚʦʡ ʢ ʩʝʨʚʝʨʫ ʧʨʠʤʝʥʷʝʪʩʷ ʣʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʜʥʘʢʦ, ʢʘʢ 
ʧʨʘʚʠʣʦ, ʣʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʚʳʧʦʣʥʷʝʪ ʣʠʰʴ ʥʝʟʥʘʯʠʪʝʣʴʥʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ 

˽͙͙ͦͭ͊͟͡ 
͔͒ͦͣͤ͊ 

˴͔ͦͪͤΈ 
͔͒ͦͣͤ͊ 

ˣ͍͊ͦ͊͘Ύ ͙͙ͨͦͭ͊͟͡ 
EC ͙ ͙͡ {{[C 
Windows Server 
2008 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ 
͔͍ͦͤͭͪͦͪͦ͟͡͡ 
͔͒ͦͣͤ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ 
ͪΎ͍͒ͦ·ͻ ͔͍͔͍ͫͪͪͦ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͙͙ͦͭ͊͟͡ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍͔͍ͫͪͪͦ !5 /{ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍͔͍ͫͪͪͦ DHCP 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍͔͍ͫͪͪͦ 5b{ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍͔͍ͫͪͪͦ ͔ͨ;͙͊ͭ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͺ͚͍͊ͦ͡·ͻ ͔͍͔͍ͫͪͪͦ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍͔͍ͫͪͪͦ ͫͯ͗͋͡ ͔͔͍͎ͫͭͦͦ ͒ͦͫͭͯͨ͊ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͍͔͋-͔͍͔͍ͫͪͪͦ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍͔͍ͫͪͪͦ ͫͯ͗͋͡ ͔͙͍ͭͪͣͤ͊ͦ͡ 

ˣ͍͊ͦ͊͘Ύ ͙͙ͨͦͭ͊͟͡ 
͔͍ͦͤͭͪͦͪͦ͟͡͡ 
͔͒ͦͣͤ͊ 



 

 

ʩʝʨʚʝʨʦʚ ʠʣʠ ʥʝ ʚʳʧʦʣʥʷʝʪ ʝʝ ʚʦʦʙʱʝ. ʇʦʣʠʪʠʢʠ ʠ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʩʝʛʜʘ 
ʜʦʣʞʥʳ ʚʚʦʜʠʪʴʩʷ ʚ ʜʝʡʩʪʚʠʝ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʦʡ. 

ʇʦʩʢʦʣʴʢʫ ʚ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʚʩʝʛʦ ʦʜʥʠ ʉʝʨʚʝʨ ʬʘʡʣʦʚ, ʦʙʲʝʢʪʳ GPO ʥʘ ʵʪʦʤ 
ʫʨʦʚʥʝ ʥʝ ʧʨʠʤʝʥʷʶʪʩʷ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʣʝʜʫʶʱʝʡ ʧʦʣʠʪʠʢʦʡ, ʧʨʠʤʝʥʷʝʤʦʡ ʢ 
ʩʝʨʚʝʨʘʤ, ʩʪʘʥʦʚʠʪʩʷ GPO ʜʦʤʝʥʘ. ɿʘʪʝʤ ʢ ʇʦʜʨʘʟʜʝʣʝʥʠʶ ʨʷʜʦʚʳʭ ʩʝʨʚʝʨʦʚ 
ʧʨʠʤʝʥʷʝʪʩʷ ɹʘʟʦʚʘʷ ʧʦʣʠʪʠʢʘ Windows Server 2008 EC. ʅʘʢʦʥʝʮ, ʢ 
ʇʦʜʨʘʟʜʝʣʝʥʠʶ ʚʝʙ-ʩʝʨʚʝʨʦʚ ʧʨʠʤʝʥʷʶʪʩʷ ʚʩʝ ʩʧʝʮʠʘʣʴʥʳʝ ʧʦʣʠʪʠʢʠ ʜʣʷ ɺʝʙ-
ʩʝʨʚʝʨʦʚ ʩʨʝʜʳ. 

ɺ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʦʯʝʨʝʜʥʦʩʪʠ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ ʨʘʩʩʤʦʪʨʠʤ ʩʮʝʥʘʨʠʡ, ʚ 
ʢʦʪʦʨʦʤ ʧʘʨʘʤʝʪʨ ʧʦʣʠʪʠʢʠ Allow logon through Terminal Services (ʈʘʟʨʝʰʠʪʴ 
ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʯʝʨʝʟ ʩʣʫʞʙʫ ʪʝʨʤʠʥʘʣʦʚ) ʟʘʜʘʥ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʠ 
ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

¶ ʇʦʜʨʘʟʜʝʣʝʥʠʝ ʨʷʜʦʚʳʭ ʩʝʨʚʝʨʦʚ ï ʛʨʫʧʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 
(Administrators) 

¶ ʇʦʜʨʘʟʜʝʣʝʥʠʝ ʚʝʙ-ʩʝʨʚʝʨʦʚ ï ʛʨʫʧʧʳ ʇʦʣʴʟʦʚʘʪʝʣʠ ʫʜʘʣʝʥʥʦʛʦ 
ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (Remote Desktop Users) ʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 

ɺ ʵʪʦʤ ʧʨʠʤʝʨʝ ʚʦʟʤʦʞʥʦʩʪʴ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʯʝʨʝʟ ʉʣʫʞʙʳ ʪʝʨʤʠʥʘʣʦʚ ʙʳʣʘ 
ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʪʦʣʴʢʦ ʛʨʫʧʧʝ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʇʦʜʨʘʟʜʝʣʝʥʠʷ ʨʷʜʦʚʳʭ 
ʩʝʨʚʝʨʦʚ. ʆʜʥʘʢʦ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʢʦʪʦʨʦʛʦ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʚ ʛʨʫʧʧʝ 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ, ʤʦʞʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ 
ʌʘʡʣʦʚʦʤ ʩʝʨʚʝʨʝ ʯʝʨʝʟ ʉʣʫʞʙʳ ʪʝʨʤʠʥʘʣʦʚ, ʧʦʪʦʤʫ ʯʪʦ ʇʦʜʨʘʟʜʝʣʝʥʠʝ 
ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʦʚ ʷʚʣʷʝʪʩʷ ʜʦʯʝʨʥʠʤ ʜʣʷ ʇʦʜʨʘʟʜʝʣʝʥʠʷ ʨʷʜʦʚʳʭ ʩʝʨʚʝʨʦʚ, ʠ ʚ 
ʩʠʣʫ ʚʩʪʫʧʘʝʪ ʜʦʯʝʨʥʷʷ ʧʦʣʠʪʠʢʘ. 

ɽʩʣʠ ʚ GPO ʜʣʷ ʇʦʜʨʘʟʜʝʣʝʥʠʷ ʨʷʜʦʚʳʭ ʩʝʨʚʝʨʦʚ ʘʢʪʠʚʠʨʦʚʘʥʘ ʦʧʮʠʷ ʧʦʣʠʪʠʢʠ 
Enforced, ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʷʚʣʷʶʱʝʤʩʷ ʌʘʡʣʦʚʳʤ ʩʝʨʚʝʨʦʤ, 
ʯʝʨʝʟ ʉʣʫʞʙʳ ʪʝʨʤʠʥʘʣʦʚ ʤʦʛʫʪ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʢʦʪʦʨʳʭ 
ʥʘʭʦʜʷʪʩʷ ʚ ʛʨʫʧʧʝ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ. ʕʪʦ ʦʙʲʷʩʥʷʝʪʩʷ ʪʝʤ, ʯʪʦ ʦʧʮʠʷ Enforced 
ʧʨʝʧʷʪʩʪʚʫʝʪ ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʶ ʨʘʥʝʝ ʧʨʠʤʝʥʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʧʦʣʠʪʠʢʦʡ ʜʦʯʝʨʥʝʛʦ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ 
ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008 
ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʨʝʩʫʨʩʘʭ ʥʘ ʩʘʡʪʝ Microsoft.com: 

¶ Administering Group Policy (ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ). 

¶ Enterprise Management with the Group Policy (ʋʧʨʘʚʣʝʥʠʝ ʧʨʝʜʧʨʠʷʪʠʝʤ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ). 

¶ ʀʥʩʪʨʫʤʝʥʪ GPOAccelerator ʠ ʨʫʢʦʚʦʜʩʪʚʦ ʦʪ ʎʝʥʪʨʘ ʟʘʛʨʫʟʢʠ Microsoft. 

¶ Loopback Processing of Group Policy. 

¶ Migrating GPOs Across Domains with GPMC (ʄʠʛʨʘʮʠʷ ʦʙʲʝʢʪʦʚ GPO ʧʦ 
ʜʦʤʝʥʘʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ GPMC). 

¶ Step-by-Step Guide to Understanding the Group Policy (ʇʦʰʘʛʦʚʦʝ 
ʨʫʢʦʚʦʜʩʪʚʦ ʜʣʷ ʧʦʥʠʤʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ). 

¶ Step-by-Step Guide to Using the Delegation of Control Wizard (ʇʦʰʘʛʦʚʦʝ 
ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʄʘʩʪʝʨʘ ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʫʧʨʘʚʣʝʥʠʷ). 

¶ Summary of New or Expanded Group Policy (ʆʙʟʦʨ ʥʦʚʦʡ ʠʣʠ ʨʘʟʚʝʨʥʫʪʦʡ 
ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ). 

http://go.microsoft.com/fwlink/?LinkId=14320
http://go.microsoft.com/fwlink/?LinkId=79386
http://go.microsoft.com/fwlink/?LinkId=107265
http://support.microsoft.com/Default.aspx?id=231287
http://go.microsoft.com/fwlink/?LinkId=14321
http://go.microsoft.com/fwlink/?LinkId=78160
http://go.microsoft.com/fwlink/?LinkId=109078
http://www.microsoft.com/technet/windowsvista/library/gpol/2b8dc2fd-eafe-4c74-914c-ec101133feb4.mspx?mfr=true


 

 

¶ Windows Server 2008 TechCenter (ʎʝʥʪʨ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ Windows 
Server 2008). 

¶ Windows Server Group Policy (ɻʨʫʧʧʦʚʘʷ ʧʦʣʠʪʠʢʘ Windows Server). 

¶ Windows Vista Security Guide (ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Vista). 

ː̌́̃́ 2: ˞̏̋̑́̆̎̉̆̚ ̖̐̏̃̆̑̎̏̒̓̉ ́̓́̋̉ ̐̏̒̑̆̅̒̓̃̏̍ 

̑̏̌̉ ̒̆̑̃̆̑́ 

ʂʦʥʮʝʧʮʠʷ ʨʦʣʝʡ ʩʝʨʚʝʨʘ ʥʝ ʥʦʚʘ, ʥʦ ʚʦʟʤʦʞʥʦʩʪʴ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 
ʠʤʠ ʧʦʷʚʠʣʘʩʴ ʚʧʝʨʚʳʝ ʠ ʩʪʘʣʘ ʦʩʥʦʚʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ Windows Server® 2008. 
ʉʪʘʥʜʘʨʪʥʘʷ ʫʩʪʘʥʦʚʢʘ Windows Server 2008 ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʥʠʢʘʢʠʭ ʩʝʪʝʚʳʭ 
ʩʝʨʚʠʩʦʚ, ʢʨʦʤʝ ʙʘʟʦʚʦʡ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ. ʉʪʘʥʜʘʨʪʥʳʡ ʧʦʜʭʦʜ ʢ 
ʧʨʦʝʢʪʠʨʦʚʘʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪ ʦʪ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʘʢʪʠʚʘʮʠʠ ʚʩʝʭ ʥʝʦʙʭʦʜʠʤʳʭ ʬʫʥʢʮʠʡ ʚ ʭʦʜʝ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 
ʩʝʨʚʝʨʘ. 

ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʧʨʝʜʣʘʛʘʝʪʩʷ ʦʙʟʦʨ ʚʩʪʨʦʝʥʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ 
ʙʳʩʪʨʦ ʫʩʪʘʥʘʚʣʠʚʘʪʴ, ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ 
ʬʫʥʢʮʠʠ ʩʝʨʚʝʨʦʚ ʩʨʝʜʳ. 

¶ ɺ ʨʘʟʜʝʣʝ «ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʦʣʝʡ ʩʝʨʚʝʨʘ» ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ, 
ʢʘʢ ʩ ʧʦʤʦʱʴʶ ʦʩʥʘʩʪʢʠ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ (Server Manager) ʂʦʥʩʦʣʴ 
ʫʧʨʘʚʣʝʥʠʷ Microsoft (Microsoft Management Console, MMC) ʤʦʞʥʦ 
ʫʤʝʥʴʰʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʚʘʰʠʭ ʩʝʨʚʝʨʦʚ ʧʫʪʝʤ ʥʘʩʪʨʦʡʢʠ ʪʦʣʴʢʦ 
ʥʝʦʙʭʦʜʠʤʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʢʘʞʜʦʡ ʢʦʥʢʨʝʪʥʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ. 

o ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʝʥ ʢʦʤʧʦʥʝʥʪ Windows 
Server 2008 Server Core, ʢʦʪʦʨʳʡ ʧʦʤʦʞʝʪ ʝʱʝ ʙʦʣʝʝ ʩʦʢʨʘʪʠʪʴ 
ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʥʘ ʨʦʣʠ ʩʝʨʚʝʨʘ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

o ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʙʩʫʞʜʘʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security Configuration Wizard, 
SCW) ʜʣʷ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʚʚʝʜʝʥʠʷ ʚ ʜʝʡʩʪʚʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ, 
ʨʝʘʣʠʟʦʚʘʥʥʦʡ ʚ ɼʠʩʧʝʪʯʝʨʝ ʩʝʨʚʝʨʘ 

¶ ɺ ʨʘʟʜʝʣʝ «ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ɻʨʫʧʧʦʚʦʡ 
ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠè ʜʘʶʪʩʷ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ 
ʩʦʟʜʘʥʠʶ ʠ ʧʨʠʤʝʥʝʥʠʶ ʦʙʲʝʢʪʦʚ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ (GPOs) ʜʣʷ 
ʫʢʨʝʧʣʝʥʠʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows 
Server 2008. 

ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʦʣʝʡ ʩʝʨʚʝʨʘ 
ʆʩʥʘʩʪʢʘ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʚ Windows Server 2008 ʫʧʨʦʱʘʝʪ ʟʘʜʘʯʫ ʧʦ 
ʫʧʨʘʚʣʝʥʠʶ ʠ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʥʦʞʝʩʪʚʘ ʨʦʣʝʡ, ʚʳʧʦʣʥʷʝʤʳʭ 
ʩʝʨʚʝʨʘʤʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʷʚʣʷʝʪʩʷ ʝʜʠʥʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ 
ʫʧʨʘʚʣʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʡ ʠ ʩʠʩʪʝʤʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʩʝʨʚʝʨʘ ʆʥ 
ʦʪʦʙʨʘʞʘʝʪ ʩʦʩʪʦʷʥʠʝ ʩʝʨʚʝʨʘ, ʚʳʷʚʣʷʝʪ ʧʨʦʙʣʝʤʳ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʨʦʣʝʡ 
ʩʝʨʚʝʨʘ ʠ ʫʧʨʘʚʣʷʝʪ ʚʩʝʤʠ ʨʦʣʷʤʠ, ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʜʣʷ ʩʝʨʚʝʨʘ. ʂʦʛʜʘ 

http://go.microsoft.com/fwlink/?LinkId=95948
http://go.microsoft.com/fwlink/?LinkId=14232
http://go.microsoft.com/fwlink/?LinkId=86596


 

 

ʙʝʟʦʧʘʩʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʩʝʨʚʝʨʘ ʩʦʟʜʘʥʘ, SCW ʧʦʤʦʞʝʪ ʛʘʨʘʥʪʠʨʦʚʘʪʴ 
ʩʦʭʨʘʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʩʝʨʚʝʨʘ ʥʝʠʟʤʝʥʥʳʤʠ. 

ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ 
ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʫʩʢʦʨʷʝʪ ʥʘʩʪʨʦʡʢʫ ʠ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʝʨʚʝʨʘ ʠ ʫʧʨʦʱʘʝʪ 
ʪʝʢʫʱʝʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʨʦʣʝʡ ʩʝʨʚʝʨʘ. ɺ Windows Server 2008 ʢʘʞʜʘʷ ʨʦʣʴ ʩʝʨʚʝʨʘ 
ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʘʩʩʘ ʟʘʜʘʯ. ʉʝʨʚʝʨ ʤʦʞʝʪ 
ʚʳʧʦʣʥʷʪʴ ʦʜʥʫ ʠʣʠ ʤʥʦʞʝʩʪʚʦ ʨʦʣʝʡ. ʅʘʧʨʠʤʝʨ, ʯʘʩʪʦ ʨʦʣʠ DHCP

1
-ʩʝʨʚʝʨ ʠ DNS-

ʩʝʨʚʝʨ
2
 ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʥʘ ʦʜʠʥ ʩʝʨʚʝʨ. 

ʆʜʥʘʢʦ ʥʘ ʩʝʨʚʝʨ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʢʦʤʧʦʥʝʥʪʳ ʜʣʷ ʧʦʜʜʝʨʞʘʥʠʷ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝ ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʦʩʥʦʚʥʦʡ 
ʬʫʥʢʮʠʠ ʩʝʨʚʝʨʘ. ʅʘʧʨʠʤʝʨ, ʧʨʦʛʨʘʤʤʫ ʰʠʬʨʦʚʘʥʠʷ ʜʠʩʢʦʚ BitLockerÊ ʦʪ 
Microsoft® ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʬʘʡʣʦʚʳʡ ʩʝʨʚʝʨ ʠʣʠ ʩʝʨʚʝʨ, ʚʳʧʦʣʥʷʶʱʠʡ 
ʣʶʙʫʶ ʜʨʫʛʫʶ ʨʦʣʴ. ʕʪʘ ʬʫʥʢʮʠʷ ʧʦʤʦʛʘʝʪ ʟʘʱʠʪʠʪʴ ʜʘʥʥʳʝ ʩʝʨʚʝʨʘ ʥʘ ʩʣʫʯʘʡ, 
ʝʩʣʠ ʦʥ ʙʫʜʝʪ ʫʢʨʘʜʝʥ. 

ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʟʘʤʝʥʷʝʪ ʥʝʩʢʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʦʚ Windows Server 2003, ʚʢʣʶʯʘʷ 
ʋʧʨʘʚʣʝʥʠʝ ʜʘʥʥʳʤ ʩʝʨʚʝʨʦʤ (Manage Your Server), ʅʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ (Configure 
Your Server) ʠ ʋʩʪʘʥʦʚʢʘ ʢʦʤʧʦʥʝʥʪʦʚ Windows (Add or Remove Windows 
Components). ʆʥ ʫʩʪʨʘʥʷʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʟʘʧʫʩʢʘ SCW ʧʝʨʝʜ ʨʘʟʚʝʨʪʳʚʘʥʠʝʤ 
ʩʝʨʚʝʨʦʚ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ɼʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ ʚ Windows Server 2008 ʜʣʷ 
ʫʩʪʘʥʦʚʢʠ ʨʦʣʝʡ ʩʝʨʚʝʨʘ ʨʦʣʠ ʢʦʥʬʠʛʫʨʠʨʫʶʪʩʷ ʩ ʨʝʢʦʤʝʥʜʫʝʤʳʤʠ Microsoft 
ʥʘʩʪʨʦʡʢʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʊʘʢʞʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ SCW ʜʣʷ 
ʟʘʜʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʥʘʩʪʨʦʝʢ ʨʦʣʝʡ ʜʣʷ ʚʘʰʠʭ ʩʝʨʚʝʨʦʚ. 

ʉʪʘʥʜʘʨʪʥʘʷ ʫʩʪʘʥʦʚʢʘ Windows Server 2008 ʚʳʧʦʣʥʷʝʪ ʤʠʥʠʤʘʣʴʥʳʡ ʥʘʙʦʨ ʩʣʫʞʙ 
ʠ ʥʝ ʨʝʘʣʠʟʦʚʳʚʘʝʪ ʥʠʢʘʢʠʭ ʨʦʣʝʡ ʠʣʠ ʬʫʥʢʮʠʡ ʩʝʨʚʝʨʘ. ʊʘʢʘʷ ʩʭʝʤʘ ʧʦʟʚʦʣʷʝʪ 
ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʢʘʞʜʦʛʦ ʩʝʨʚʝʨʘ ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, 
ʟʘʱʠʪʠʪʴ ʣʶʙʫʶ ʚʥʦʚʴ ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʨʦʣʴ ʩʝʨʚʝʨʘ. 

ʏʪʦʙʳ ʨʦʣʠ ʩʝʨʚʝʨʘ ʤʦʛʣʠ ʚʳʧʦʣʥʷʪʴ ʧʦʣʝʟʥʳʝ ʬʫʥʢʮʠʠ, ʦʥʠ ʜʦʣʞʥʳ ʙʳʪʴ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʦʙʨʘʟʦʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʳ. ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʚʢʣʶʯʘʝʪ 
ʢʦʤʧʦʥʝʥʪ ɿʘʜʘʯʠ ʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ (Initial Configuration Tasks, ICT). ʆʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʚʦʜʠʪʩʷ ʥʘ ʵʢʨʘʥ, ʢʦʛʜʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʚʧʝʨʚʳʝ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ 
ʥʘ ʥʦʚʦʤ ʩʝʨʚʝʨʝ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ ʥʠʞʝ. 

                                                           
1
Dynamic Host Configuration Protocol ï ʧʨʦʪʦʢʦʣ ʜʠʥʘʤʠʯʝʩʢʦʡ ʥʘʩʪʨʦʡʢʠ ʭʦʩʪʦʚ 

(ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ) 
2
 Domain Name System ï ʉʠʩʪʝʤʘ ʠʤʝʥʦʚʘʥʠʷ ʜʦʤʝʥʦʚ (ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ) 



 

 

 

ʈʠʩ. 2.1. ʂʦʤʧʦʥʝʥʪ ɿʘʜʘʯʠ ʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʚ ɼʠʩʧʝʪʯʝʨʝ ʩʝʨʚʝʨʘ 

ICT ʚʳʜʝʣʷʝʪ ʠ ʦʨʛʘʥʠʟʦʚʳʚʘʝʪ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʚʘʞʥʳʝ ʟʘʜʘʯʠ, ʢʦʪʦʨʳʝ 
ʜʦʣʞʥʳ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʥʦʚʳʭ ʩʝʨʚʝʨʦʚ, ʦʙʝʩʧʝʯʠʚʘʷ ʠʤ ʙʳʩʪʨʳʡ 
ʜʦʩʪʫʧ ʢ ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʳʤ ʤʘʩʪʝʨʘʤ ʥʘʩʪʨʦʡʢʠ ʚ ɼʠʩʧʝʪʯʝʨʝ ʩʝʨʚʝʨʘ. 

ʆʙʳʯʥʦ ʚʩʝ ʩʝʨʚʝʨʳ ʤʦʞʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʠ ʥʘʩʪʨʦʠʪʴ ʚ ɼʠʩʧʝʪʯʝʨʝ ʩʝʨʚʝʨʘ, 
ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʤʫ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ, ʟʘʧʫʩʪʠʚ ServerManager.msc ʠʣʠ ʱʝʣʢʥʫʚ ʷʨʣʳʢ 
ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʩʧʦʣʘʛʘʶʱʠʡʩʷ ʚ ʤʝʥʶ ʇʫʩʢ (Start). 



 

 

 

ʈʠʩ. 2.2. ʂʦʥʩʦʣʴ ʜʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ 

ʇʨʠ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʠ ʨʦʣʠ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʚʩʝ 
ʥʝʦʙʭʦʜʠʤʳʝ ʩʣʫʞʙʳ ʠ ʢʦʤʧʦʥʝʥʪʳ. ʊʘʢʞʝ ʦʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘʩʪʨʘʠʚʘʝʪ ʚʩʝ 
ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʦʚʦʡ ʨʦʣʠ. ɸʥʘʣʦʛʠʯʥʦ, ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ɼʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ ʜʣʷ ʫʜʘʣʝʥʠʷ ʢʘʢʦʡ-ʣʠʙʦ ʦʪʜʝʣʴʥʦʡ ʨʦʣʠ ʦʥ 
ʠʟʤʝʥʷʝʪ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙ ʠ ʙʨʘʥʜʤʘʫʵʨʘ ʩʝʨʚʝʨʘ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ 
ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʩʦʭʨʘʥʠʪʴ ʙʝʟʦʧʘʩʥʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʝʨʚʝʨʘ ʠ ʥʝ ʟʘʪʨʦʥʫʪʴ 
ʚʳʧʦʣʥʝʥʠʝ ʜʨʫʛʠʭ ʨʦʣʝʡ. ʕʪʠ ʥʦʚʦʚʚʝʜʝʥʠʷ ʛʘʨʘʥʪʠʨʫʶʪ ʚʳʧʦʣʥʝʥʠʝ ʩʝʨʚʝʨʦʤ 
ʪʦʣʴʢʦ ʥʝʦʙʭʦʜʠʤʳʭ ʩʣʫʞʙ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʤʠʥʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʦʡ ʫʷʟʚʠʤʦʩʪʠ. 

ɺ ʛʣʘʚʳ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ, ʧʦʩʚʷʱʝʥʥʳʝ ʨʦʣʷʤ ʩʝʨʚʝʨʘ, ʚʢʣʶʯʝʥʘ ʠʥʬʦʨʤʘʮʠʷ 
ʦʙʦ ʚʩʝʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʩʣʫʞʙʘʭ ʠ ʦʪʢʨʳʪʳʭ ʧʦʨʪʘʭ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʢʘʞʜʦʡ ʨʦʣʴʶ. 
ʊʘʢʞʝ ʚ ʩʪʘʪʴʝ Server Manager ʥʘ ʩʘʡʪʝ Microsoft TechNet ʤʦʞʥʦ ʥʘʡʪʠ ʧʦʜʨʦʙʥʦʝ 
ʪʝʭʥʠʯʝʩʢʦʝ ʦʧʠʩʘʥʠʝ ɼʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ ʠ ʨʦʣʝʡ ʩʝʨʚʝʨʘ, ʢʦʪʦʨʳʝ ʦʥ 
ʧʦʜʜʝʨʞʠʚʘʝʪ. 

Server Core 
Server Core ï ʵʪʦ ʥʦʚʳʡ ʚʘʨʠʘʥʪ ʫʩʪʘʥʦʚʢʠ ʚ Windows Server 2008. ʆʥ 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʢʨʘʱʝʥʠʝ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʥʘ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʨʦʣʠ ʩʝʨʚʝʨʘ ʟʘ 
ʩʯʝʪ ʫʩʪʘʥʦʚʢʠ ʪʦʣʴʢʦ ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʘʙʦʪʳ ʩʝʨʚʝʨʘ ʜʚʦʠʯʥʳʭ ʬʘʡʣʦʚ. ʊʘʢʦʡ 
ʧʦʜʭʦʜ ʪʘʢʞʝ ʧʨʠʚʦʜʠʪ ʢ ʩʦʢʨʘʱʝʥʠʶ ʨʘʟʤʝʨʘ ʫʩʪʘʥʦʚʢʠ ʩʝʨʚʝʨʘ, ʩʣʝʜʩʪʚʠʝʤ ʯʝʛʦ 
ʷʚʣʷʝʪʩʷ ʫʤʝʥʴʰʝʥʠʝ ʯʠʩʣʘ ʬʘʡʣʦʚ, ʪʨʝʙʫʶʱʠʭ ʦʙʥʦʚʣʝʥʠʷ ʚ ʙʫʜʫʱʝʤ. 
ʅʘʧʨʠʤʝʨ, ʦʙʦʣʦʯʢʘ Explorer ʠ Microsoft Internet ExplorerÈ ʥʝ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ 
ʫʩʪʘʥʦʚʢʠ Server Core. 

http://go.microsoft.com/fwlink/?LinkId=85612


 

 

ʋʩʪʘʥʦʚʢʘ Server Core ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʨʦʣʠ ʩʝʨʚʝʨʘ: 

¶ ɼʦʤʝʥʥʳʝ ʩʣʫʞʙʳ Active Directory 

¶ ʉʣʫʞʙʳ Active Directory ʦʙʣʝʛʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʘʪʘʣʦʛʘʤ 

¶ DNS-ʩʝʨʚʝʨ 

¶ DHCP-ʩʝʨʚʝʨ 

¶ ʌʘʡʣʦʚʳʝ ʩʣʫʞʙʳ 

¶ ʉʣʫʞʙʳ ʧʝʯʘʪʠ 

¶ ʉʣʫʞʙʳ ʧʦʪʦʢʦʚʦʡ ʧʝʨʝʜʘʯʠ ʤʝʜʠʘʜʘʥʥʳʭ (Streaming Media Services) 

¶ ɺʝʙ-ʩʝʨʚʝʨ (IIS) 

¶ Hyper-VÊ 

ʊʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʥʝʦʙʷʟʘʪʝʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʠ ʬʫʥʢʮʠʠ: 

¶ ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʳʡ ʢʣʘʩʪʝʨ Microsoft (Microsoft Failover Cluster) 

¶ ɹʘʣʘʥʩʠʨʦʚʢʘ ʩʝʪʝʚʦʡ ʥʘʛʨʫʟʢʠ (Network Load Balancing) 

¶ ʇʦʜʩʠʩʪʝʤʘ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ UNIX 

¶ ɺʦʟʤʦʞʥʦʩʪʠ ʘʨʭʠʚʘʮʠʠ ʜʘʥʥʳʭ Windows Server 

¶ ʄʥʦʛʦʧʫʪʝʚʦʡ ʚʚʦʜ/ʚʳʚʦʜ 

¶ ʋʧʨʘʚʣʝʥʠʝ ʩʲʝʤʥʳʤʠ ʥʦʩʠʪʝʣʷʤʠ 

¶ ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʦʚ BitLocker 

¶ ʉʣʫʞʙʳ SNMP
1
 

¶ WINS
2
-ʩʝʨʚʝʨ 

¶ ʂʣʠʝʥʪ Telnet 

¶ ʂʘʯʝʩʪʚʦ ʩʣʫʞʙʳ (Quality of Service, QoS) 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ Server Core ʥʝʦʙʭʦʜʠʤʦ ʚʩʝʛʦ ʦʢʦʣʦ 1 ɻɹ ʧʨʦʩʪʨʘʥʩʪʚʘ ʞʝʩʪʢʦʛʦ 
ʜʠʩʢʘ ʩʝʨʚʝʨʘ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 2 ɻɹ ʜʣʷ ʥʦʨʤʘʣʴʥʦʡ ʨʘʙʦʪʳ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʠ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʨʚʝʨʘ ʢʦʤʧʦʥʝʥʪʘʤʠ ʤʦʞʥʦ ʫʧʨʘʚʣʷʪʴ ʣʦʢʘʣʴʥʦ ʠʟ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ, ʫʜʘʣʝʥʥʦ, ʠʩʧʦʣʴʟʫʷ ʋʜʘʣʝʥʥʳʡ ʨʘʙʦʯʠʡ ʩʪʦʣ, ʩ ʧʦʤʦʱʴʶ MMC ʠʣʠ 
ʠʥʩʪʨʫʤʝʥʪʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪ ʫʜʘʣʝʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. 
ɺ ʛʣʘʚʘʭ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ, ʧʦʩʚʷʱʝʥʥʳʭ ʨʦʣʷʤ ʩʝʨʚʝʨʘ, ʦʙʦʟʥʘʯʝʥʦ, ʢʦʛʜʘ 
ʫʩʪʘʥʦʚʢʘ Server Core ʤʦʞʝʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʫʣʫʯʰʝʥʠʶ ʟʘʱʠʪʳ ʚʘʰʝʡ ʩʨʝʜʳ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʫʩʪʘʥʦʚʢʝ Server Core ʤʦʞʥʦ 
ʥʘʡʪʠ ʥʘ ʩʘʡʪʝ TechNet ʚ ʜʦʢʫʤʝʥʪʝ Server Core Installation Option of Windows 
Server 2008 Step-By-Step Guide (ʇʦʰʘʛʦʚʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʫʩʪʘʥʦʚʢʝ Server Core 
ʜʣʷ Windows Server 2008). 

ʄʘʩʪʝʨ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (SCW) ʚ Windows Server 2008 
ʘʥʘʣʦʛʠʯʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚʝʨʩʠʠ ʵʪʦʛʦ ʤʘʩʪʝʨʘ ʜʣʷ Windows Server 2003 
Service Pack 2 (SP2). ʇʦ-ʧʨʝʞʥʝʤʫ SCW ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ 

                                                           
1
Simple Network Management Protocol ï ʧʨʦʩʪʦʡ ʧʨʦʪʦʢʦʣ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (ʧʨʠʤ. 
ʧʝʨʝʚʦʜʯʠʢʘ). 
2
Windows Internet Naming Service ï ʩʣʫʞʙʘ ʧʨʠʩʚʘʠʚʘʥʠʷ ʠʤʝʥ ʚ ʀʥʪʝʨʥʝʪ ʜʣʷ 

Windows (ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ). 

http://go.microsoft.com/fwlink/?LinkId=99832
http://go.microsoft.com/fwlink/?LinkId=99832


 

 

ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʩʝʨʚʝʨʘ ʧʫʪʝʤ ʜʝʘʢʪʠʚʘʮʠʠ ʥʝʥʫʞʥʳʭ ʩʣʫʞʙ ʠ ʙʣʦʢʠʨʦʚʘʥʠʷ 
ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʠʣʠ ʥʝʥʫʞʥʳʭ ʧʦʨʪʦʚ. ʆʜʥʘʢʦ ʪʝʧʝʨʴ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 
ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʨʠʥʠʤʘʪʴ ʨʝʰʝʥʠʝ ʦ ʧʨʠʤʝʥʝʥʠʠ ʠʣʠ ʥʝʧʨʠʤʝʥʝʥʠʠ ʤʘʩʪʝʨʘ. 

Windows Server 2003 ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʪʘʢ, ʯʪʦʙʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʠʩʧʦʣʴʟʦʚʘʣʠ 
SCW ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʥʘ ʩʝʨʚʝʨʝ ʩʪʘʥʜʘʨʪʥʦʡ ʚʝʨʩʠʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʜʣʷ 
ʫʤʝʥʴʰʝʥʠʷ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ. ʅʦ ʪʝʧʝʨʴ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Windows Server 2008 
ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʷʝʪ, ʯʪʦ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʥʘ 
ʩʝʨʚʝʨ, ʠ ʨʝʘʣʠʟʫʝʪ ʤʠʥʠʤʘʣʴʥʦ ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʩʝʨʚʝʨʦʤ 
ʦʧʨʝʜʝʣʝʥʥʦʡ ʨʦʣʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ. 

SCW ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʨʦʚʦʜʠʪ ʚʘʩ ʧʦ ʚʩʝʤ ʘʩʧʝʢʪʘʤ ʧʨʦʮʝʩʩʘ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʘʢ 
ʯʪʦ ʚ  rʤʦʞʝʪʝ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʦʧʪʠʤʘʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ. SCW ʥʝ 
ʷʚʣʷʝʪʩʷ ʦʩʥʘʩʪʢʦʡ MMC, ʵʪʦ ʥʝʟʘʚʠʩʠʤʘʷ ʧʨʦʛʨʘʤʤʘ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʤʦʞʥʦ 
ʧʦʣʫʯʠʪʴ, ʟʘʧʫʩʪʠʚ SCW.exe. 

SCW ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʙʳʩʪʨʦʛʦ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 
ʤʥʦʞʝʩʪʚʘ ʩʝʨʚʝʨʦʚ ʠʣʠ ʛʨʫʧʧ ʩʝʨʚʝʨʦʚ ʩ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ʕʪʘ ʚʦʟʤʦʞʥʦʩʪʴ 
ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʚʩʝʤʠ ʧʦʣʠʪʠʢʘʤʠ ʦʨʛʘʥʠʟʘʮʠʠ ʠʟ ʦʜʥʦʡ ʪʦʯʢʠ. ʇʦʣʠʪʠʢʠ 
ʦʙʝʩʧʝʯʠʚʘʶʪ ʩʦʛʣʘʩʦʚʘʥʥʳʝ ʤʝʨʳ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ, ʢʦʪʦʨʳʝ 
ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʠ ʧʦʜʭʦʜʷʪ ʜʣʷ ʬʫʥʢʮʠʡ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʩʝʨʚʝʨʘʤʠ ʚ ʨʘʤʢʘʭ 
ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺ Windows Server 2008 SCW ʠʥʪʝʛʨʠʨʦʚʘʥ ʩ ʥʦʚʳʤ ʙʨʘʥʜʤʘʫʵʨʦʤ Windows. ɽʩʣʠ 
ʚʳ ʥʝ ʚʦʩʧʨʝʧʷʪʩʪʚʫʝʪʝ ʵʪʦʤʫ, SCW ʢʦʥʬʠʛʫʨʠʨʫʝʪ ʙʨʘʥʜʤʘʫʵʨ Windows ʪʘʢʠʤ 
ʦʙʨʘʟʦʤ, ʯʪʦ ʙʫʜʝʪ ʨʘʟʨʝʰʝʥ ʥʝʦʙʭʦʜʠʤʳʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʚʭʦʜʷʱʠʡ 
ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʥʘ ʚʘʞʥʳʝ ʧʦʨʪʳ, ʘ ʪʘʢʞʝ ʩʣʫʰʘʶʱʠʝ ʧʨʠʣʦʞʝʥʠʷ. ɽʩʣʠ 
ʥʝʦʙʭʦʜʠʤʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʠʣʴʪʨʳ ʜʣʷ ʧʦʨʪʦʚ, ʠʭ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʩ ʧʦʤʦʱʴʶ 
SCW. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʦʟʜʘʚʘʝʤʳʝ SCW ʧʦʣʠʪʠʢʠ ʟʘʤʝʱʘʶʪ ʩʧʝʮʠʘʣʴʥʳʝ 
ʩʮʝʥʘʨʠʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʬʠʣʴʪʨʦʚ IPsec ʜʣʷ 
ʙʣʦʢʠʨʦʚʘʥʠʷ ʥʝʞʝʣʘʪʝʣʴʥʦʛʦ ʪʨʘʬʠʢʘ, ʯʪʦ ʫʧʨʦʱʘʝʪ ʟʘʜʘʯʫ ʧʦ ʧʦʚʳʰʝʥʠʶ 
ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʪʠ. ʊʘʢʞʝ ʩ SCW ʧʨʦʱʝ ʥʘʩʪʨʦʠʪʴ ʩʝʪʝʚʳʝ ʬʠʣʴʪʨʳ ʜʣʷ ʩʣʫʞʙ, 
ʠʩʧʦʣʴʟʫʶʱʠʭ ʫʜʘʣʝʥʥʳʡ ʚʳʟʦʚ ʧʨʦʮʝʜʫʨ (remote procedure call, RPC) ʠʣʠ 
ʜʠʥʘʤʠʯʝʩʢʠʝ ʧʦʨʪʳ. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʦʚʦʤ ʙʨʘʥʜʤʘʫʵʨʝ Windows ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ The New 
Windows Firewall in Windows Vista (ʅʦʚʳʡ ʙʨʘʥʜʤʘʫʵʨ Windows ʚ Windows Vista) ʥʘ 
ʩʘʡʪʝ TechNet. 

ɹʦʣʴʰʝ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʟʘʧʫʩʢʘʪʴ SCW ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ 
ʦʪʜʝʣʴʥʳʭ ʩʝʨʚʝʨʦʚ. ʆʜʥʘʢʦ ʧʦ-ʧʨʝʞʥʝʤʫ ʩ ʧʦʤʦʱʴʶ SCW ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʠ 
ʨʘʟʚʝʨʪʳʚʘʪʴ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʙʩʣʫʞʠʚʘʥʠʷ 
ʢʦʥʬʠʛʫʨʘʮʠʠ, ʨʝʘʣʠʟʦʚʘʥʥʦʡ ɼʠʩʧʝʪʯʝʨʦʤ ʩʝʨʚʝʨʘ, ʥʘ ʦʜʥʦʤ ʠʣʠ ʙʦʣʝʝ ʩʝʨʚʝʨʘʭ 
ʯʝʨʝʟ ɻʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ. 

ʉʦʟʜʘʚʘʷ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ, SCW ʠʩʧʦʣʴʟʫʝʪ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʝʨʚʝʨʘ ʚ 
ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʡ. ʇʦʵʪʦʤʫ ʣʫʯʰʝ ʚʩʝʛʦ ʩʦʟʜʘʚʘʪʴ ʧʦʣʠʪʠʢʫ ʥʘ ʩʝʨʚʝʨʝ ʪʦʛʦ ʞʝ 
ʪʠʧʘ, ʯʪʦ ʠ ʩʝʨʚʝʨ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʵʪʘ ʧʦʣʠʪʠʢʘ ʩʦʟʜʘʝʪʩʷ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʥʝʩʢʦʣʴʢʦ 
ʫʧʨʦʩʪʠʪ ʟʘʜʘʯʫ, ʧʦʪʦʤʫ ʯʪʦ ʥʘʯʘʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʜʦʣʞʥʘ ʧʨʠʤʝʨʥʦ ʩʦʚʧʘʜʘʪʴ 
ʩ ʪʨʝʙʫʝʤʦʡ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʡ ʧʦʣʠʪʠʢʠ SCW ʩʦʟʜʘʝʪ XML-ʬʘʡʣ ʠ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʩʦʭʨʘʥʷʝʪ ʝʛʦ ʚ ʧʘʧʢʝ %systemdir%\security\msscw\Policies. ʇʦʩʣʝ ʪʦʛʦ 
ʢʘʢ ʧʦʣʠʪʠʢʠ ʩʦʟʜʘʥʳ, ʩ ʧʦʤʦʱʴʶ SCW ʠʣʠ ʠʥʩʪʨʫʤʝʥʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 
SCWcmd.exe ʠʭ ʤʦʞʥʦ ʧʨʠʤʝʥʠʪʴ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢ ʪʝʩʪʦʚʳʤ ʩʝʨʚʝʨʘʤ. 

ʉʣʝʜʫʶʱʠʡ ʨʘʟʜʝʣ ʜʘʥʥʦʡ ʛʣʘʚʳ ʧʦʩʚʷʱʝʥ ʩʦʟʜʘʥʠʶ ʦʙʲʝʢʪʦʚ GPO ʩ ʧʦʤʦʱʴʶ 
SCW ʠ SCWcmd.exe ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʚʘʰʠʭ ʥʘʩʪʨʦʝʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʨʚʝʨʘ. ɹʦʣʝʝ 
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ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ SCW, ʚʢʣʶʯʘʷ ʚʦʟʤʦʞʥʦʩʪʠ ʤʘʩʪʝʨʘ ʠ ʩʩʳʣʢʠ ʥʘ ʜʨʫʛʠʝ 
ʧʦʩʚʷʱʝʥʥʳʝ SCW ʨʝʩʫʨʩʳ, ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Security Configuration Wizard 
Concepts (ʆʩʥʦʚʥʳʝ ʧʨʠʥʮʠʧʳ ʤʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ) ʥʘ ʩʘʡʪʝ TechNet. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ 
ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 
SCW ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢ ʩʝʨʚʝʨʘʤ. ʆʜʥʘʢʦ ʧʨʠ ʪʘʢʦʤ ʧʦʜʭʦʜʝ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʙʦʣʴʰʦʛʦ 
ʢʦʣʠʯʝʩʪʚʘ ʩʝʨʚʝʨʦʚ ʪʨʝʙʦʚʘʣʦʩʴ ʙʳ ʦʯʝʥʴ ʤʥʦʛʦ ʚʨʝʤʝʥʠ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ 
ʨʘʟʚʝʨʪʳʚʘʪʴ ʧʦʣʠʪʠʢʠ SCW, ʠʩʧʦʣʴʟʫʷ ʠʥʩʪʨʫʤʝʥʪ SCWcmd.exe ʜʣʷ 
ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʧʦʣʠʪʠʢʠ SCW ʥʘ ʙʘʟʝ XML-ʬʘʡʣʦʚ ʚ ʦʙʲʝʢʪ GPO, ʢʦʪʦʨʳʡ 
ʚʧʦʩʣʝʜʩʪʚʠʠ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥ ʦʜʥʦʚʨʝʤʝʥʥʦ ʢʦ ʤʥʦʞʝʩʪʚʫ ʩʝʨʚʝʨʦʚ. ʍʦʪʷ ʥʘ 
ʧʝʨʚʳʡ ʚʟʛʣʷʜ ʵʪʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ ʥʝʥʫʞʥʳʤ, ʪʘʢʦʡ ʧʦʜʭʦʜ 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʧʨʝʠʤʫʱʝʩʪʚʘ: 

¶ ʇʨʠʚʳʯʥʳʝ ʦʩʥʦʚʘʥʥʳʝ ʥʘ Active Directory ʤʝʭʘʥʠʟʤʳ ʪʠʨʘʞʠʨʦʚʘʥʠʷ, 
ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ. 

¶ ʆʙʲʝʢʪʳ GPO, ʩʪʘʥʦʚʷʱʠʝʩʷ ʜʦʩʪʫʧʥʳʤʠ ʙʣʘʛʦʜʘʨʷ ʵʪʦʤʫ 
ʧʨʝʦʙʨʘʟʦʚʘʥʠʶ, ʧʦʟʚʦʣʷʶʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʧʨʠʤʝʥʷʪʴ ʧʦʣʠʪʠʢʠ ʢ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷʤ (OUs), ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʦʣʠʪʠʢ ʜʣʷ 
ʙʦʣʝʝ ʪʦʥʢʦʡ ʥʘʩʪʨʦʡʢʠ ʠ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ ʩʦ ʩʭʦʞʝʡ, 
ʥʦ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʥʝʤʥʦʛʦ ʦʪʣʠʯʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ. ʅʘʧʨʠʤʝʨ, ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ɻʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʩʝʨʚʝʨʳ ʤʦʞʥʦ ʧʦʤʝʩʪʠʪʴ ʚ ʜʦʯʝʨʥʝʝ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʠ ʧʨʠʤʝʥʠʪʴ ʢ ʥʝʤʫ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʧʦʣʠʪʠʢʫ. ʇʨʠ 
ʨʝʰʝʥʠʠ ʵʪʦʡ ʟʘʜʘʯʠ ʩ ʧʦʤʦʱʴʶ SCW ʚʳ ʜʦʣʞʥʳ ʩʦʟʜʘʚʘʪʴ ʥʦʚʫʶ 
ʧʦʣʠʪʠʢʫ ʜʣʷ ʢʘʞʜʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʚʦʝʡ ʩʨʝʜʳ. 

¶ ʇʦʣʠʪʠʢʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠʤʝʥʷʶʪʩʷ ʢʦ ʚʩʝʤ ʩʝʨʚʝʨʘʤ, ʨʘʟʤʝʱʘʶʱʠʤʩʷ 
ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʦʜʨʘʟʜʝʣʝʥʠʷʭ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ SCW ʧʦʣʠʪʠʢʠ 
ʜʦʣʞʥʳ ʧʨʠʤʝʥʷʪʴʩʷ ʠʣʠ ʚʨʫʯʥʫʶ, ʠʣʠ ʧʦʩʨʝʜʩʪʚʦʤ ʩʧʝʮʠʘʣʴʥʦʛʦ 
ʩʮʝʥʘʨʠʷ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʄʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 
ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢ ʨʦʣʠ 
ʅʘʯʠʥʘʡʪʝ ʥʘʩʪʨʦʡʢʫ ʚ ʥʦʚʦʡ ʫʩʪʘʥʦʚʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ 
ʛʘʨʘʥʪʠʨʫʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝ ʥʘʩʪʨʦʝʢ ʠʣʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʩʦʭʨʘʥʠʚʰʠʭʩʷ 
ʦʪ ʧʨʝʜʳʜʫʱʠʭ ʢʦʥʬʠʛʫʨʘʮʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʦʢʘʟʳʚʘʪʴ ʚʣʠʷʥʠʝ ʥʘ ʚʘʰʫ ʨʘʙʦʪʫ. 
ʇʦ ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʫʡʪʝ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʶ ʚʘʰʝʛʦ 
ʦʢʨʫʞʝʥʠʷ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʤʘʢʩʠʤʘʣʴʥʫʶ ʩʦʚʤʝʩʪʠʤʦʩʪʴ. 

ɺ ʩʣʝʜʫʶʱʝʤ ʧʨʦʮʝʩʩʝ ʥʦʚʫʶ ʫʩʪʘʥʦʚʢʫ ʙʫʜʝʤ ʥʘʟʳʚʘʪʴ ʪʝʩʪʦʚʳʤ ʢʦʤʧʴʶʪʝʨʦʤ. 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʨʦʣʠ 

1. ʉʦʟʜʘʡʪʝ ʥʦʚʫʶ ʫʩʪʘʥʦʚʢʫ Windows Server 2008 ʥʘ ʥʦʚʦʤ ʪʝʩʪʦʚʦʤ 
ʢʦʤʧʴʶʪʝʨʝ. 

2. ʀʩʧʦʣʴʟʫʷ ʠʥʩʪʨʫʤʝʥʪ ICT, ʚʢʣʶʯʠʪʝ ʢʦʤʧʴʶʪʝʨ ʚ ʜʦʤʝʥ. 

http://technet2.microsoft.com/windowsserver/en/library/495269e9-215c-4918-803c-993ab309c6a41033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/495269e9-215c-4918-803c-993ab309c6a41033.mspx?mfr=true


 

 

3. ʋʩʪʘʥʦʚʠʪʝ ʥʘ ʪʝʩʪʦʚʦʤ ʢʦʤʧʴʶʪʝʨʝ ʦʙʷʟʘʪʝʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. ʂ ʪʘʢʠʤ 
ʧʨʠʣʦʞʝʥʠʷʤ ʦʪʥʦʩʷʪʩʷ ʘʛʝʥʪʳ ʧʨʦʛʨʘʤʤ ʠ ʫʧʨʘʚʣʝʥʠʷ, ʘʛʝʥʪʳ ʘʨʭʠʚʘʮʠʠ 
ʥʘ ʤʘʛʥʠʪʥʦʡ ʣʝʥʪʝ ʠ ʘʥʪʠʚʠʨʫʩʥʳʝ ʠʣʠ ʘʥʪʠʰʧʠʦʥʩʢʠʝ ʧʨʦʛʨʘʤʤʳ. 

4. ʉ ʧʦʤʦʱʴʶ ɼʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ ʫʩʪʘʥʦʚʠʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʦʣʠ 
ʩʝʨʚʝʨʘ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʮʝʣʝʚʳʝ ʩʝʨʚʝʨʳ ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴ DHCP ʠ DNS, 
ʫʩʪʘʥʦʚʠʪʝ ʵʪʠ ʨʦʣʠ. 

ȵɖɎɒɋɝɆɓɎɋ ȳɋ ɔɇɥɍɆɘɋɑɢɓɔ ɐɔɓɚɎɉəɖɎɖɔɈɆɘɢ ɐɆɌɊəɤ ɖɆɇɔɝəɤ ɓɆɉɖəɍɐə Ɉ ɘɔɝɓɔɗɘɎ 
ɆɓɆɑɔɉɎɝɓɔ ɖɆɍɈɋɖɘɡɈɆɋɒɡɒ ɗɋɖɈɋɖɆɒ, ɓɔ ɓɋɔɇɛɔɊɎɒɔ əɗɘɆɓɔɈɎɘɢ ɖɔɑɎ, ɝɘɔɇɡ SCW ɒɔɉ 
ɕɖɆɈɎɑɢɓɔ ɔɕɖɋɊɋɑɎɘɢ ɐɔɓɚɎɉəɖɆɜɎɤ ɐɆɌɊɔɉɔ ɗɋɖɈɋɖɆ. 

5. ʑʝʣʢʥʠʪʝ ʇʫʩʢ, ɺʩʝ ʧʨʦʛʨʘʤʤʳ (All Programs), ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ 
(Administrative Tools) ʠ ʟʘʪʝʤ ʱʝʣʢʥʠʪʝ ʄʘʩʪʝʨ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

(Security Configuration Wizard). 

6. ʅʘ ʩʪʨʘʥʠʮʝ ɼʝʡʩʪʚʠʝ ʥʘʩʪʨʦʡʢʠ (Configuration Action) ʚʳʙʝʨʠʪʝ  ʉʦʟʜʘʪʴ 
ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ (Create new policy) ʠ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ (Next). 

7. ʅʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʝʨʚʝʨʘ (Select Server) ʚʚʝʜʠʪʝ ʠʤʷ ʠʣʠ IP-ʘʜʨʝʩ 
ʪʝʩʪʦʚʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʠ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

ȵɖɎɒɋɝɆɓɎɋ ɃɘɎɒ ɊɋɏɗɘɈɎɋɒ ɈɈɔɊɎɘɗɥ ɑɔɐɆɑɢɓɔɋ Ɏɒɥ ɐɔɒɕɢɤɘɋɖɆ ɕɔ əɒɔɑɝɆɓɎɤ. 

8. ʅʘ ʩʪʨʘʥʠʮʝ ʆʙʨʘʙʦʪʢʘ ʙʘʟʳ ʜʘʥʥʳʭ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

(Processing Security Configuration Database) ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ ʠ ʟʘʪʝʤ ʥʘ 
ʩʪʨʘʥʠʮʝ ʅʘʩʪʨʦʡʢʘ ʩʣʫʞʙ ʥʘ ʦʩʥʦʚʝ ʨʦʣʝʡ (Role-Based Service 

Configuration) ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

9. ʅʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʨʦʣʝʡ ʩʝʨʚʝʨʘ (Select Server Roles) ʫʙʝʜʠʪʝʩʴ, ʯʪʦ 
ʤʘʩʪʝʨ ʦʧʨʝʜʝʣʠʣ ʠ ʚʳʙʨʘʣ ʚʩʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʥʘ ʪʝʩʪʦʚʦʤ ʢʦʤʧʴʶʪʝʨʝ 
ʨʦʣʠ ʩʝʨʚʝʨʘ. ʇʦʩʣʝ ʵʪʦʛʦ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

ȨɓɎɒɆɓɎɋ ȫɗɑɎ ɒɆɗɘɋɖ ɈɡɇɖɆɑ ɓɋ Ɉɗɋ ɖɔɑɎ, ɐɔɘɔɖɡɋ Ɉɡ ɌɋɑɆɋɘɋ əɗɘɆɓɔɈɎɘɢ ɓɆ ɗɋɖɈɋɖɋ, 
ɕɔɑəɝɋɓɓɆɥ Ɉ ɖɋɍəɑɢɘɆɘɋ ɕɔɑɎɘɎɐɆ ɔɘɐɑɤɝɎɘ ɗɑəɌɇɡ, ɓɋɔɇɛɔɊɎɒɡɋ ɓɋɐɔɘɔɖɡɒ ɖɔɑɥɒ, Ɏ 
ɗɋɖɈɋɖ ɇəɊɋɘ ɖɆɇɔɘɆɘɢ ɓɋɕɖɆɈɎɑɢɓɔ. 

10. ʅʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʢʣʠʝʥʪʩʢʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ (Select Client Features) 
ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʤʘʩʪʝʨ ʦʧʨʝʜʝʣʠʣ ʠ ʚʳʙʨʘʣ ʚʩʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʥʘ ʚʘʰʝʤ 
ʪʝʩʪʦʚʦʤ ʢʦʤʧʴʶʪʝʨʝ ʢʦʤʧʦʥʝʥʪʳ. ʇʦʩʣʝ ʵʪʦʛʦ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

ȨɓɎɒɆɓɎɋ ȫɗɑɎ ɒɆɗɘɋɖ ɈɡɇɖɆɑ ɓɋ Ɉɗɋ ɐɔɒɕɔɓɋɓɘɡ, ɐɔɘɔɖɡɋ Ɉɡ ɌɋɑɆɋɘɋ əɗɘɆɓɔɈɎɘɢ ɓɆ 

ɗɋɖɈɋɖɋ, ɕɔɑəɝɋɓɓɆɥ Ɉ ɖɋɍəɑɢɘɆɘɋ ɕɔɑɎɘɎɐɆ ɔɘɐɑɤɝɎɘ ɗɑəɌɇɡ, ɓɋɔɇɛɔɊɎɒɡɋ ɓɋɐɔɘɔɖɡɒ 
ɖɔɑɥɒ, Ɏ ɗɋɖɈɋɖ ɇəɊɋɘ ɖɆɇɔɘɆɘɢ ɓɋɕɖɆɈɎɑɢɓɔ. 

11. ʅʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʫʧʨʘʚʣʝʥʠʷ ʠ ʜʨʫʛʠʭ ʧʘʨʘʤʝʪʨʦʚ (Select 

Administration and Other Options) ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʤʘʩʪʝʨ ʦʧʨʝʜʝʣʠʣ ʠ ʚʳʙʨʘʣ 
ʚʩʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʥʘ ʚʘʰʝʤ ʪʝʩʪʦʚʦʤ ʢʦʤʧʴʶʪʝʨʝ ʦʧʮʠʠ. ʇʦʩʣʝ ʵʪʦʛʦ 
ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

12. ʅʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʣʫʞʙ (Select Additional Services) 
ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʤʘʩʪʝʨ ʦʧʨʝʜʝʣʠʣ ʠ ʚʳʙʨʘʣ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʩʣʫʞʙʳ ʥʘ 
ʚʘʰʝʤ ʪʝʩʪʦʚʦʤ ʢʦʤʧʴʶʪʝʨʝ. ʇʦʩʣʝ ʵʪʦʛʦ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

ȵɖɎɒɋɝɆɓɎɋ ȫɗɑɎ Ɉɡ ɓɆɗɘɖɔɎɑɎ ɓɆ ɗɈɔɋɒ ɘɋɗɘɔɈɔɒ ɐɔɒɕɢɤɘɋɖɋ Ɉɗɋ ɓɋɔɇɛɔɊɎɒɡɋ ɖɔɑɎ 
Ɏ əɗɘɆɓɔɈɎɑɎ Ɉɗɋ ɓɋɔɇɛɔɊɎɒɔɋ ɊɔɕɔɑɓɎɘɋɑɢɓɔɋ ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ, ɘɆɐɔɋ ɐɆɐ 
Ɇɉɋɓɘɡ ɆɖɛɎɈɆɜɎɎ ɎɑɎ ɆɓɘɎɈɎɖəɗɓɡɋ ɕɖɔɉɖɆɒɒɡ, ɈɆɒ ɓɋ ɕɖɎɊɋɘɗɥ ɈɓɔɗɎɘɢ ɎɍɒɋɓɋɓɎɥ ɓɎ 
ɓɆ ɔɊɓɔɏ Ɏɍ əɕɔɒɥɓəɘɡɛ Ɉɡɞɋ ɗɘɖɆɓɎɜɆɛ ɓɆɗɘɖɔɏɐɎ ɗɑəɌɇ Ɋɑɥ ɖɔɑɋɏ. 

13. ʅʘ ʩʪʨʘʥʠʮʝ ʆʙʨʘʙʦʪʢʘ ʥʝʦʧʨʝʜʝʣʝʥʥʳʭ ʩʣʫʞʙ (Handling Unspecified 

Services) ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

14. ʅʘ ʩʪʨʘʥʠʮʝ ʇʦʜʪʚʝʨʞʜʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʜʣʷ ʩʣʫʞʙ (Confirm Service 

Changes) ʧʨʦʩʤʦʪʨʠʪʝ ʠʟʤʝʥʝʥʠʷ ʨʝʞʠʤʘ ʩʣʫʞʙʳ, ʢʦʪʦʨʳʝ SCW ʚʢʣʶʯʠʪ ʚ 
ʨʝʟʫʣʴʪʠʨʫʶʱʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 



 

 

ȨɓɎɒɆɓɎɋ ȴɗɔɇɔɋ ɈɓɎɒɆɓɎɋ ɔɇɖɆɘɎɘɋ ɓɆ ɗɑəɌɇɡ, ɓɆɝɆɑɢɓɡɏ ɖɋɌɎɒ ɐɔɘɔɖɡɛ ɒɋɓɥɋɘɗɥ ɗ 
Automa tic  (ȦɈɘɔɒɆɘɎɝɋɗɐɎɏ) ɓɆ Disabled  (ȪɋɆɐɘɎɈɎɖɔɈɆɓ), ɝɘɔɇɡ əɇɋɊɎɘɢɗɥ, ɝɘɔ Ɉɡ ɓɋ 
ɔɘɐɑɤɝɆɋɘɋ ɓɋɔɇɛɔɊɎɒɡɋ ɚəɓɐɜɎɎ. 

15. ʅʘ ʩʪʨʘʥʠʮʝ ʉʝʪʝʚʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ (Network Security) ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

16. ʅʘ ʩʪʨʘʥʠʮʝ ʇʨʘʚʠʣʘ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (Network Security Rules) 
ʫʙʝʜʠʪʝʩʴ, ʯʪʦ SCW ʦʧʨʝʜʝʣʠʣ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʦʨʪʳ ʠ ʧʨʠʣʦʞʝʥʠʷ, 
ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʙʨʘʥʜʤʘʫʵʨʘ Windows. ʇʦʩʣʝ 
ʵʪʦʛʦ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

17. ʅʘ ʩʪʨʘʥʠʮʝ ʇʘʨʘʤʝʪʨʳ ʨʝʝʩʪʨʘ (Registry Settings)ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 
ʇʨʦʧʫʩʪʠʪʴ ʵʪʦʪ ʨʘʟʜʝʣ (Skip this section) ʠ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

18. ʅʘ ʩʪʨʘʥʠʮʝ ʇʦʣʠʪʠʢʘ ʘʫʜʠʪʘ (Audit Policy) ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʇʨʦʧʫʩʪʠʪʴ ʵʪʦʪ ʨʘʟʜʝʣ ʠ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

19. ʅʘ ʩʪʨʘʥʠʮʝ ʉʦʭʨʘʥʝʥʠʝ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (Save Security Policy) 
ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

20. ʅʘ ʩʪʨʘʥʠʮʝ ʀʤʷ ʬʘʡʣʘ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security Policy File Name) 
ʟʘʜʘʡʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʫʪʴ, ʠʤʷ ʧʦʣʠʪʠʢʠ ʠ ʟʘʪʝʤ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

ȵɖɎɒɋɝɆɓɎɋ ȵɔ əɒɔɑɝɆɓɎɤ XML-ɚɆɏɑɡ ɕɔɑɎɘɎɐɎ ɗɔɛɖɆɓɥɤɘɗɥ Ɉ ɕɔɊɕɆɕɐə 
Security \ msscw \ policies  ɕɆɕɐɎ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ (ɐɆɐ ɕɖɆɈɎɑɔ, ɔɓɆ ɖɆɗɕɔɑɆɉɆɋɘɗɥ Ɉ 
ɐɆɘɆɑɔɉɋ C: \ Windows ). ȴɊɓɆɐɔ SCW ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɈɔɍɒɔɌɓɔɗɘɢ ɍɆɊɆɘɢ Ɋɖəɉɔɋ 
ɒɋɗɘɔɕɔɑɔɌɋɓɎɋ. 

21. ʅʘ ʩʪʨʘʥʠʮʝ ʇʨʠʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (Apply Security Policy) 
ʱʝʣʢʥʠʪʝ ʦʧʮʠʶ ʇʨʠʤʝʥʠʪʴ ʧʦʟʞʝ (Apply Later). ʇʦʩʣʝ ʵʪʦʛʦ ʱʝʣʢʥʠʪʝ 
ɼʘʣʝʝ. 

ȵɖɎɒɋɝɆɓɎɋ Ƚɘɔɇɡ ɕɖɎɒɋɓɎɘɢ ɕɔɑɎɘɎɐə ɇɋɍɔɕɆɗɓɔɗɘɎ ɓɋɕɔɗɖɋɊɗɘɈɋɓɓɔ Ɉ ɗɋɖɈɋɖə, 
ɒɔɌɓɔ ɈɡɇɖɆɘɢ ɔɕɜɎɤ ȵɖɎɒɋɓɎɘɢ ɗɋɏɝɆɗ (Apply Now). Ƀɘɔ ɕɔɍɈɔɑɥɋɘ ɕɖɎɒɋɓɥɘɢ 

ɕɔɑɎɘɎɐə ɇɋɍɔɕɆɗɓɔɗɘɎ ɐ ɎɍɔɑɎɖɔɈɆɓɓɡɒ ɗɋɖɈɋɖɆɒ. 

22. ʅʘʢʦʥʝʮ, ʥʘ ʩʪʨʘʥʠʮʝ ɿʘʚʝʨʰʝʥʠʝ ʤʘʩʪʝʨʘ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

(Completing the Security Configuration Wizard) ʱʝʣʢʥʠʪʝ ɻʦʪʦʚʦ (Finish). 

ɼʘʣʝʝ ʧʨʝʜʩʪʘʚʣʝʥ ʧʦʨʷʜʦʢ ʦʧʝʨʘʮʠʡ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ SCWcmd.exe ʜʣʷ 
ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʪʦʣʴʢʦ ʯʪʦ ʩʦʟʜʘʥʥʦʛʦ ʚ SCW XML-ʬʘʡʣʘ ʧʦʣʠʪʠʢʠ ʚ GPO. 

ʏʪʦʙʳ ʧʨʝʦʙʨʘʟʦʚʘʪʴ ʧʦʣʠʪʠʢʫ ʨʦʣʠ ʚ GPO 

1. ɺʚʝʜʠʪʝ ʩʣʝʜʫʶʱʝʝ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʠ ʥʘʞʤʠʪʝ ENTER (ʚʚʦʜ): 

scwcmd transform /p:<PathToPolicy.xml> /g:<GPODisplayName>  

ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ ʩʦʟʜʘʝʪ ʚ Active Directory GPO ʧʦʜ ʠʤʝʥʝʤ File Server Policy 
(ʇʦʣʠʪʠʢʘ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ). ɼʣʷ ʥʦʚʦʛʦ GPO ʜʦʣʞʥʦ ʙʳʪʴ ʟʘʜʘʥʦ 
ʫʥʠʢʘʣʴʥʦʝ ʠʤʷ, ʠʥʘʯʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʢʦʤʘʥʜʳ ʙʫʜʝʪ 
ʚʦʟʚʨʘʱʝʥʘ ʦʰʠʙʢʘ: 

scwcmd transform 

/p:"C: \ Windows \ Security \ msscw\ Policies \ FileServer.xml" 

/g:"File Server Policy"  

ȵɖɎɒɋɝɆɓɎɋ Ƀɘɔɘ ɕɖɎɒɋɖ ɕɖɋɊɗɘɆɈɑɋɓ ɍɊɋɗɢ Ɉ ɓɋɗɐɔɑɢɐɔ ɗɘɖɔɐ Ɏɍ-ɍɆ ɔɉɖɆɓɎɝɋɓɓɡɛ 
ɖɆɍɒɋɖɔɈ ɗɘɖɆɓɎɜɡ (ɣɐɖɆɓɆ) Ɏ Ɋɑɥ əɕɖɔɟɋɓɎɥ ɈɔɗɕɖɎɥɘɎɥ, ɓɔ Ɉ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə ɕɖɎ 
ɈɡɕɔɑɓɋɓɎɎ ɐɔɒɆɓɊɡ ɈɈɔɊɎɘɢ ɎɓɚɔɖɒɆɜɎɤ ɓɋɔɇɛɔɊɎɒɔ Ɉ ɔɊɓə ɗɘɖɔɐə. 

2. ʀʩʧʦʣʴʟʫʡʪʝ ʂʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ʛʨʫʧʧʦʚʳʤʠ ʧʦʣʠʪʠʢʘʤʠ (Group Policy 
Management Console, GPMC) ʜʣʷ ʩʚʷʟʳʚʘʥʠʷ ʚʥʦʚʴ ʩʦʟʜʘʥʥʦʛʦ GPO ʩ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷʤʠ. 



 

 

3. ʋʧʦʤʷʥʫʪʳʡ ʚ ɻʣʘʚʝ 1 çʈʝʘʣʠʟʘʮʠʷ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʝʢ ʙʝʟʦʧʘʩʥʦʩʪʠè 
ʠʥʩʪʨʫʤʝʥʪ GPOAccelerator ʩʦʟʜʘʝʪ ʦʙʨʘʟʮʳ ʦʙʲʝʢʪʦʚ GPO, ʢʦʪʦʨʳʝ 
ʠʟʥʘʯʘʣʴʥʦ ʙʳʣʠ ʩʦʟʜʘʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ SCW. ɺ ʵʪʠ GPO ʚʥʝʩʝʥʳ 
ʠʟʤʝʥʝʥʠʷ, ʯʪʦʙʳ ʦʥʠ ʥʝ ʜʝʘʢʪʠʚʠʨʦʚʘʣʠ ʩʣʫʞʙʳ ʩʠʩʪʝʤʳ ʠ ʥʝ 
ʨʝʘʣʠʟʦʚʳʚʘʣʠ ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʍʦʪʷ ʵʪʦ ʧʦʟʚʦʣʷʝʪ ʢʦʤʙʠʥʠʨʦʚʘʪʴ 
ʦʙʲʝʢʪʳ GPO ʜʣʷ ʩʝʨʚʝʨʦʚ, ʥʘʩʪʨʦʝʥʥʳʭ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʨʦʣʝʡ, 
ʥʦ GPO ʣʠʰʴ ʛʘʨʘʥʪʠʨʫʶʪ, ʯʪʦ ʥʝʦʙʭʦʜʠʤʳʝ ʩʣʫʞʙʳ ʩʠʩʪʝʤʳ ʦʩʪʘʶʪʩʷ 
ʘʢʪʠʚʥʳʤʠ. 

4. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʳ ʧʦʣʫʯʘʝʤ ʤʝʭʘʥʠʟʤ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʛʘʨʘʥʪʠʨʦʚʘʥʥʫʶ 
ʜʦʩʪʫʧʥʦʩʪʴ ʩʠʩʪʝʤʳ, ʥʦ, ʢʨʦʤʝ ʪʦʛʦ, ʠʜʝʘʣʴʥʳʡ GPO ʦʪʢʣʶʯʘʝʪ ʚʩʝ 
ʥʝʥʫʞʥʳʝ ʩʣʫʞʙʳ. ʅʘ ʩʚʦʠʭ ʩʝʨʚʝʨʘʭ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ 
ʵʢʩʧʣʫʘʪʘʮʠʠ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ GPO, ʩʦʟʜʘʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʦʤ 
GPOAccelerator, ʥʦ ʟʥʘʯʠʪʝʣʴʥʦʝ ʧʨʝʠʤʫʱʝʩʪʚʦ ʦʙʝʩʧʝʯʘʪ ʦʙʲʝʢʪʳ GPO, 
ʩʦʟʜʘʥʥʳʝ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʚʘʰʠʭ ʩʝʨʚʝʨʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʧʠʩʘʥʥʳʭ 
ʚʳʰʝ ʧʨʦʮʝʜʫʨ. 

ȨɆɌɓɔ ȷɐɆɝɆɏɘɋ Ɏɓɗɘɖəɒɋɓɘ GPOAccelerator  Ɏ ɖəɐɔɈɔɊɗɘɈɔ çʂʘʢ ʠʩʧʦʣʴʟʦʚʘʪʴ 
GPOAcceleratorè Ɋɑɥ ɓɋɉɔ, ɝɘɔɇɡ ɗɔɍɊɆɈɆɘɢ, ɘɋɗɘɎɖɔɈɆɘɢ Ɏ ɖɆɍɈɋɖɘɡɈɆɘɢ ɓɆɗɘɖɔɏɐɎ 
ɇɋɍɔɕɆɗɓɔɗɘɎ Ɋɑɥ çʈʫʢʦʚʦʜʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008». ȪɆɓɓɡɏ 

Ɏɓɗɘɖəɒɋɓɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɗɔɍɊɆɋɘ Ɉɗɋ ɔɇɠɋɐɘɡ GPO Ɋɑɥ ɕɆɖɆɒɋɘɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ, 
ɖɋɐɔɒɋɓɊɔɈɆɓɓɡɛ ɣɘɎɒ ɖəɐɔɈɔɊɗɘɈɔɒ. ȸɆɐɌɋ Ɏɓɗɘɖəɒɋɓɘ ɈɐɑɤɝɆɋɘ . inf -ɚɆɏɑɡ ȾɆɇɑɔɓɔɈ 

ɇɋɍɔɕɆɗɓɔɗɘɎ, ɐɔɘɔɖɡɋ ɒɔɌɓɔ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɋɑɥ ɕɖɎɒɋɓɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ ɐ 
ɎɍɔɑɎɖɔɈɆɓɓɡɒ ɗɋɖɈɋɖɆɒ. 

ʆʙʱʠʝ ʧʨʝʜʧʦʩʳʣʢʠ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 
Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʥʘʯʠʥʘʪʴ ʨʘʙʦʪʫ ʧʦ ʥʘʩʪʨʦʡʢʝ ʚ ʥʦʚʦʡ ʫʩʪʘʥʦʚʢʝ 
ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʦʧʪʠʤʘʣʴʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʣ 
ʚʳʙʠʨʘʝʤʳʝ ʚʘʤʠ ʨʦʣʠ ʠ ʢʦʤʧʦʥʝʥʪʳ. ʆʜʥʘʢʦ ʝʩʣʠ ʥʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʧʦʣʥʠʪʴ 
ʥʦʚʫʶ ʫʩʪʘʥʦʚʢʫ, ʧʨʠʩʪʫʧʘʷ ʢ ʥʘʩʪʨʦʡʢʝ ʦʧʨʝʜʝʣʝʥʥʦʡ ʨʦʣʠ, ʧʨʦʚʝʨʴʪʝ ʩʥʘʯʘʣʘ 
ʩʣʝʜʫʶʱʠʝ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʧʦʤʦʞʝʪ ʩʚʝʩʪʠ ʜʦ 
ʤʠʥʠʤʫʤʘ ʚʦʟʤʦʞʥʦʩʪʴ ʚʣʠʷʥʠʷ ʥʘʩʪʨʦʝʢ ʧʨʝʜʳʜʫʱʠʭ ʢʦʥʬʠʛʫʨʘʮʠʡ ʥʘ 
ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʦʚʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ. 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥ ʩʧʠʩʦʢ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʤ ʨʝʢʦʤʝʥʜʫʝʪ ʩʣʝʜʦʚʘʪʴ Microsoft ʧʝʨʝʜ ʥʘʩʪʨʦʡʢʦʡ ʩʝʨʚʝʨʘ 
ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʨʦʣʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʪʘʙʣʠʮʫ ʢʘʢ ʢʦʥʪʨʦʣʴʥʳʡ 
ʩʧʠʩʦʢ, ʢʦʪʦʨʳʡ ʧʦʤʦʞʝʪ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʚʘʰ ʩʝʨʚʝʨ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʦʙʨʘʟʦʤ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥ ʠ ʟʘʱʠʱʝʥ ʦʪ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʘʪʘʢ. 

ʊʘʙʣʠʮʘ 2.2. ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʚʝʨʘ 

ʂʦʤʧʦʥʝʥʪ ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʌʠʟʠʯʝʩʢʘʷ 
ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʈʘʩʧʦʣʘʛʘʡʪʝ ʩʝʨʚʝʨʳ ʚ ʙʝʟʦʧʘʩʥʳʭ ʟʦʥʘʭ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ 
ʜʦʩʪʫʧʦʤ, ʯʪʦ ʦʙʝʩʧʝʯʠʪ ʩʥʠʞʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʠ 
ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʠ ʩʚʝʜʝʪ ʜʦ ʤʠʥʠʤʫʤʘ 
ʚʦʟʤʦʞʥʦʩʪʴ ʢʨʘʞʠ. 

ʆʙʥʦʚʣʝʥʠʷ 
ʩʠʩʪʝʤʳ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʥʘ 
ʩʝʨʚʝʨʳ ʧʦʩʣʝʜʥʠʭ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʠʩʪʝʤʳ 
ʠʩʧʦʣʴʟʫʡʪʝ ʎʝʥʪʨ ʦʙʥʦʚʣʝʥʠʷ Windows. 

http://go.microsoft.com/fwlink/?LinkId=107265
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ʈʦʣʠ ɼʣʷ ʫʜʘʣʝʥʠʷ ʩ ʩʝʨʚʝʨʦʚ ʚʩʝʭ ʥʝʥʫʞʥʳʭ ʩʣʫʞʙ ʠʣʠ ʢʦʤʧʦʥʝʥʪʦʚ 
ʨʦʣʝʡ ʠʩʧʦʣʴʟʫʡʪʝ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ. ʕʪʘ ʣʫʯʰʘʷ ʧʨʘʢʪʠʢʘ 
ʧʦʤʦʞʝʪ ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʢʘʞʜʦʛʦ 
ʩʝʨʚʝʨʘ. 

ʇʨʠʣʦʞʝʥʠʷ, 
ʩʣʫʞʙʳ ʠ 
ʫʩʪʨʦʡʩʪʚʘ 

ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʢʦʥʬʠʛʫʨʠʨʫʝʪ ʥʝʦʙʭʦʜʠʤʳʝ ʩʣʫʞʙʳ ʠ 
ʫʩʪʨʦʡʩʪʚʘ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʥʘ ʢʘʞʜʳʡ ʩʝʨʚʝʨ ʜʣʷ 
ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʠʤʠ ʨʦʣʝʡ. ʆʜʥʘʢʦ ʣʶʙʦʝ ʧʨʠʣʦʞʝʥʠʝ, 
ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʥʘ ʩʝʨʚʝʨ, ʥʦ ʙʦʣʝʝ ʥʝ ʠʩʧʦʣʴʟʫʝʤʦʝ, ʤʦʞʝʪ 
ʙʳʪʴ ʫʛʨʦʟʦʡ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʫʜʘʣʷʪʴ 
ʩʦ ʚʩʝʭ ʩʝʨʚʝʨʦʚ ʚʩʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʩʣʫʞʙʳ, ʚ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ 
ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

ʇʨʦʪʦʢʦʣʳ ʋʜʘʣʠʪʝ ʠʣʠ ʜʝʘʢʪʠʚʠʨʫʡʪʝ ʚʩʝ ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʦʪʦʢʦʣʳ. ʇʦ 
ʫʤʦʣʯʘʥʠʶ Windows Server 2008 ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʪʘʥʜʘʨʪʥʳʝ 
ʧʨʦʪʦʢʦʣʳ TCP/IP ʚʝʨʩʠʠ 4 ʠ 6 ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩ 
ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʩʝʪʝʚʳʤʠ ʧʣʘʪʘʤʠ. 

ʋʯʝʪʥʳʝ ʟʘʧʠʩʠ ʋʜʘʣʠʪʝ ʚʩʝ ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʛʦʩʪʷ ʥʝ ʘʢʪʠʚʠʨʦʚʘʥʘ (ʦʥʘ 
ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

ʇʨʠʩʚʦʡʪʝ ʥʦʚʦʝ ʠʤʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʟʘʜʘʡʪʝ 
ʜʣʷ ʥʝʝ ʥʘʜʝʞʥʳʡ ʧʘʨʦʣʴ. ɼʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʟʘʱʠʪʳ 
ʦʪʢʣʶʯʠʪʝ ʩʪʘʥʜʘʨʪʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʨʠʤʝʥʷʶʪʩʷ ʧʦʣʠʪʠʢʠ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ. 

ɿʘʧʨʝʪʠʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʝʥʥʦʛʦ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʜʣʷ 
ʩʪʘʥʜʘʨʪʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʆʪʢʣʶʯʠʪʝ ʧʫʩʪʳʝ ʩʝʘʥʩʳ (ʘʥʦʥʠʤʥʳʝ ʚʭʦʜʳ ʚ ʩʠʩʪʝʤʫ). 

ʆʪʢʣʶʯʠʪʝ ʠʣʠ ʫʜʘʣʠʪʝ ʦʙʱʠʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ʆʛʨʘʥʠʯʴʪʝ ʩʦʩʪʘʚ ʣʦʢʘʣʴʥʳʭ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 
(ʠʜʝʘʣʴʥʳʡ ʚʘʨʠʘʥʪ ï ʜʦ ʜʚʫʭ ʫʯʘʩʪʥʠʢʦʚ). 

ʇʦʪʨʝʙʫʡʪʝ ʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʚʳʧʦʣʥʷʪʴ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʚ 
ʠʥʪʝʨʘʢʪʠʚʥʦʤ ʨʝʞʠʤʝ (ʠʣʠ ʨʝʘʣʠʟʫʡʪʝ ʙʝʟʦʧʘʩʥʦʝ ʨʝʰʝʥʠʝ 
ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). 

ʌʘʡʣʳ ʠ 
ʢʘʪʘʣʦʛʠ 

ʉ ʧʦʤʦʱʴʶ Windows Explorer ʧʨʦʚʝʨʷʡʪʝ ʞʝʩʪʢʠʝ ʜʠʩʢʠ ʩʝʨʚʝʨʘ 
ʥʘ ʥʘʣʠʯʠʝ ʬʘʡʣʦʚ ʠʣʠ ʧʘʧʦʢ, ʚ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ ʥʝʪ 
ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ʇʦ ʚʦʟʤʦʞʥʦʩʪʠ ʧʝʨʝʬʦʨʤʘʪʠʨʫʡʪʝ ʜʠʩʢʠ, ʥʘ 
ʢʦʪʦʨʳʭ ʭʨʘʥʠʣʠʩʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʛʨʫʧʧʘ ɺʩʝ ʥʝ ʠʤʝʝʪ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʧʘʧʢʘʤ ʠʣʠ 
ʨʝʩʫʨʩʘʤ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ. 

ʇʨʦʚʝʨʢʘ 
ʨʝʩʫʨʩʦʚ 

ʋʜʘʣʠʪʝ ʩ ʩʝʨʚʝʨʘ ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʨʝʩʫʨʩʳ. 

ʋʜʘʣʠʪʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʛʨʫʧʧʳ ɺʩʝ ʜʣʷ ʚʩʝʭ ʨʝʩʫʨʩʦʚ 
ʩʝʨʚʝʨʘ. 
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ʇʝʨʝʩʤʦʪʨ 
ʧʨʘʚʠʣ 
ʙʨʘʥʜʤʘʫʵʨʘ 

ʇʨʦʚʝʨʴʪʝ ʩʦʩʪʦʷʥʠʝ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʠ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ 
ʜʣʷ ʜʦʩʪʫʧʘ ʠʟ ʩʝʪʠ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʥʝʦʙʭʦʜʠʤʳʝ ʩʝʪʝʚʳʝ 
ʧʦʨʪʳ. ɺ ʢʥʠʛʝ çʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ Windows 
Server 2008è, ʩʦʧʨʦʚʦʞʜʘʶʱʝʡ ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ, ʦʧʠʩʘʥʳ 
ʩʪʘʥʜʘʨʪʥʳʝ ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʩʦʟʜʘʚʘʝʤʳʝ 
ɼʠʩʧʝʪʯʝʨʦʤ ʩʝʨʚʝʨʘ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʨʦʣʠ ʩʝʨʚʝʨʘ. 

ʇʨʦʚʝʨʴʪʝ ʢʦʥʬʠʛʫʨʘʮʠʶ ʜʠʘʧʘʟʦʥʘ ʜʠʥʘʤʠʯʝʩʢʠʭ ʧʦʨʪʦʚ. 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʝʦʙʭʦʜʠʤʳʭ Windows 
Server 2008 ʜʠʥʘʤʠʯʝʩʢʠʭ ʧʦʨʪʘʭ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ 929851 
ɹʘʟʳ ʟʥʘʥʠʡ Microsoft «The default dynamic port range for TCP/IP» 
(ʉʪʘʥʜʘʨʪʥʳʡ ʜʠʘʧʘʟʦʥ ʜʠʥʘʤʠʯʝʩʢʠʭ ʧʦʨʪʦʚ ʜʣʷ TCP/IP). 

ɺʦ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʛʣʘʚʘʭ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʧʨʠʤʝʥʝʥʠʝ ʵʪʠʭ 
ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʧʝʨʝʜ ʧʦʧʳʪʢʦʡ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʢʦʥʢʨʝʪʥʳʝ ʨʦʣʠ ʩʝʨʚʝʨʘ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʩʪʦʯʥʠʢʠ 
ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ɼʠʩʧʝʪʯʝʨʝ ʩʝʨʚʝʨʘ ʠ ʄʘʩʪʝʨʝ ʥʘʩʪʨʦʡʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʭʦʜʷʱʠʭ ʚ ʩʦʩʪʘʚ Windows Server 2008, ʤʦʞʥʦ ʥʘʡʪʠ ʥʘ ʩʘʡʪʝ 
Microsoft.com ʚ ʩʣʝʜʫʶʱʠʭ ʠʩʪʦʯʥʠʢʘʭ: 

¶ Security Configuration Wizard Concepts. 

¶ Security Configuration Wizard ʜʣʷ Windows Server 2008. 

¶ Server Manager (ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ). 

¶ Server Core Installation Option of Windows Server 2008 Step-By-Step Guide. 

¶ The New Windows Firewall. 

¶ Windows Server 2008: Server Management (Windows Server 2008: ʫʧʨʘʚʣʝʥʠʝ 
ʩʝʨʚʝʨʦʤ). 

¶ Windows Server 2008 Server Manager Technical Overview (ʊʝʭʥʠʯʝʩʢʠʡ ʦʙʟʦʨ 
ʜʠʩʧʝʪʯʝʨʘ ʩʝʨʚʝʨʘ Windows Server 2008).

ː̌́̃́ 3: ˜̜̙̏̃̆̎̉̆ ̠̔̑̏̃̎ ̜̈́̉̓̚ ̜̖̅̏̍̆̎̎ ̒̌̔̇̂ 

Active  Directory  

ʆʨʛʘʥʠʟʘʮʠʠ ʠʩʧʦʣʴʟʫʶʪ ɼʦʤʝʥʥʳʝ ʩʣʫʞʙʳ Active Directory® (Active Directory® 
Domain Services, AD DS) ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʜʦʤʝʥʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʨʝʩʫʨʩʘʤʠ, 
ʪʘʢʠʤʠ ʢʘʢ ʢʦʤʧʴʶʪʝʨʳ, ʧʨʠʥʪʝʨʳ ʠ ʧʨʠʣʦʞʝʥʠʷ. AD DS ʚ Windows Server® 2008 
ʚʢʣʶʯʘʝʪ ʨʷʜ ʥʦʚʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʥʝ 
ʙʳʣʠ ʜʦʩʪʫʧʥʳ ʚ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ Windows Server. ʆʩʥʦʚʥʦʡ ʟʘʜʘʯʝʡ 
ʥʝʢʦʪʦʨʳʭ ʠʟ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪʦʚ ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ AD DS. 

ʂʘʢ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ, ʨʦʣʠ ɼʦʤʝʥʥʳʝ ʩʣʫʞʙʳ Active Directory 
ʜʦʩʪʫʧʥʳ ʪʘʢʠʝ ʩʣʫʞʙʳ ʨʦʣʠ: 

http://technet2.microsoft.com/windowsserver/en/library/495269e9-215c-4918-803c-993ab309c6a41033.mspx?mfr=true
http://go.microsoft.com/fwlink/?LinkId=93807
http://go.microsoft.com/fwlink/?LinkId=85612
http://go.microsoft.com/fwlink/?LinkId=99832
http://go.microsoft.com/fwlink/?LinkId=59707
http://go.microsoft.com/fwlink/?LinkId=90773
http://go.microsoft.com/fwlink/?LinkId=85101


 

 

¶ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ AD DS. ʕʪʘ ʩʣʫʞʙʘ ʨʦʣʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʩ ʨʦʣʴʶ 
AD DS ʧʦ ʫʤʦʣʯʘʥʠʶ. ʆʥʘ ʧʦʟʚʦʣʷʝʪ ʩʝʨʚʝʨʫ ʩʦʭʨʘʥʷʪʴ ʜʘʥʥʳʝ ʢʘʪʘʣʦʛʘ ʠ 
ʫʧʨʘʚʣʷʝʪ ʦʙʤʝʥʦʤ ʠʥʬʦʨʤʘʮʠʝʡ ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʜʦʤʝʥʘʤʠ, 
ʚʢʣʶʯʘʷ ʧʨʦʮʝʩʩʳ ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʩʠʩʪʝʤʫ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ 
ʧʦʠʩʢʘ ʧʦ ʢʘʪʘʣʦʛʘʤ. 

¶ ɼʠʩʧʝʪʯʝʨ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʜʣʷ UNIX. ʕʪʘ ʩʣʫʞʙʘ ʨʦʣʠ ʠʥʪʝʛʨʠʨʫʝʪ 
ʢʦʤʧʴʶʪʝʨʳ, ʨʘʙʦʪʘʶʱʠʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows®, ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ 
ʩʨʝʜʫ UNIX. ʄʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʥʝʦʙʷʟʘʪʝʣʴʥʳʝ 
ʧʦʜʩʠʩʪʝʤʳ ʵʪʦʡ ʩʣʫʞʙʳ ʨʦʣʠ

1
: 

o ʉʝʨʚʝʨ ʜʣʷ ʉʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ (Network 
Information Services, NIS). ʕʪʘ ʧʦʜʩʠʩʪʝʤʘ ʚʳʧʦʣʥʷʝʪ ʠʥʪʝʛʨʘʮʠʶ 
ʩʝʪʝʡ Windows ʠ NIS, ʵʢʩʧʦʨʪʠʨʫʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʜʦʤʝʥʦʚ NIS ʚ 
ʟʘʧʠʩʠ ʉʣʫʞʙʳ ʢʘʪʘʣʦʛʦʚ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʣʝʨʫ ʜʦʤʝʥʘ Active 
Directory ʚʳʩʪʫʧʘʪʴ ʚ ʨʦʣʠ ʦʩʥʦʚʥʦʛʦ NIS-ʩʝʨʚʝʨʘ. 

o ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. ʕʪʘ ʧʦʜʩʠʩʪʝʤʘ ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʧʨʠ 
ʠʟʤʝʥʝʥʠʠ ʧʘʨʦʣʷ ʚ ʦʜʥʦʡ ʩʨʝʜʝ (UNIX ʠʣʠ Windows), ʦʥ ʙʫʜʝʪ 
ʠʟʤʝʥʝʥ ʠ ʚ ʜʨʫʛʦʡ ʩʨʝʜʝ. 

 

ʈʠʩ. 3.1. ʀʝʨʘʨʭʠʷ ʩʣʫʞʙ ʨʦʣʠ ʜʣʷ AD DS 

                                                           
1
ɺ ʫʢʘʟʘʥʥʦʤ ʧʝʨʝʯʥʝ ʧʨʦʧʫʱʝʥʦ çʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷè, ʢʦʪʦʨʳʝ 
ʧʦʟʚʦʣʷʶʪ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʩʝʨʚʝʨ NIS ʠ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ (ʧʨʠʤ. ʥʘʫʯʥʦʛʦ 
ʨʝʜʘʢʪʦʨʘ). 
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Directory 
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ʉʣʫʞʙʘ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory 
ʉʣʫʞʙʘ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory ʚ Windows Server 2008 ʚʢʣʶʯʘʝʪ 
ʩʣʝʜʫʶʱʠʝ ʩʚʷʟʘʥʥʳʝ ʩ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʣʫʯʰʝʥʠʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 
ʧʨʝʜʳʜʫʱʠʤʠ ʚʝʨʩʠʷʤʠ Windows Server: 

¶ ɸʫʜʠʪ ʠʟʤʝʥʝʥʠʡ ʘʪʨʠʙʫʪʦʚ. ʊʝʧʝʨʴ Windows Server 2008 ʧʨʠ ʫʩʧʝʰʥʦʤ 
ʠʟʤʝʥʝʥʠʠ ʘʪʨʠʙʫʪʘ ʧʨʦʪʦʢʦʣʠʨʫʝʪ ʢʘʢ ʥʦʚʦʝ, ʪʘʢ ʠ ʩʪʘʨʦʝ ʝʛʦ ʟʥʘʯʝʥʠʷ. 
ʈʘʥʝʝ ʚ ʧʨʦʮʝʩʩʝ ʘʫʜʠʪʘ AD DS ʧʨʦʪʦʢʦʣʠʨʦʚʘʣʦʩʴ ʪʦʣʴʢʦ ʠʤʷ 
ʠʟʤʝʥʝʥʥʦʛʦ ʘʪʨʠʙʫʪʘ. Windows Server 2008 ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʦʜʢʘʪʝʛʦʨʠʠ ʜʣʷ ʘʫʜʠʪʘ AD DS. ɹʣʘʛʦʜʘʨʷ ʵʪʠʤ 
ʫʣʫʯʰʝʥʠʷʤ ʚʳ ʧʦʣʫʯʘʝʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʦʪʩʣʝʞʠʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʘʪʨʠʙʫʪʦʚ 
Active Directory, ʢʘʩʘʶʱʠʭʩʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʵʪʦʤʫ 
ʚʦʧʨʦʩʫ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʨʘʟʜʝʣʝ çʇʦʣʠʪʠʢʠ ʠ ʧʦʜʢʘʪʝʛʦʨʠʠ ʘʫʜʠʪʘè 
ʇʨʠʣʦʞʝʥʠʷ ɸ, çʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶè. 

ȵɖɎɒɋɝɆɓɎɋ Ƀɘɔ əɑəɝɞɋɓɎɋ ɐɆɗɆɋɘɗɥ ɘɋɐɗɘɔɈɡɛ ɆɘɖɎɇəɘɔɈ. Ȫɑɥ ɊɈɔɎɝɓɡɛ 
ɆɘɖɎɇəɘɔɈ ɍɓɆɝɋɓɎɋ ɓɋ ɔɕɖɋɊɋɑɋɓɔ. 

¶ ʈʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. Windows Server 2008 ʧʦʟʚʦʣʷʝʪ 
ʟʘʜʘʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ ʧʘʨʦʣʝʡ ʠ ʙʣʦʢʠʨʦʚʢʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ 
ʦʜʥʦʛʦ ʜʦʤʝʥʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢ ʨʘʟʥʳʤ ʛʨʫʧʧʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʦʤʝʥʘ 
ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʨʘʟʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʠ ʙʣʦʢʠʨʦʚʢʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. 

¶ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ (Read-only domain controller, 
RODC). Windows Server 2008 ʧʦʜʜʝʨʞʠʚʘʝʪ ʵʪʦʪ ʥʦʚʳʡ ʪʠʧ ʢʦʥʪʨʦʣʣʝʨʘ 
ʜʦʤʝʥʘ, ʢʦʪʦʨʳʡ ʠʤʝʝʪ ʙʘʟʫ ʜʘʥʥʳʭ AD DS, ʜʦʩʪʫʧʥʫʶ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ, ʠ 
ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʦʣʴʢʦ ʚʭʦʜʷʱʫʶ ʨʝʧʣʠʢʘʮʠʶ ʜʣʷ ʚʩʝʭ ʨʘʟʤʝʱʝʥʥʳʭ 
ʨʘʟʜʝʣʦʚ ʠ SYSVOL. ʕʪʠ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʦʚ ʥʝ ʩʦʭʨʘʥʷʶʪ ʢʦʧʠʠ 
ʧʘʨʦʣʝʡ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʪʦʣʴʢʦ ʩʧʝʮʠʘʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʢʦʤʧʴʶʪʝʨʘ 
ʜʣʷ RODC ʠ ʩʧʝʮʠʘʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ Kerberos ʜʣʷ RODC. ʊʘʢʠʤ 
ʦʙʨʘʟʦʤ, ʜʨʫʛʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʥʝ ʢʦʧʠʨʫʶʪʩʷ 
ʚ ʥʠʭ. ʂʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʦʩʦʙʝʥʥʦ ʧʦʣʝʟʥʳ ʚ ʩʨʝʜʘʭ, 
ʚ ʢʦʪʦʨʳʭ ʥʝʣʴʟʷ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʬʠʟʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ȵɖɎɒɋɝɆɓɎɋ ȷɑəɌɇɆ ɖɔɑɎ Ȱɔɓɘɖɔɑɑɋɖ ɊɔɒɋɓɆ Active  Directory  əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ 
ɖɋɆɑɎɍɆɜɎɎ ɖɔɑɎ AD DS, ɓɔ, ɘɋɒ ɓɋ ɒɋɓɋɋ, ɗɋɖɈɋɖ ɓɋ ɗɝɎɘɆɋɘɗɥ ɐɔɓɘɖɔɑɑɋɖɔɒ ɊɔɒɋɓɆ ɓɆ ɣɘɔɒ 
ɣɘɆɕɋ. ȵɔɣɘɔɒə ɒɓɔɉɎɋ ɗɑəɌɇɡ, ɗɈɥɍɆɓɓɡɋ ɗɔ ɗɑəɌɇɔɏ ɖɔɑɎ, ɊɋɆɐɘɎɈɎɖɔɈɆɓɡ. Ƚɘɔɇɡ 
ɎɗɕɔɑɢɍɔɈɆɘɢ ɗɑəɌɇə ɖɔɑɎ Ȱɔɓɘɖɔɑɑɋɖ ɊɔɒɋɓɆ Active  Directory , ɓɆ ɗɋɖɈɋɖ ɓɋɔɇɛɔɊɎɒɔ 
ɊɔɇɆɈɎɘɢ ɚəɓɐɜɎɎ ɐɔɓɘɖɔɑɑɋɖɆ ɊɔɒɋɓɆ ɗ ɕɔɒɔɟɢɤ ȲɆɗɘɋɖɆ əɗɘɆɓɔɈɐɎ Ɋɔɒɋɓɓɡɛ ɗɑəɌɇ 
Active  Directory  (Active Directory Domain Services Installation Wizard )  

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 

ʉʣʫʞʙʘ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory ʧʦʜʚʝʨʞʝʥʘ ʪʝʤ ʞʝ ʪʠʧʘʤ ʘʪʘʢ ʥʘ 
ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʠ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʦʚ, ʨʘʙʦʪʘʶʱʠʝ ʩ ʧʨʝʜʳʜʫʱʠʤʠ 
ʚʝʨʩʠʷʤʠ Windows Server. ʏʪʦʙʳ ʦʙʦʟʥʘʯʠʪʴ ʚʩʶ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʵʪʦʡ 
ʩʣʫʞʙʳ ʨʦʣʠ, ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʬʘʡʣʳ. ʕʪʦ ʬʘʡʣʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʩʣʫʞʙʳ 
ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory. 

¶ ɺʳʧʦʣʥʷʶʱʠʝʩʷ ʩʣʫʞʙʳ. ʕʪʦ ʩʣʫʞʙʳ, ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʢʘʢ ʯʘʩʪʴ ʩʣʫʞʙʳ 
ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɖɔɈɋɖɐɎ ɜɋɑɔɗɘɓɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɛ ɚɆɏɑɔɈ Ɏ ɚɆɏɑɔɈ, 
Ɉɡɕɔɑɓɥɋɒɡɛ ɗɑəɌɇɔɏ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ əɘɎɑɎɘɆɒɎ RootkitRevealer  Ɏ 
Sigcheck , ɥɈɑɥɤɟɎɒɎɗɥ ɝɆɗɘɢɤ ɕɆɐɋɘɆ ɗɑəɌɋɇɓɡɛ ɕɖɔɉɖɆɒɒ Windows  Sysinternals . 

http://www.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx
http://www.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx
http://go.microsoft.com/fwlink/?LinkId=96491


 

 

¶ ʇʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʕʪʦ ʠʩʧʦʣʴʟʫʝʤʳʝ ʩʣʫʞʙʦʡ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ 
ʜʦʤʝʥʘ Active Directory ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ Windows. 

¶ ɿʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ. ʕʪʦ ʟʘʚʠʩʠʤʦʩʪʠ ʩʣʫʞʙʳ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ 
Active Directory. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʩʣʫʞʙʳ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ 
Active Directory ʚʢʣʶʯʝʥʳ ʚ ʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʚ Windows Server 
2008, ʧʨʠʣʘʛʘʝʤʳʡ ʢ ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ. ʋʚʠʜʝʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʜʘʥʥʦʡ 
ʩʣʫʞʙʳ ʨʦʣʠ ʤʦʞʥʦ ʥʘ ʚʢʣʘʜʢʝ AD DS ʢʥʠʛʠ ʚ ʨʘʟʜʝʣʘʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʘʞʜʦʤʫ 
ʠʟ ʧʫʥʢʪʦʚ ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʣʫʞʙʳ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory 
ʜʣʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʘ ʦʪ ʟʣʦʫʤʳʰʣʝʥʥʳʭ ʘʪʘʢ. ʇʨʠʚʝʜʝʥʥʳʝ ʥʠʞʝ ʨʝʢʦʤʝʥʜʘʮʠʠ 
ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʥʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ (Select Role Services) ʄʘʩʪʝʨʘ 
ʜʦʙʘʚʣʝʥʠʷ ʨʦʣʝʡ (Add Roles Wizard) ʚʳʙʨʘʥʘ ʪʦʣʴʢʦ ʦʧʮʠʷ ʉʣʫʞʙʘ ʨʦʣʠ 
ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory. ʈʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʜʨʫʛʠʭ ʩʣʫʞʙ ʨʦʣʠ ʥʝ 
ʚʢʣʶʯʝʥʳ. 

ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʧʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, 
ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory. ɺ ʩʣʫʯʘʝ 
ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʪʨʫʜʥʦʩʪʝʡ ʩ ʚʳʧʦʣʥʝʥʠʝʤ ʢʘʢʠʭ-ʣʠʙʦ ʧʫʥʢʪʦʚ ʢʦʥʪʨʦʣʴʥʦʛʦ ʩʧʠʩʢʘ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ 
ʜʘʥʥʦʡ ʛʣʘʚʳ. 

ʊʘʙʣʠʮʘ 3.1. ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʀʩʧʦʣʴʟʦʚʘʪʴ Server Core Windows Server 2008. 

  ʀʩʧʦʣʴʟʦʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨʳ RODC ʪʘʤ, ʛʜʝ ʥʝʚʦʟʤʦʞʥʦ ʛʘʨʘʥʪʠʨʦʚʘʪʴ 
ʬʠʟʠʯʝʩʢʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ. 

  ɼʝʣʝʛʠʨʦʚʘʪʴ ʣʦʢʘʣʴʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʢʦʥʪʨʦʣʣʝʨʦʚ RODC. 

  ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʭʨʘʥʷʱʠʭʩʷ ʥʘ 
ʢʦʥʪʨʦʣʣʝʨʘʭ RODC. 

  ʆʙʲʝʜʠʥʠʪʴ ʩʣʫʞʙʳ ʨʦʣʠ DNS ʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ. 

  ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʦʙʲʝʤʳ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

  ɿʘʧʨʝʪʠʪʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʩʣʫʞʙ ʦʙʭʦʜʠʪʴ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. 

  ʅʘʩʪʨʦʠʪʴ ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. 

  ʇʦʪʨʝʙʦʚʘʪʴ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʚʳʩʦʢʠʤ 
ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ. 



 

 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʋʧʨʘʚʣʷʪʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʩʣʫʞʙ ʧʨʠ ʧʦʤʦʱʠ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

  ʋʧʨʘʚʣʷʪʴ ʯʣʝʥʩʪʚʦʤ ʚ ʛʨʫʧʧʘʭ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ. 

  ʐʠʬʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʘʭ, ʩ ʧʦʤʦʱʴʶ ʐʠʬʨʦʚʘʥʠʷ 
ʜʠʩʢʦʚ BitLockerÈ. 

  ɸʨʭʠʚʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʣʷ BitLocker ʠ TPM
1
. 

  ɿʘʱʠʪʠʪʴ ʢʣʶʯ ʟʘʧʫʩʢʘ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ Syskey. 

ʀʩʧʦʣʴʟʦʚʘʪʴ Server Core Windows Server 2008 

ʈʘʟʚʝʨʪʳʚʘʥʠʝ Windows Server 2008 ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server 
Core ʩʦʢʨʘʱʘʝʪ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʟʘ ʩʯʝʪ ʦʛʨʘʥʠʯʝʥʠʷ 
ʯʠʩʣʘ ʥʝʦʙʭʦʜʠʤʳʭ ʬʘʡʣʦʚ ʠ ʩʣʫʞʙ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Server Core ʥʝ 
ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʬʘʡʣʳ ʠ ʩʣʫʞʙʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʛʨʘʬʠʯʝʩʢʦʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (graphical user interface, GUI); ʚ ʵʪʦʤ ʦʩʥʦʚʥʦʝ 
ʧʨʝʠʤʫʱʝʩʪʚʦ ʵʪʦʡ ʦʧʮʠʠ. 

ʇʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ 
Server Core Windows Server 2008 ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʝʨʦʤ ʤʦʞʥʦ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʦ ʯʝʨʝʟ 
ʠʥʩʪʨʫʤʝʥʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ʏʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʝʨʦʤ ʩ ʧʦʤʦʱʴʶ 
ʠʥʩʪʨʫʤʝʥʪʦʚ GUI, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʠ ʟʘʧʫʩʪʠʪʴ ʠʭ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ 
GUI ʥʘ ʙʘʟʝ Windows. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ, ʫʜʘʣʝʥʠʷ, ʟʘʧʫʩʢʘ ʠ ʦʩʪʘʥʦʚʢʠ ʨʦʣʠ AD DS ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʩʣʝʜʫʶʱʠʝ ʠʥʩʪʨʫʤʝʥʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ: 

¶ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʨʦʣʴ AD DS, ʚʳʧʦʣʥʠʪʝ ʦʜʥʫ ʠʟ ʩʣʝʜʫʶʱʠʭ 
ʢʦʤʘʥʜ: 

dcpromo /unattend:< unattendfile > 

ʠʣʠ 

dcpromo /unattend / option1=òvalue1ò /option2=òvalue2ò 

/option=éò 

ɻʜʝ unattendfile ï ʠʤʷ ʬʘʡʣʘ ʦʪʚʝʪʦʚ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʫʩʪʘʥʦʚʢʠ 
Dcpromo.exe. ʋʩʪʘʥʦʚʢʘ ʨʦʣʠ AD DS ʜʦʣʞʥʘ ʚʳʧʦʣʥʷʪʴʩʷ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʬʘʡʣʘ ʦʪʚʝʪʦʚ, ʧʦʪʦʤʫ ʯʪʦ ʛʨʘʬʠʯʝʩʢʠʡ ʤʘʩʪʝʨ 
Dcpromo.exe ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ. 

¶ ɼʣ ̫ʟʘʧʫʩʢʘ ʩʣʫʞʙʳ ɼʦʤʝʥʥʳʝ ʩʣʫʞʙʳ Active Directory ʚʳʧʦʣʥʠʪʝ 
ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

net start "Active Directory DomainServices"  

¶ ʏʪʦʙʳ ʦʩʪʘʥʦʚʠʪʴ ʩʣʫʞʙʫ ɼʦʤʝʥʥʳʝ ʩʣʫʞʙʳ Active Directory, ʚʳʧʦʣʥʠʪʝ 
ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

net stop " Active Directory  DomainServices"  

                                                           
1
Trusted Platform Module ï ɼʦʚʝʨʝʥʥʳʡ ʧʣʘʪʬʦʨʤʝʥʥʳʡ ʤʦʜʫʣʴ (ʧʨʠʤ. 
ʧʝʨʝʚʦʜʯʠʢʘ). 



 

 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server Core ʠ ʫʧʨʘʚʣʝʥʠʠ 
AD DS ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʠʩʪʦʯʥʠʢʘʭ: 

¶ Server Core. 

¶ Managing Active Directory (ʋʧʨʘʚʣʝʥʠʝ Active Directory). 

ʀʩʧʦʣʴʟʦʚʘʪʴ RODC ʪʘʤ, ʛʜʝ ʥʝʚʦʟʤʦʞʥʦ ʛʘʨʘʥʪʠʨʦʚʘʪʴ 
ʬʠʟʠʯʝʩʢʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʇʦ ʧʨʠʯʠʥʝ ʠʭ ʙʦʣʴʰʦʡ ʚʘʞʥʦʩʪʠ Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʨʘʟʤʝʱʘʪʴ ʢʦʥʪʨʦʣʣʝʨʳ 
ʜʦʤʝʥʘ ʚ ʬʠʟʠʯʝʩʢʠ ʟʘʱʠʱʝʥʥʳʭ ʤʝʩʪʘʭ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʳʤ ʠʤʝʝʪ ʪʦʣʴʢʦ 
ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʝʨʩʦʥʘʣ. ɺ ʩʠʪʫʘʮʠʷʭ, ʢʦʛʜʘ ʚʘʰʝʡ 
ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠʭʦʜʠʪʩʷ ʨʘʟʤʝʱʘʪʴ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ ʚ ʥʝʟʘʱʠʱʝʥʥʳʭ 
ʦʢʨʫʞʝʥʠʷʭ, ʥʘʧʨʠʤʝʨ ʬʠʣʠʘʣʘʭ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ ʪʦʣʴʢʦ 
ʜʣʷ ʯʪʝʥʠʷ (RODCs). 

ʂʦʥʪʨʦʣʣʝʨʳ RODC ʥʝ ʭʨʘʥʷʪ ʣʦʢʘʣʴʥʦ ʢʦʧʠʠ ʧʘʨʦʣʝʡ ʚʩʝʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, 
ʪʦʣʴʢʦ ʩʧʝʮʠʘʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʢʦʤʧʴʶʪʝʨʘ ʜʣʷ RODC ʠ ʩʧʝʮʠʘʣʴʥʫʶ 
ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ Kerberos ʜʣʷ RODC. ʉ ʧʦʤʦʱʴʶ ʇʦʣʠʪʠʢʠ ʨʝʧʣʠʢʘʮʠʠ ʧʘʨʦʣʝʡ 
(Password Replication Policy), ʩʧʝʮʠʘʣʴʥʦ ʩʦʟʜʘʚʘʝʤʦʡ ʜʣʷ RODC, ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ 
ʧʘʨʦʣʠ ʢʘʢʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʙʫʜʫʪ ʭʨʘʥʠʪʴʩʷ ʥʘ ʪʦʤ ʠʣʠ ʠʥʦʤ RODC. ʆʙʳʯʥʦ 
ʙʦʣʴʰʠʥʩʪʚʦ ʢʦʥʪʨʦʣʣʝʨʦʚ RODC ʣʦʢʘʣʴʥʦ ʢʵʰʠʨʫʶʪ ʦʛʨʘʥʠʯʝʥʥʳʡ ʥʘʙʦʨ 
ʧʘʨʦʣʝʡ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ʆʥ ʩʦʜʝʨʞʠʪ ʧʦʜʤʥʦʞʝʩʪʚʦ ʧʘʨʦʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ 
ʨʘʟʨʝʰʝʥʦ ʢʦʧʠʨʦʚʘʥʠʝ ʚ RODC, ʠ ʪʝʭ, ʢ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʳʡ ʜʦʩʪʫʧ ʚ ʵʪʦʤ RODC. ʉ ʧʦʤʦʱʴʶ ʆʪʬʠʣʴʪʨʦʚʘʥʥʦʛʦ ʥʘʙʦʨʘ 
ʘʪʨʠʙʫʪʦʚ RODC (RODC Filtered Attribute Set) ʤʦʞʥʦ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ 
ʢʦʧʠʨʦʚʘʥʠʝ ʜʨʫʛʠʭ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʚʳʧʦʣʥʷʪʴʩʷ ʥʝ ʙʫʜʝʪ. 

ʂʦʥʪʨʦʣʣʝʨʳ ʥʝ ʜʦʧʫʩʢʘʶʪ ʠʟʤʝʥʝʥʠʡ ʙʘʟʳ ʜʘʥʥʳʭ AD DS ʠʟʚʥʝ ʧʦ ʩʣʝʜʫʶʱʠʤ 
ʧʨʠʯʠʥʘʤ: 

¶ ɹʘʟʘ ʜʘʥʥʳʭ AD DS ʚ RODC ʷʚʣʷʝʪʩʷ ʜʦʩʪʫʧʥʦʡ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ. 

¶ ɼʣ ̫ʚʩʝʭ ʨʘʟʤʝʱʝʥʥʳʭ ʨʘʟʜʝʣʦʚ ʠ ʨʝʩʫʨʩʘ SYSVOL ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 
ʪʦʣʴʢʦ ʚʭʦʜʷʱʘʷ ʨʝʧʣʠʢʘʮʠʷ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʦʞʥʦ ʨʘʟʤʝʩʪʠʪʴ ʦʙʳʯʥʳʝ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ ʚ ʙʝʟʦʧʘʩʥʳʭ 
ʮʝʥʪʨʘʭ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʠ ʟʘʪʝʤ ʫʩʪʘʥʦʚʠʪʴ ʩʝʪʝʚʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ 
ʢʦʥʪʨʦʣʣʝʨʘʤʠ RODC. ʆʜʥʘʢʦ ʥʠʢʦʛʜʘ ʥʝʣʴʟʷ ʟʘʙʳʚʘʪʴ ʦ ʪʦʤ, ʯʪʦ ʣʶʙʦʡ 
ʢʦʤʧʴʶʪʝʨ, ʥʘʭʦʜʷʱʠʡʩʷ ʚ ʬʠʟʠʯʝʩʢʠ ʥʝʟʘʱʠʱʝʥʥʦʤ ʤʝʩʪʝ, ʧʨʝʜʩʪʘʚʣʷʝʪ ʫʛʨʦʟʫ 
ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ȵɖɎɒɋɝɆɓɎɋ Ȼɔɘɥ ɐɔɓɘɖɔɑɑɋɖɡ RODC ɓɋ ɘɖɋɇəɤɘ ɕɖɎɒɋɓɋɓɎɥ ɘɆɐɎɛ Ɍɋ ɒɋɖ ɇɋɍɔɕɆɗɓɔɗɘɎ, 
ɐɆɐ Ɋɔɗɘəɕɓɡɋ Ɋɑɥ ɍɆɕɎɗɎ ɐɔɓɘɖɔɑɑɋɖɡ ɊɔɒɋɓɔɈ, ɖɋɆɑɎɍɆɜɎɥ ɖɋɐɔɒɋɓɊɆɜɎɏ ɕɔ ɔɇɋɗɕɋɝɋɓɎɤ 
ɇɋɍɔɕɆɗɓɔɗɘɎ Ɋɑɥ Ɋɔɗɘəɕɓɔɉɔ Ɋɑɥ ɍɆɕɎɗɎ ɊɔɒɋɓɆ ɉɆɖɆɓɘɎɖəɋɘ ɗɆɒəɤ ɓɆɊɋɌɓəɤ Ɏɍ ɈɔɍɒɔɌɓɡɛ 
ɍɆɟɎɘə. 

ɼʝʣʝʛʠʨʦʚʘʪʴ ʣʦʢʘʣʴʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʢʦʥʪʨʦʣʣʝʨʦʚ 
RODC 

ʌʫʥʢʮʠʷ  ʈʘʟʜʝʣʝʥʠʷ ɸʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʈʦʣʝʡ ʧʦʟʚʦʣʷʝʪ ʜʝʣʝʛʠʨʦʚʘʪʴ ʧʨʘʚʘ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ RODC ʣʶʙʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʦʤʝʥʘ ʠʣʠ ʛʨʫʧʧʝ ʜʦʩʪʫʧʘ ʙʝʟ 
ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʠʤ ʢʘʢʠʭ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʘʚ ʥʘ ʜʦʩʪʫʧ ʢ ʜʦʤʝʥʫ ʠʣʠ 
ʜʨʫʛʠʤ ʢʦʥʪʨʦʣʣʝʨʘʤ ʜʦʤʝʥʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩ ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ 
ʧʦʣʥʦʤʦʯʠʷʤʠ ʤʦʞʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ RODC ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʨʘʙʦʪ ʧʦ 
ʦʙʩʣʫʞʠʚʘʥʠʶ ʩʝʨʚʝʨʘ, ʪʘʢʠʭ ʢʘʢ ʦʙʥʦʚʣʝʥʠʝ ʜʨʘʡʚʝʨʘ. 

http://go.microsoft.com/fwlink/?LinkId=99832
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ʆʜʥʘʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩ ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʥʝ ʩʤʦʞʝʪ 
ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʥʘ ʣʶʙʦʤ ʜʨʫʛʦʤ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʠʣʠ ʚʳʧʦʣʥʷʪʴ ʢʘʢʠʝ-ʣʠʙʦ 
ʜʨʫʛʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʟʘʜʘʯʠ ʚ ʜʦʤʝʥʝ. ʊʦ ʝʩʪʴ ʤʦʞʥʦ ʜʝʣʝʛʠʨʦʚʘʪʴ 
ʧʦʣʥʦʤʦʯʠʷ ʛʨʫʧʧʝ ʜʦʩʪʫʧʘ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʷʪ ʥʝ ʫʯʘʩʪʥʠʢʠ ʛʨʫʧʧʳ Domain 
Admins (ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ), ʘ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʟ ʬʠʣʠʘʣʘ, ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʝʡ 
ʚʦʟʤʦʞʥʦʩʪʴ ʵʬʬʝʢʪʠʚʥʦ ʫʧʨʘʚʣʷʪʴ RODC ʚ ʬʠʣʠʘʣʝ, ʥʝ ʧʦʜʚʝʨʛʘʷ ʨʠʩʢʘʤ 
ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʩʪʘʣʴʥʦʛʦ ʜʦʤʝʥʘ. 

ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʭʨʘʥʷʱʠʭʩʷ 
ʥʘ ʢʦʥʪʨʦʣʣʝʨʘʭ RODC 

ʅʝʢʦʪʦʨʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʠʩʧʦʣʴʟʫʶʱʠʝ AD DS ʢʘʢ ʭʨʘʥʠʣʠʱʝ ʜʘʥʥʳʭ, ʤʦʛʫʪ ʠʤʝʪʴ 
ʧʦʜʦʙʥʳʝ ʫʜʦʩʪʦʚʝʨʝʥʠʷʤ ʜʘʥʥʳʝ ʠʣʠ ʘʪʨʠʙʫʪʳ, ʪʘʢʠʝ ʢʘʢ ʧʘʨʦʣʠ, ʫʯʝʪʥʳʝ 
ʜʘʥʥʳʝ ʠʣʠ ʢʣʶʯʠ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʥʝʞʝʣʘʪʝʣʴʥʦ ʭʨʘʥʠʪʴ ʚ RODC ʧʦ 
ʧʨʠʯʠʥʝ ʝʛʦ ʚʦʟʤʦʞʥʦʛʦ ʧʦʭʠʱʝʥʠʷ ʠʣʠ ʚʟʣʦʤʘ. ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʧʦʜʦʙʥʳʝ 
ʘʪʨʠʙʫʪʳ ʧʨʠʣʦʞʝʥʠʡ ʤʦʞʥʦ ʧʨʝʜʧʨʠʥʷʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɼʦʙʘʚʠʪʴ ʚʩʝ ʘʪʨʠʙʫʪʳ ʚ  ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʡ ʥʘʙʦʨ ʘʪʨʠʙʫʪʦʚ RODC, ʯʪʦʙʳ 
ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʠʭ ʢʦʧʠʨʦʚʘʥʠʝ ʚ ʢʦʥʪʨʦʣʣʝʨʳ RODC ʣʝʩʘ. 

¶ ʇʦʤʝʪʠʪʴ ʢʘʞʜʳʡ ʘʪʨʠʙʫʪ ʢʘʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʡ, ʯʪʦ ʫʩʪʨʘʥʷʝʪ 
ʚʦʟʤʦʞʥʦʩʪʴ ʯʪʝʥʠʷ ʵʪʠʭ ʜʘʥʥʳʭ ʜʣʷ ʯʣʝʥʦʚ ʛʨʫʧʧʳ ʇʨʦʰʝʜʰʠʝ ʧʨʦʚʝʨʢʫ 
(Authenticated Users), ʚʢʣʶʯʘʷ ʣʶʙʳʝ ʢʦʥʪʨʦʣʣʝʨʳ RODC. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʦʤ, ʢʘʢ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʭʨʘʥʷʱʝʡʩʷ ʚ ʢʦʥʪʨʦʣʣʝʨʘʭ RODC, ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ «RODC 
filtered attribute setè (ʆʪʬʠʣʴʪʨʦʚʘʥʥʳʡ ʥʘʙʦʨ ʘʪʨʠʙʫʪʦʚ RODC) ʥʘ ʩʪʨʘʥʠʮʝ RODC 
Features (ɺʦʟʤʦʞʥʦʩʪʠ RODC) ʜʣʷ Windows Server 2008. 

ʆʙʲʝʜʠʥʠʪʴ ʩʣʫʞʙʳ ʨʦʣʠ DNS ʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ 

ɼʣʷ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ Windows Server 2008 ʥʝʦʙʭʦʜʠʤʘ ʩʪʘʙʠʣʴʥʘʷ, ʧʨʘʚʠʣʴʥʦ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʘʷ ʩʣʫʞʙʘ DNS. ʄʦʞʥʦ ʠʥʪʝʛʨʠʨʦʚʘʪʴ ʟʦʥʳ DNS ʚ AD DS, ʯʪʦ 
ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤ ʚʘʨʠʘʥʪʦʤ, ʧʦʪʦʤʫ ʯʪʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ 
ʙʝʟʦʧʘʩʥʳʝ ʦʙʥʦʚʣʝʥʠʷ. 

ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʩʦʯʝʪʘʶʪ ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩʣʫʞʙʳ ʨʦʣʠ 
ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory ʠ DNS-ʩʝʨʚʝʨ, ʢʦʛʜʘ ʩʣʫʞʙʘ ʨʦʣʠ DNS-ʩʝʨʚʝʨ 
ʧʦʜʜʝʨʞʠʚʘʝʪ Active Directory. ʆʜʥʘʢʦ Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʠʟʙʝʛʘʪʴ 
ʢʦʤʙʠʥʠʨʦʚʘʥʠʷ ʩʣʫʞʙʳ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory ʩ ʜʨʫʛʠʤʠ 
ʨʦʣʷʤʠ ʩʝʨʚʝʨʘ. ɽʜʠʥʩʪʚʝʥʥʳʤ ʠʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʝʪʩʷ ʩʣʫʞʙʘ ʨʦʣʠ DNS-ʩʝʨʚʝʨ, 
ʧʦʜʜʝʨʞʠʚʘʶʱʘʷ Active Directory. ɺʳʧʦʣʥʷʷ ʚʩʝ ʦʩʪʘʣʴʥʳʝ ʨʦʣʠ ʥʘ ʜʨʫʛʠʭ 
ʩʝʨʚʝʨʘʭ, ʤʳ ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʱʘʝʤ ʫʷʟʚʠʤʦʩʪʴ ʩʣʫʞʙʳ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ 
ʜʦʤʝʥʘ Active Directory. 

ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ 
ʦʙʲʝʤʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʩʪʫʧ ʢ ʦʙʳʯʥʳʤ ʢʦʥʪʨʦʣʣʝʨʘʤ ʜʦʤʝʥʘ ʚ 
ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʪʦʣʴʢʦ ʦʛʨʘʥʠʯʝʥʥʦʡ ʛʨʫʧʧʝ ʚʳʜʝʣʝʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. ɸ 
ʪʘʢʞʝ  ʨʘʟʜʝʣʷʪʴ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʧʦʣʥʦʤʦʯʠʷ ʪʘʢ, ʯʪʦʙʳ ʥʠʢʪʦ ʚ ʚʘʰʝʡ ʩʨʝʜʝ 
ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʥʝ ʦʙʣʘʜʘʣ ʠʟʙʳʪʦʯʥʳʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʚ Active Directory. ʆʙʳʯʥʦ 
ʵʪʦ ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʨʘʟʙʠʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʟʘʜʘʯ ʠ ʨʦʣʝʡ ʥʘ ʧʦʜʢʘʪʝʛʦʨʠʠ ʠ 
ʩʦʟʜʘʥʠʝ ʛʨʫʧʧ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʵʪʠʤ ʟʘʜʘʯʘʤ ʠ ʨʦʣʷʤ. 

http://technet2.microsoft.com/windowsserver2008/en/library/0e8e874f-3ef4-43e6-b496-302a47101e611033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/0e8e874f-3ef4-43e6-b496-302a47101e611033.mspx?mfr=true


 

 

ʂ ʦʩʪʘʣʴʥʳʤ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤ ʜʝʡʩʪʚʠʷʤ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʧʨʝʜʧʨʠʥʷʪʴ ʜʣʷ 
ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʣʫʞʙʳ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory, 
ʦʪʥʦʩʷʪʩʷ: 

¶ ɼʝʘʢʪʠʚʠʨʦʚʘʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ/ʠʣʠ ʢʦʤʧʴʶʪʝʨʦʚ. 

¶ ɼʝʘʢʪʠʚʠʨʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʛʦʩʪʷ. 

¶ ʇʨʠʩʚʦʠʪʴ ʥʦʚʦʝ ʠʤʷ ʩʪʘʥʜʘʨʪʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʟʘʜʘʪʴ 
ʙʦʣʝʝ ʩʣʦʞʥʳʡ ʧʘʨʦʣʴ ʠ ʟʘʪʝʤ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ʝʝ ʩ ʧʦʤʦʱʴʶ ʦʙʲʝʢʪʘ 
ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ. 

¶ ɺʚʝʩʪʠ ʚ ʜʝʡʩʪʚʠʝ ʧʨʘʚʠʣʘ ʩʣʦʞʥʦʩʪʠ ʧʘʨʦʣʝʡ. 

¶ ɿʘʧʨʝʪʠʪʴ ʦʙʱʠʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ. 

ɿʘʧʨʝʪʠʪʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʩʣʫʞʙ ʦʙʭʦʜʠʪʴ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ 

ʇʦʣʴʟʦʚʘʪʝʣʴ, ʦʙʣʘʜʘʶʱʠʡ ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ, ʤʦʞʝʪ ʩʦʟʜʘʚʘʪʴ 
ʦʙʲʝʢʪʳ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʚ ʘʪʨʠʙʫʪʝ useraccountcontrol 
(ʢʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ) ʠ ʦʙʭʦʜʠʪʴ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. ʅʘʧʨʠʤʝʨ, ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʫʯʘʩʪʥʠʢʠ ʛʨʫʧʧʳ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ (Domain Admins) ʤʦʛʫʪ 
ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʧʘʨʦʣʴ, ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʢʦʪʦʨʦʛʦ ʠʩʪʝʢ, ʠʣʠ ʤʦʛʫʪ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠʣʠ 
ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ʨʘʩʰʠʨʝʥʥʦʝ ʧʨʘʚʦ password not required (ʧʘʨʦʣʴ ʥʝ ʪʨʝʙʫʝʪʩʷ) 
ʜʣʷ ʦʙʲʝʢʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʵʪʦ ʧʦʚʝʜʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʘʩʪʨʘʠʚʘʷ ʩʣʝʜʫʶʱʠʝ 
ʨʘʩʰʠʨʝʥʥʳʝ ʧʨʘʚʘ ʚ Active Directory: 

¶ ɺʢʣʶʯʠʪ  ɹʦʪʜʝʣʴʥʦ ʜʣ ̫ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʙʨʘʪʠʤʦʝ 
ʰʠʬʨʦʚʘʥʠʝ ʧʘʨʦʣʷ

1
 (Enable-Per-User-Reversibly-Encrypted-Password). 

ʕʪʦ ʨʘʩʰʠʨʝʥʥʦʝ ʧʨʘʚʦ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 
ʧʦʣʴʟʦʚʘʪʝʣʶ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠʣʠ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ʨʘʩʰʠʨʝʥʥʦʝ ʧʨʘʚʦ ʥʘ 
ʩʦʟʜʘʥʠʝ ʧʘʨʦʣʷ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʦʙʨʘʪʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ (reversible 
encrypted password) ʜʣʷ ʦʙʲʝʢʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ʆʪʤʝʥʘ ʠʩʪʝʯʝʥʠʝ ʩʨʦʢʘ ʧʘʨʦʣʷ (Unexpire-Password). ʕʪʦ ʨʘʩʰʠʨʝʥʥʦʝ 
ʧʨʘʚʦ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʧʘʨʦʣʴ, ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʢʦʪʦʨʦʛʦ ʠʩʪʝʢ, ʜʣʷ ʦʙʲʝʢʪʘ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ʆʙʥʦʚʠʪ  ɹʙʠʪ ʟʘʧʨʦʩʘ ʧʘʨʦʣʷ (Update-Password-Not-Required-Bit). ʕʪʦ 
ʨʘʩʰʠʨʝʥʥʦʝ ʧʨʘʚʦ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʘʢʪʠʚʠʨʦʚʘʪʴ ʠʣʠ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ʨʘʩʰʠʨʝʥʥʦʝ ʧʨʘʚʦ ʧʘʨʦʣʴ ʥʝ 
ʪʨʝʙʫʝʪʩʷ (password not required) ʜʣʷ ʦʙʲʝʢʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʨʘʩʰʠʨʝʥʥʳʭ ʧʨʘʚ ʚ Active Directory ʤʦʞʥʦ 
ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʠʩʪʦʯʥʠʢʘʭ: 

¶ Appendix D: Active Directory (ʇʨʠʣʦʞʝʥʠʝ D: Active Directory). 

¶ Best Practices for Delegating Active Directory (ʃʫʯʰʠʝ ʧʨʘʢʪʠʢʠ 
ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʧʨʘʚ ʚ Active Directory). 

                                                           
1
ɺ ʨʫʩʩʢʦʡ ʚʝʨʩʠʠ ʆʉ ʥʘʟʚʘʥʠʝ ʜʘʥʥʦʛʦ ʧʨʘʚʘ ʦʙʨʝʟʘʝʪʩʷ ʚ ʥʝʢʦʪʦʨʳʭ 
ʠʥʪʝʨʬʝʡʩʘʭ ʠ ʚʳʛʣʷʜʠʪ ʢʘʢ çɺʢʣʶʯʠʪʴ ʦʪʜʝʣʴʥʦ ʜʣʷ ʢʘʞʜʦʛʦ ʇʆè (ʧʨʠʤ. 
ʪʝʭʥʠʯʝʩʢʦʛʦ ʨʝʜʘʢʪʦʨʘ). 

http://technet2.microsoft.com/windowsserver/en/library/0aacf53b-f991-42d0-8d54-b0f4662508bb1033.mspx?mfr=true
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ʅʘʩʪʨʦʠʪʴ ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ 

Windows Server 2008 ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ ʧʘʨʦʣʝʡ ʚ ʨʘʤʢʘʭ 
ʦʜʥʦʛʦ ʜʦʤʝʥʘ. ʊʘʢʠʝ ʧʦʣʠʪʠʢʠ ʥʘʟʳʚʘʶʪ ʨʘʩʰʠʨʝʥʥʳʤʠ ʧʦʣʠʪʠʢʘʤʠ ʧʘʨʦʣʝʡ. ʊʝʤ 
ʩʘʤʳʤ ʧʦʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʜʦʤʝʥʘ ʚ ʮʝʣʦʤ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʤʠʥʠʤʘʣʴʥʳʡ 
ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʘʨʦʣʝʡ, ʥʦ ʧʨʠ ʵʪʦʤ ʧʨʠʤʝʥʷʪʴ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʧʦʣʠʪʠʢʠ 
ʧʘʨʦʣʝʡ ʢ ʢʦʥʢʨʝʪʥʳʤ ʛʨʫʧʧʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʤʧʴʶʪʝʨʦʚ. 

ʉ ʧʦʤʦʱʴʶ ʨʘʩʰʠʨʝʥʥʳʭ ʧʦʣʠʪʠʢ ʧʘʨʦʣʝʡ ʤʦʞʥʦ ʥʘʣʘʛʘʪʴ ʨʘʟʣʠʯʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ 
ʥʘ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʠ ʧʦʣʠʪʠʢʠ ʙʣʦʢʠʨʦʚʢʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʨʘʟʥʳʭ ʛʨʫʧʧ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʜʦʤʝʥʝ. ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ ʧʨʠʤʝʥʠʪʴ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʧʘʨʘʤʝʪʨʳ ʢ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ ʠ ʤʝʥʝʝ ʩʪʨʦʛʠʝ ʧʘʨʘʤʝʪʨʳ ʢ ʫʯʝʪʥʳʤ 
ʟʘʧʠʩʷʤ ʦʩʪʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 
ʩʧʝʮʠʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʧʘʨʦʣʝʡ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʧʨʦʠʩʭʦʜʠʪ 
ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʩ ʜʨʫʛʠʤʠ ʠʩʪʦʯʥʠʢʘʤʠ ʜʘʥʥʳʭ. ʇʨʠʤʝʨʦʤ ʵʪʦʤʫ ʤʦʛʫʪ 
ʙʳʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʢʦʤʧʴʶʪʝʨʘʤʠ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ UNIX, 
ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ ʤʝʥʝʝ ʩʪʨʦʛʠʭ ʧʦʣʠʪʠʢ ʧʘʨʦʣʝʡ. 

ɺ ʯʘʩʪʥʦʩʪʠ, ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʟʘʜʘʶʪʩʷ ʜʣʷ ʩʣʝʜʫʶʱʠʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʨʝʜʧʨʠʷʪʠʷ (Enterprise 
Admins). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ (Domain Admins). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʭʝʤʳ (Schema Admins) 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ DHCP Admins. 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ DNS Admins. 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʆʧʝʨʘʪʦʨʳ ʩʝʨʚʝʨʘ (Server Operators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ (Backup Operators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ (Administrators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʦʣʠʪʠʢʠ (Policy 
Administrators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʝʨʪʠʬʠʢʘʪʦʚ (Certificate 
Administrators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʰʠʬʨʦʚʘʥʠʷ (Cryptographic 
Administrators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʆʧʝʨʘʪʦʨʳ ʧʝʯʘʪʠ (Print Operators). 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʩ ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ ʧʨʘʚʘʤʠ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠ  ̫AD DS, ʪʘʢʠʭ ʢʘʢ ʧʝʨʩʦʥʘʣ ʩʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ 
ʧʦʜʜʝʨʞʢʠ. 

¶ ʋʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʩ ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ ʧʨʘʚʘʤʠ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ, ʚʳʧʦʣʥʷʶʱʠʭʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ-
ʩʝʨʚʝʨʘʭ, ʪʘʢʠʭ ʢʘʢ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ Microsoft Exchange Server ʠʣʠ Microsoft 
SQL Server®. 

ʈʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʧʨʠʤʝʥʷʶʪʩʷ ʪʦʣʴʢʦ ʢ ʦʙʲʝʢʪʘʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 
ʦʙʲʝʢʪʘʤ inetOrgPerson, ʝʩʣʠ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʤʝʩʪʦ ʦʙʲʝʢʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠ 
ʛʣʦʙʘʣʴʥʳʤ ʛʨʫʧʧʘʤ ʜʦʩʪʫʧʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʪʦʣʴʢʦ ʫʯʘʩʪʥʠʢʠ ʛʨʫʧʧʳ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ, ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʠ ʧʨʦʩʤʘʪʨʠʚʘʪʴ 
ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. ʇʨʘʚʦ ʥʘ ʩʦʟʜʘʥʠʝ, ʢʦʥʬʠʛʫʨʘʮʠʶ ʠ ʧʨʦʩʤʦʪʨ 
ʵʪʠʭ ʧʦʣʠʪʠʢ ʤʦʞʥʦ ʜʝʣʝʛʠʨʦʚʘʪʴ ʜʨʫʛʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʥʦ ʜʣʷ ʵʪʦʛʦ ʪʨʝʙʫʝʪʩʷ 



 

 

ʨʝʞʠʤ ʨʘʙʦʪʳ ʜʦʤʝʥʘ Windows Server 2008. ʊʝʤ ʥʝ ʤʝʥʝʝ, Microsoft ʨʝʢʦʤʝʥʜʫʝʪ 
ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʠʣʠ ʥʘʩʪʨʘʠʚʘʪʴ ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ 
ʧʘʨʦʣʝʡ ʪʦʣʴʢʦ ʫʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ. 

ɺʳ ʤʦʞʝʪʝ ʜʝʣʝʛʠʨʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ 
ʧʘʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʢʦʪʦʨʳʤ ʥʝʦʙʭʦʜʠʤʦ ʪʘʢʦʝ ʜʝʣʝʛʠʨʦʚʘʥʠʝ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʧʨʘʚ, ʥʘʧʨʠʤʝʨ, ʧʝʨʩʦʥʘʣʫ ʩʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 
ʏʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʪʘʢʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ 
ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ, ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

1. ʉʦʟʜʘʪʴ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ, ʩʦʩʪʦʷʱʫʶ ʠʟ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʪʨʝʙʫʝʪʩʷ 
ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. 

2. ʇʨʝʜʦʩʪʘʚʠʪʴ ʛʨʫʧʧʝ, ʩʦʟʜʘʥʥʦʡ ʚ ʐʘʛʝ 1, ʧʨʘʚʦ ʥʘ ʯʪʝʥʠʝ Password 
Settings Container (PSC)

1
. 

ʇʦ ʫʤʦʣʯʘʥʠʶ PSC ʩʦʟʜʘʝʪʩʷ ʚ ʜʦʤʝʥʝ ʚ ʢʦʥʪʝʡʥʝʨʝ System (ʉʠʩʪʝʤʘ). 
ʇʨʦʩʤʘʪʨʠʚʘʪʴ ʵʪʦʪ ʢʦʥʪʝʡʥʝʨ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʦʩʥʘʩʪʢʠ Active Directory ï 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʢʦʤʧʴʶʪʝʨʳ ʩ ʚʢʣʶʯʝʥʥʳʤʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ. ɺ 
PSC ʭʨʘʥʷʪʩʷ Password Settings objects

2
 (PSOs) ʜʦʤʝʥʘ. 

ɺʦʟʤʦʞʥʳ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʜʝʣʝʛʠʨʦʚʘʪʴ ʥʝ ʬʘʢʪʠʯʝʩʢʫʶ ʚʦʟʤʦʞʥʦʩʪʴ 
ʩʦʟʜʘʚʘʪʴ ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ, ʘ ʣʠʰʴ ʧʨʘʚʦ ʥʘʟʥʘʯʘʪʴ ʨʘʩʰʠʨʝʥʥʳʝ 
ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʦʧʨʝʜʝʣʝʥʥʳʤ ʛʨʫʧʧʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɼʣʷ ʵʪʦʛʦ Microsoft 
ʨʝʢʦʤʝʥʜʫʝʪ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

1. ʉʦʟʜʘʪʴ ʦʙʲʝʢʪ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʩʦ ʩʪʨʦʛʦʡ ʥʘʩʪʨʦʡʢʦʡ. 

2. ʉʚʷʟʘʪʴ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ ʇʦʣʴʟʦʚʘʪʝʣʠ ʜʦʤʝʥʘ (Domain Users) ʩ ʦʙʲʝʢʪʦʤ 
ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ, ʩʦʟʜʘʥʥʳʤ ʚ ʐʘʛʝ 1. 

3. ɼʣʷ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʩʦʟʜʘʚʘʝʤʳʭ ʚʘʤʠ ʦʙʲʝʢʪʦʚ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʠ 
ʧʘʨʦʣʝʡ ʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

a. ʉʦʟʜʘʪʴ ʦʙʲʝʢʪ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. 

b. ʉʦʟʜʘʪʴ ʛʣʦʙʘʣʴʥʫʶ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ. 

c. ʉʚʷʟʘʪʴ ʛʣʦʙʘʣʴʥʫʶ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ, ʩʦʟʜʘʥʥʫʶ ʚ ʐʘʛʝ b, ʩ 
ʦʙʲʝʢʪʦʤ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ, ʩʦʟʜʘʥʥʳʤ ʚ ʐʘʛʝ ʘ. 

d. ɼʝʣʝʛʠʨʦʚʘʪʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʯʣʝʥʩʪʚʘ ʚ ʛʣʦʙʘʣʴʥʦʡ ʛʨʫʧʧʝ 
ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʫʧʨʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 
ʛʨʫʧʧʳ, ʚʩʣʝʜʩʪʚʠʝ ʯʝʛʦ ʜʝʣʝʛʠʨʫʝʪʩʷ ʧʨʘʚʦ ʥʘʟʥʘʯʘʪʴ 
ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʚʭʦʜʷʱʠʤ ʚ 
ʛʣʦʙʘʣʴʥʫʶ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ. 

ʈʘʩʰʠʨʝʥʥʘʷ ʧʦʣʠʪʠʢʘ ʧʘʨʦʣʝʡ ʥʝ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢ 
ʧʦʜʨʘʟʜʝʣʝʥʠʶ (OU). ʏʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʧʦʣʠʪʠʢʫ ʧʘʨʦʣʝʡ ʢ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚ ʧʦʜʨʘʟʜʝʣʝʥʠʠ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʢʨʳʪʫʶ ʛʨʫʧʧʫ. 

ʉʢʨʳʪʘʷ ʛʨʫʧʧʘ ï ʵʪʦ ʛʣʦʙʘʣʴʥʘʷ ʛʨʫʧʧʘ ʜʦʩʪʫʧʘ, ʣʦʛʠʯʝʩʢʠ ʧʨʦʝʮʠʨʫʝʤʘʷ ʥʘ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʜʣʷ ʚʚʝʜʝʥʠʷ ʚ ʜʝʡʩʪʚʠʝ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ. 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʜʦʙʘʚʣʷʶʪʩʷ ʢʘʢ ʫʯʘʩʪʥʠʢʠ ʚʥʦʚʴ ʩʦʟʜʘʥʥʦʡ ʩʢʨʳʪʦʡ 
ʛʨʫʧʧʳ, ʠ ʟʘʪʝʤ ʵʪʘ ʩʢʨʳʪʘʷ ʛʨʫʧʧʘ ʩʚʷʟʳʚʘʝʪʩʷ ʩ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʣʠʪʠʢʦʡ ʧʘʨʦʣʝʡ. 
ʊʘʢʞʝ ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʢʨʳʪʳʝ ʛʨʫʧʧʳ ʜʣʷ ʜʨʫʛʠʭ 

                                                           
1
ʂʦʥʪʝʡʥʝʨ ʧʘʨʘʤʝʪʨʦʚ ʧʘʨʦʣʝʡ (ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ). 

2
ʆʙʲʝʢʪʳ ʧʘʨʘʤʝʪʨʦʚ ʧʘʨʦʣʝʡ (ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ). 



 

 

ʧʦʜʨʘʟʜʝʣʝʥʠʡ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʝʨʝʭʦʜʠʪ ʠʟ ʦʜʥʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʚ ʜʨʫʛʦʝ, 
ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʦʚʠʪʴ ʩʦʩʪʘʚ ʫʯʘʩʪʥʠʢʦʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʢʨʳʪʳʭ ʛʨʫʧʧ. 

ʈʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʥʝ ʧʨʝʧʷʪʩʪʚʫʶʪ ʨʘʙʦʪʝ ʩʧʝʮʠʘʣʴʥʳʭ ʬʠʣʴʪʨʦʚ 
ʧʘʨʦʣʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʪʦʤ ʞʝ ʜʦʤʝʥʝ. ʆʨʛʘʥʠʟʘʮʠʠ, 
ʧʨʠʤʝʥʷʶʱʠʝ ʩʧʝʮʠʘʣʴʥʳʝ ʬʠʣʴʪʨʳ ʧʘʨʦʣʝʡ ʚ ʢʦʥʪʨʦʣʣʝʨʘʭ ʜʦʤʝʥʦʚ, 
ʚʳʧʦʣʥʷʶʱʠʭ Windows 2000 ʠʣʠ Windows Server 2003, ʤʦʛʫʪ ʧʨʦʜʦʣʞʘʪʴ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʬʠʣʴʪʨʦʚ ʧʘʨʦʣʝʡ ʜʣʷ ʥʘʣʦʞʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 
ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʧʘʨʦʣʠ. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʩʰʠʨʝʥʥʳʭ ʧʦʣʠʪʠʢʘʭ ʧʘʨʦʣʝʡ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ AD 
DS: Fine-Grained Password Policies (AD DS: ʨʘʩʰʠʨʝʥʥʳʝ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ). 

ʇʦʪʨʝʙʦʚʘʪʴ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʜʣʷ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 

ʌʘʢʪʦʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʙʳʯʥʦ ʢʣʘʩʩʠʬʠʮʠʨʫʶʪʩʷ ʩʣʝʜʫʶʱʠʤ 
ʦʙʨʘʟʦʤ: 

¶ ʇʦʣʴʟʦʚʘʪʝʣʴ ʨʘʩʧʦʣʘʛʘʝʪ ʩʧʝʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʪʘʢʦʡ ʢʘʢ ʧʘʨʦʣʴ, 
ʧʘʨʦʣʴʥʘʷ ʬʨʘʟʘ ʠʣʠ ʧʝʨʩʦʥʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ (personal 
identification number, PIN). 

¶ ʇʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʩʧʝʮʠʘʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʪʘʢʦʝ ʢʘʢ ʩʤʘʨʪ-ʢʘʨʪʘ, 
ʤʘʨʢʝʨ ʜʦʩʪʫʧʘ, ʤʘʨʢʝʨ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʤʦʙʠʣʴʥʳʡ ʪʝʣʝʬʦʥ. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʙʠʦʤʝʪʨʠʯʝʩʢʠʡ ʧʘʨʘʤʝʪʨ, ʪʘʢʦʝ ʢʘʢ 
ʦʪʧʝʯʘʪʦʢ ʧʘʣʴʮʘ ʠʣʠ ʫʟʦʨ ʩʝʪʯʘʪʢʠ ʛʣʘʟʘ, ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ɼʅʂ, 
ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʧʦʜʧʠʩʠ ʠʣʠ ʛʦʣʦʩʘ, ʫʥʠʢʘʣʴʥʳʝ ʙʠʦʵʣʝʢʪʨʠʯʝʩʢʠʝ ʩʠʛʥʘʣʳ 
ʠʣʠ ʜʨʫʛʠʝ ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʧʦʢʘʟʘʪʝʣʠ. 

ʏʘʩʪʦ ʚ ʦʨʛʘʥʠʟʘʮʠʷʭ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʦʯʝʪʘʥʠʷ ʵʪʠʭ ʤʝʪʦʜʦʚ. ʅʘʧʨʠʤʝʨ, ʧʣʘʪʝʞʥʘʷ 
ʢʘʨʪʘ ʠ PIN, ʪʘʢʦʡ ʩʧʦʩʦʙ ʝʱʝ ʥʘʟʳʚʘʶʪ ʜʚʫʭʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ. 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʤʦʞʝʪ ʧʨʦʚʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʧʦ ʧʘʨʦʣʶ, ʥʦ ʜʣʷ 
ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. ɺ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʦʙʳʯʥʦ 
ʧʨʠʥʠʤʘʝʪ ʫʯʘʩʪʠʝ ʬʠʟʠʯʝʩʢʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʪʘʢʦʝ ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ ʯʪʝʥʠʷ ʩʤʘʨʪ-
ʢʘʨʪ, USB-ʤʘʨʢʝʨ ʜʦʩʪʫʧʘ ʠʣʠ ʫʩʪʨʦʡʩʪʚʦ ʩʯʠʪʳʚʘʥʠʷ ʦʪʧʝʯʘʪʢʦʚ ʧʘʣʴʮʝʚ. ɺʳʙʦʨ 
ʬʠʟʠʯʝʩʢʠʭ ʫʩʪʨʦʡʩʪʚ ʜʣʷ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʯʘʩʪʦ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ, 
ʠʩʭʦʜʷ ʠʟ ʪʨʝʙʦʚʘʥʠʡ, ʥʝ ʩʚʷʟʘʥʥʳʭ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

ʅʘʧʨʠʤʝʨ, ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ ʤʦʛʣʘ ʙʳ ʧʦʪʨʝʙʦʚʘʪʴ, ʯʪʦʙʳ ʩʤʘʨʪ-ʢʘʨʪʳ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʢʣʶʯʘʣʠ ʠʜʝʥʪʠʬʠʢʘʮʠʶ ʧʦ ʬʦʪʦʛʨʘʬʠʠ, ʧʦʩʢʦʣʴʢʫ ʥʘ ʩʤʘʨʪ-ʢʘʨʪʝ 
ʤʦʛʫʪ ʙʳʪʴ ʥʘʧʝʯʘʪʘʥʳ ʬʦʪʦ ʠ ʠʤʷ ʚʣʘʜʝʣʴʮʘ. ʆʜʥʘʢʦ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʤʘʨʪ-
ʢʘʨʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʯʪʝʥʠʷ, ʯʪʦ ʚʝʜʝʪ ʢ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʨʘʩʭʦʜʘʤ. 
USB-ʤʘʨʢʝʨ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʬʣʵʰ-ʧʘʤʷʪʴ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʦʢʫʤʝʥʪʦʚ ʠ ʬʘʡʣʦʚ, ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʜʢʣʶʯʘʪʴ USB-ʤʘʨʢʝʨ ʚ ʩʫʱʝʩʪʚʫʶʱʠʝ USB-ʧʦʨʪʳ ʩʚʦʠʭ 
ʢʦʤʧʴʶʪʝʨʦʚ. 

ʊʘʢʘʷ ʬʦʨʤʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩ 
ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ. ɺ ʯʘʩʪʥʦʩʪʠ, Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʧʨʠʤʝʥʷʪʴ 
ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʢ ʪʘʢʠʤ ʛʨʫʧʧʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʨʝʜʧʨʠʷʪʠʷ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʭʝʤʳ 

http://go.microsoft.com/fwlink/?LinkId=99500
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¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ DHCP Admins. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ DNS Admins. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʆʧʝʨʘʪʦʨʳ ʩʝʨʚʝʨʘ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʦʣʠʪʠʢʠ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʝʨʪʠʬʠʢʘʪʦʚ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʰʠʬʨʦʚʘʥʠʷ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʆʧʝʨʘʪʦʨʳ ʧʝʯʘʪʠ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʩ ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ ʧʨʘʚʘʤʠ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ AD DS, ʪʘʢʠʭ ʢʘʢ ʧʝʨʩʦʥʘʣ ʩʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ 
ʧʦʜʜʝʨʞʢʠ. 

¶ ʋʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʩ ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ ʧʨʘʚʘʤʠ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ, ʚʳʧʦʣʥʷʶʱʠʭʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ-
ʩʝʨʚʝʨʘʭ, ʪʘʢʠʭ ʢʘʢ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ Microsoft Exchange Server ʠʣʠ Microsoft 
SQL Server®. 

ȵɖɎɒɋɝɆɓɎɋ ȵɔ ɈɔɍɒɔɌɓɔɗɘɎ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɘɢ Ɉ ɔɖɉɆɓɎɍɆɜɎɎ ɒɓɔɉɔɚɆɐɘɔɖɓəɤ 
ɆəɘɋɓɘɎɚɎɐɆɜɎɤ, ɕɔɗɐɔɑɢɐə ɣɘɔ ɔɇɋɗɕɋɝɎɘ ɘɖɋɇɔɈɆɓɎɋ ɕɔ ɕɖɋɊɔɗɘɆɈɑɋɓɎɤ ɗɆɒɡɛ ɓɆɊɋɌɓɡɛ 
Ɏɍ ɈɔɍɒɔɌɓɡɛ ɕɆɖɔɑɋɏ Ɋɑɥ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ ɕɔɑɢɍɔɈɆɘɋɑɥ. ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɒɓɔɉɔɚɆɐɘɔɖɓɔɏ 
ɆəɘɋɓɘɎɚɎɐɆɜɎɎ ɍɆɗɘɆɈɑɥɋɘ ɗɎɗɘɋɒə ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɚɔɖɒɎɖɔɈɆɘɢ ɐɖɎɕɘɔɉɖɆɚɎɝɋɗɐɎ ɗɘɔɏɐɎɋ 
ɗɑəɝɆɏɓɡɋ ɕɆɖɔɑɎ Ɋɑɥ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ. 

ʋʧʨʘʚʣʷʪʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʩʣʫʞʙ ʧʨʠ ʧʦʤʦʱʠ ʫʧʨʘʚʣʷʝʤʦʡ 
ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʣʫʞʙ ʦʪʚʝʯʘʶʪ ʟʘ ʦʙʝʩʧʝʯʝʥʠʝ ʨʘʙʦʪʳ ʩʣʫʞʙʳ ʢʘʪʘʣʦʛʦʚ, 
ʧʘʨʘʤʝʪʨʳ ʫʨʦʚʥʷ ʢʘʪʘʣʦʛʘ, ʫʩʪʘʥʦʚʢʫ ʠ ʦʙʩʣʫʞʠʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 
ʠ ʧʨʠʤʝʥʝʥʠʝ ʧʘʢʝʪʦʚ ʦʙʥʦʚʣʝʥʠʷ ʠ ʠʩʧʨʘʚʣʝʥʠʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʥʘ 
ʢʦʥʪʨʦʣʣʝʨʘʭ ʜʦʤʝʥʘ. ɼʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʵʪʠʭ ʬʫʥʢʮʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʣʫʞʙ 
ʜʦʣʞʥʳ ʠʤʝʪʴ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʢʦʥʪʨʦʣʣʝʨʘʤ ʜʦʤʝʥʘ. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ, ʦʙʣʘʜʘʶʱʠʝ ʚʳʩʦʢʠʤ 
ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ, ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʷʪʴ ʵʪʠʤʠ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʜʦʣʞʥʳ 
ʠʤʝʪʴ ʪʦʣʴʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʣʫʞʙ. ʇʦʩʢʦʣʴʢʫ ʪʘʢʠʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʦʙʣʘʜʘʶʪ 
ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ, ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʘʥʥʳʭ ʥʝ ʜʦʣʞʥʳ ʠʤʝʪʴ 
ʧʦʣʥʦʤʦʯʠʡ ʜʣʷ ʠʭ ʠʟʤʝʥʝʥʠʷ. ʀʥʘʯʝ ʵʪʦ ʧʦʟʚʦʣʠʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʜʘʥʥʳʭ 
ʧʦʚʳʰʘʪʴ ʫʨʦʚʝʥʴ ʩʚʦʠʭ ʧʨʠʚʠʣʝʛʠʡ. ɼʦʩʪʫʧ ʠ ʫʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚ ʣʶʙʦʤ ʜʦʤʝʥʝ ʜʦʣʞʝʥ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʫʧʨʘʚʣʷʝʤʦʤ 
ʧʦʜʜʝʨʝʚʝ. 

ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʙʦʣʝʝ ʫʧʨʘʚʣʷʝʤʫʶ ʩʨʝʜʫ, ʚ ʢʦʪʦʨʦʡ ʥʘʤʥʦʛʦ ʧʨʦʱʝ 
ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʠ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ, 
ʩʦʟʜʘʡʪʝ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʪ ʨʘʙʦʪʘʪʴ ʩ ʫʯʝʪʥʳʤʠ 
ʟʘʧʠʩʷʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚ Active Directory, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ 
ʨʠʩʫʥʢʝ. ʋʯʘʩʪʥʠʢ ʛʨʫʧʧʳ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ ʜʦʣʞʝʥ ʩʦʟʜʘʪʴ ʫʧʨʘʚʣʷʝʤʫʶ 
ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʜʣʷ ʢʘʞʜʦʛʦ ʜʦʤʝʥʘ ʠ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʢʘʞʜʦʝ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʨʝʢʦʤʝʥʜʫʝʤʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʦʟʜʘʚ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʩʦʜʝʨʞʘʱʫʶ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 
ʩʣʫʞʙ ʠ ʠʭ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ, ʤʦʞʥʦ ʙʫʜʝʪ ʧʨʠʤʝʥʠʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʧʘʨʘʤʝʪʨʳ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʦʚʳʩʠʪʴ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ 



 

 

ʢʦʤʧʴʶʪʝʨʦʚ. ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʨʝʜʩʪʘʚʣʝʥ ʧʨʠʤʝʨ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʠ ʧʨʠʤʝʥʷʝʤʳʝ ʢ ʥʝʤʫ ʧʘʨʘʤʝʪʨʳ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ. 

 

ʈʠʩ. 3.2. ʇʨʠʤʝʨ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ 
ʟʘʧʠʩʷʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 

ʉʦʟʜʘʥʠʝ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʠʝ ʵʪʘʧʳ: 

1. ʉʦʟʜʘʥʠʝ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

˨͔ͦͣͤ ͙͙ͦͣͨ͊ͤ͟ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͍͔ͫͭͪͦͤͤ·ͻ ͯ;͔ͭͤ·ͻ 
͙͔͚͊ͨͫ͘ ͙ ͎͙͒ͪͯͻ ͦ͋Ά͔͍ͭͦ͟ 

˽͔͔͙͔ͦ͒ͪ͊͒ͤ͘͡ ͔͍ͦͤͭͪͦͪͦ͟͡͡ ͔͒ͦͣͤ͊ 
˻ͭ͟͡Ό;͙ͭΈ ͔͍͙͔ͤ͊ͫ͒ͦ͊ͤ͡ ͍ͨͪ͊ 
͒ͦͫͭͯͨ͊ ͍ Ήͭͦͣ ͔͔͙͙ͨͦ͒ͪ͊͒ͤ͘͡ 

ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ· 
ͫͯ͗͋͡ 

˽ͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͙ 
͎ͪͯͨͨ· 

˾͊͋ͦ;͙͔ ͫͭ͊ͤͼ͙͙ 
͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦ 

˽ͦ͡Έ͍͔͙ͦ͊ͭ͘͡ 

˽͔͊ͪ͊ͣͭͪ· ͍͔͙ͯͨͪ͊ͤ͡Ύ ͒ͦͫͭͯͨͦͣ ͒͡Ύ 
͔͔͙ͨͦ͒ͪ͊͒ͤ͘͡Ύ ͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦ ͫͯ͗͋͡· 

ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ· ͔͙ͨͪ͒ͨͪΎ͙ͭΎΥ  ͨͦͤ͡·͚ ͒ͦͫͭͯͨ 
ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ· ͔͒ͦͣͤ͊Υ   ͨͦͤ͡·͚ ͒ͦͫͭͯͨ 
ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ·Υ    ͨͦͤ͡·͚ ͒ͦͫͭͯͨ 
˻͋͊ͫͭ͡Έ ͙͔͔͙ͨͪͣͤͤΎΥ 
̏ͭͦͭ ͦ͋Ά͔ͭ͟ ͙ ͍͔ͫ ͒ͦ;͔͙͔ͪͤ ͦ͋Ά͔ͭ͟·Φ 
 
˽͔ͪ͒-Windows нллл ͒ͦͫͭͯͨΥ 
  ˿͙ͨͫͦ͟ ͔͙͎ͫͦ͒ͪ͗ͣͦ ͦ
  ˽ͪͦ;͙ͭ͊ͭΈ ͍͔ͫ ͍͚͍ͫͦͫͭ͊ 
  ͔͙͔̉ͭͤ ͔ͪ͊ͪ͘΄͔͙͚ͤ 
˻͋͊ͫͭ͡Έ ͙͔͔͙ͨͪͣͤͤΎΥ 
˻͋Ά͔ͭ͟· ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 



 

 

2. ɿʘʜʘʥʠʝ ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (access control lists, ACLs) ʜʣʷ 
ʫʧʨʘʚʣʷʝʤʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

3. ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚ ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

4. ɼʦʙʘʚʣʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚ 
ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

5. ɼʦʙʘʚʣʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ  ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʚ 
ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

6. ɿʘʱʠʪʘ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚʥʝ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

ʐʘʛ 1: ʉʦʟʜʘʥʠʝ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʷ 

ʉʦʟʜʘʡʪʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʚ ʥʝʤ ʛʨʫʧʧ ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʠ ʠʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. 
ɺ ʨʘʤʢʘʭ ʵʪʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʩʦʟʜʘʡʪʝ ʜʨʫʛʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ 
ʚʢʣʶʯʘʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʠ ʛʨʫʧʧ, ʠ ʝʱʝ ʦʜʥʦ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʜʣʷ 
ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. 

ʅʘ ʧʨʠʚʝʜʝʥʥʦʤ ʚʳʰʝ ʨʠʩʫʥʢʝ ʦʪʨʘʞʝʥʘ ʨʝʢʦʤʝʥʜʫʝʤʘʷ ʠʝʨʘʨʭʠʷ ʧʦʜʨʘʟʜʝʣʝʥʠʡ, 
ʩʦʩʪʘʚʣʷʶʱʠʭ ʫʧʨʘʚʣʷʝʤʦʝ ʧʦʜʜʝʨʝʚʦ, ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʠ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. ʆʥʘ ʚʢʣʶʯʘʝʪ ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʢʦʨʥʝʤ ʢʦʪʦʨʦʡ ʷʚʣʷʝʪʩʷ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ, 
ʩʦʜʝʨʞʘʱʝʝ ʜʚʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʷ: ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ 
ʛʨʫʧʧ, ʚ ʢʦʪʦʨʦʤ ʨʘʟʤʝʱʘʶʪʩʷ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʠ ʛʨʫʧʧ, ʠ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʚ ʢʦʪʦʨʦʤ ʨʘʟʤʝʱʘʶʪʩʷ 
ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʩʣʫʞʙ. 

ʐʘʛ 2: ɿʘʜʘʥʠʝ ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (access control lists, ACLs) ʜʣ ̫
ʫʧʨʘʚʣʷʝʤʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʦʩʪʘʣʴʥʦʡ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʠ ʩ 
ʜʝʣʝʛʠʨʦʚʘʥʥʳʤʠ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤʠ ʧʨʘʚʘʤʠ ʤʦʛʫʪ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʦ ʧʦʣʫʯʠʪʴ 
ʧʨʘʚʦ ʥʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ ʫʧʨʘʚʣʷʝʤʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 
ʏʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʯʣʝʥʩʪʚʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʛʨʫʧʧ ʠ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʤʦʛʣʠ ʪʦʣʴʢʦ ʢʦʥʢʨʝʪʥʳʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ, ʥʝʦʙʭʦʜʠʤʦ 
ʚʥʝʩʪʠ ʠʟʤʝʥʝʥʠʷ ʚ ʩʧʠʩʢʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʫʧʨʘʚʣʷʝʤʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. ʕʪʦ 
ʧʨʝʜʦʪʚʨʘʪʠʪ ʦʰʠʙʦʯʥʦʝ ʥʘʩʣʝʜʦʚʘʥʠʝ ʫʧʨʘʚʣʷʝʤʳʤʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷʤʠ 
ʠʟʤʝʥʝʥʠʡ ʥʘʩʪʨʦʝʢ ʧʨʘʚ ʜʦʩʪʫʧʘ ʚ GPO, ʟʘʥʠʤʘʶʱʝʤ ʙʦʣʝʝ ʚʳʩʦʢʫʶ ʧʦʟʠʮʠʶ ʚ 
ʩʪʨʫʢʪʫʨʝ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

ʏʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʷʝʤʳʤ ʧʦʜʨʘʟʜʝʣʝʥʠʷʤ, ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ 
ʩʣʝʜʫʶʱʝʝ: 

¶ ʆʪʢʣʶʯʠʪʴ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 
ʩʣʫʞʙ, ʯʪʦʙʳ ʠʟʤʝʥʝʥʠʷ, ʚʥʦʩʠʤʳʝ ʚ ʧʘʨʘʤʝʪʨʳ GPO ʚʳʰʝ ʚ ʩʪʨʫʢʪʫʨʝ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʥʝ ʤʦʛʣʠ ʥʘʩʣʝʜʦʚʘʪʴʩʷ ʩʪʨʫʢʪʫʨʦʡ, ʨʘʩʧʦʣʘʛʘʶʱʝʡʩʷ 
ʥʠʞʝ, ʠ ʧʨʠʚʦʜʠʪʴ ʢ ʠʟʤʝʥʝʥʠʶ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ. 

¶ ɿʘʜʘʪʴ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʣʷ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 
ʩʣʫʞʙ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʚ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. 



 

 

ʊʘʙʣʠʮʘ 3.2. ʅʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʣʷ ʧʦʜʨʘʟʜʝʣʝʥʠʷ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ 

ʊʠʧ ʀʤ ̫ ɼʦʩʪʫʧ ʇʨʠʤʝʥʝʥʠʝ 

ʈʘʟʨʝʰʠʪʴ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 
ʧʨʝʜʧʨʠʷʪʠʷ 

ʇʦʣʥʳʡ ʜʦʩʪʫʧ ʕʪʦʪ ʦʙʲʝʢʪ ʠ ʚʩʝ 
ʜʦʯʝʨʥʠʝ ʦʙʲʝʢʪʳ. 

ʈʘʟʨʝʰʠʪʴ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 
ʜʦʤʝʥʘ 

ʇʦʣʥʳʡ ʜʦʩʪʫʧ ʕʪʦʪ ʦʙʲʝʢʪ ʠ ʚʩʝ 
ʜʦʯʝʨʥʠʝ ʦʙʲʝʢʪʳ. 

ʈʘʟʨʝʰʠʪʴ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʇʦʣʥʳʡ ʜʦʩʪʫʧ ʕʪʦʪ ʦʙʲʝʢʪ ʠ ʚʩʝ 
ʜʦʯʝʨʥʠʝ ʦʙʲʝʢʪʳ. 

ʈʘʟʨʝʰʠʪʴ ʇʨʝʜ-Windows 2000 
ʜʦʩʪʫʧ 

ʉʦʩʪʘʚʣʷʪʴ ʩʧʠʩʦʢ 
ʩʦʜʝʨʞʠʤʦʛʦ 

ʏʠʪʘʪʴ ʚʩʝ 
ʩʚʦʡʩʪʚʘ 

ʏʠʪʘʪʴ ʧʨʘʚʘ 
ʜʦʩʪʫʧʘ 

ʆʙʲʝʢʪʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʐʘʛ 3: ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚ ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʇʝʨʝʥʝʩʠʪʝ ʩʣʝʜʫʶʱʠʝ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙʳ ʠʟ ʠʭ ʪʝʢʫʱʝʛʦ 
ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚ ʢʘʪʘʣʦʛʝ ʚ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʛʨʫʧʧʳ ʩʚʦʝʡ 
ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ: 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʧʨʝʜʧʨʠʷʪʠʷ (ʝʩʣʠ ʷʚʣʷʝʪʩʷ ʢʦʨʥʝʚʳʤ ʜʦʤʝʥʦʤ ʣʝʩʘ) 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʭʝʤʳ (ʝʩʣʠ ʷʚʣʷʝʪʩʷ ʢʦʨʥʝʚʳʤ ʜʦʤʝʥʦʤ ʣʝʩʘ) 

ʏʪʦʙʳ ʧʦʣʥʦʩʪʴʶ ʟʘʱʠʪʠʪʴ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ, ʠʜʝʘʣʴʥʦ ʙʳʣʦ ʙʳ 
ʧʝʨʝʥʝʩʪʠ ʚʩʪʨʦʝʥʥʳʝ ʛʨʫʧʧʳ, ʘ ʵʪʦ ʛʨʫʧʧʳ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ, ʆʧʝʨʘʪʦʨʳ ʩʣʫʞʙ, 
ʆʧʝʨʘʪʦʨʳ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ, ʚ ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. ʆʜʥʘʢʦ ʚʳ ʥʝ ʤʦʞʝʪʝ ʧʝʨʝʥʦʩʠʪʴ ʚʩʪʨʦʝʥʥʳʝ ʛʨʫʧʧʳ ʠʟ ʠʭ 
ʢʦʥʪʝʡʥʝʨʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʐʘʛ 6 ʦʙʲʷʩʥʷʝʪ, ʢʘʢ ʟʘʱʠʪʠʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 
ʫʯʘʩʪʥʠʢʦʚ ʵʪʠʭ ʛʨʫʧʧ. 

ʐʘʛ 4: ɼʦʙʘʚʣʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ-ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚ 
ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʇʝʨʝʥʝʩʠʪʝ ʚʩʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʷʚʣʷʶʱʠʭʩʷ 
ʫʯʘʩʪʥʠʢʘʤʠ ʣʶʙʦʡ ʠʟ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʐʘʛʝ 3, ʠʟ 
ʠʭ ʪʝʢʫʱʝʛʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚ ʢʘʪʘʣʦʛ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʛʨʫʧʧʳ 
ʩʚʦʝʡ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. ʆʙʷʟʘʪʝʣʴʥʦ ʧʝʨʝʥʝʩʠʪʝ 
ʚʩʪʨʦʝʥʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʤʝʥʘ. 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʩʦʟʜʘʚʘʪʴ ʜʚʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʣʷ ʢʘʞʜʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 
ʩʣʫʞʙ: ʦʜʥʫ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʦʙʷʟʘʥʥʦʩʪʝʡ ʠ ʜʨʫʛʫʶ ʜʣʷ ʦʙʳʯʥʦʛʦ ʜʦʩʪʫʧʘ ʚ 
ʢʘʯʝʩʪʚʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʦʤʝʩʪʠʪʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʚ 
ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʛʨʫʧʧʳ ʩʚʦʝʡ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. ɽʩʣʠ ʵʪʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʫʞʝ ʩʫʱʝʩʪʚʫʶʪ ʛʜʝ-ʪʦ ʚ ʢʘʪʘʣʦʛʝ, 
ʧʝʨʝʥʝʩʠʪʝ ʠʭ ʚ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʚ ʜʘʥʥʦʤ ʰʘʛʝ. ʅʝ ʨʘʟʤʝʱʘʡʪʝ ʦʙʳʯʥʳʝ 



 

 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʚ ʵʪʦʡ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʝ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

ʐʘʛ 5: ɼʦʙʘʚʣʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʚ 
ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʆʙʦʟʥʘʯʴʪʝ ʢʦʤʧʴʶʪʝʨʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʢʘʢ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. 
ʇʝʨʝʥʝʩʠʪʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʢʦʤʧʴʶʪʝʨʦʚ ʵʪʠʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʚ ʧʦʜʨʘʟʜʝʣʝʥʠʝ 
ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʚʦʝʡ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ ʧʦʜʨʘʟʜʝʣʝʥʠʡ. 

ȨɆɌɓɔ ȳɎ Ɉ ɐɔɋɒ ɗɑəɝɆɋ ɓɋ ɕɋɖɋɓɔɗɎɘɋ əɝɋɘɓɡɋ ɍɆɕɎɗɎ ɐɔɓɘɖɔɑɑɋɖɔɈ ɊɔɒɋɓɔɈ Ɏɍ 
ɕɔɊɖɆɍɊɋɑɋɓɎɥ ɕɔ əɒɔɑɝɆɓɎɤ Ȱɔɓɘɖɔɑɑɋɖɡ ɊɔɒɋɓɔɈ, ɊɆɌɋ ɋɗɑɎ ɓɋɐɔɘɔɖɡɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɡ 
Ɏɗɕɔɑɢɍəɤɘ Ɏɛ Ɋɑɥ ɈɡɕɔɑɓɋɓɎɥ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɡɛ ɍɆɊɆɝ. ȵɋɖɋɓɔɗ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ 
ɐɔɓɘɖɔɑɑɋɖɔɈ ɊɔɒɋɓɆ ɓɆɖəɞɎɘ ɗɔɉɑɆɗɔɈɆɓɓɔɗɘɢ ɕɖɎɒɋɓɥɋɒɡɛ ɕɔɑɎɘɎɐ ɐɔɓɘɖɔɑɑɋɖɔɈ ɊɔɒɋɓɆ 
ɐɔ Ɉɗɋɒ ɊɔɒɋɓɆɒ ɈɆɞɋɏ ɗɖɋɊɡ. 

ʐʘʛ 6: ɿʘʱʠʪʘ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʚʥʝ ʫʧʨʘʚʣʷʝʤʦʡ ʩʪʨʫʢʪʫʨʳ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

ʅʝʢʦʪʦʨʳʝ ʚʩʪʨʦʝʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙʳ ʟʘʱʠʱʝʥʳ 
ʩʧʝʮʠʘʣʴʥʳʤʠ ʩʪʘʥʜʘʨʪʥʳʤʠ ʜʝʩʢʨʠʧʪʦʨʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʧʨʠʤʝʥʷʶʪʩʷ 
ʧʨʠ ʫʩʪʘʥʦʚʢʝ Active Directory. ʆʜʥʘʢʦ ʵʪʠ ʜʝʩʢʨʠʧʪʦʨʳ ʥʝ ʟʘʱʠʱʘʶʪ ʛʨʫʧʧʳ 
ʆʧʝʨʘʪʦʨʳ ʩʝʨʚʝʨʘ, ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ ʠ ʆʧʝʨʘʪʦʨʳ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ʊʘʢʞʝ ʧʦʩʢʦʣʴʢʫ ʵʪʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʷʚʣʷʶʪʩʷ ʚʩʪʨʦʝʥʥʳʤʠ, ʚʳ ʥʝ ʤʦʞʝʪʝ 
ʟʘʱʠʪʠʪʴ ʠʭ, ʧʝʨʝʥʝʩʷ ʚ ʫʧʨʘʚʣʷʝʤʫʶ ʩʪʨʫʢʪʫʨʫ ʧʦʜʨʘʟʜʝʣʝʥʠʷ. ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ 
ʵʪʠ ʪʨʠ ʛʨʫʧʧʳ, ʧʨʠʤʝʥʠʪʝ ʪʦʪ ʞʝ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ, 
ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʟʘʱʠʪʳ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʨʫʛʠʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 
ʩʣʫʞʙʳ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʧʨʠʚʝʜʝʥʥʦʡ ʨʘʥʝʝ ʪʘʙʣʠʮʝ. 

ʋʧʨʘʚʣʷʪʴ ʯʣʝʥʩʪʚʦʤ ʚ ʛʨʫʧʧʘʭ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ 

ɼʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʝʜʠʪʝ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ ʚ ʢʘʞʜʦʡ ʠʟ 
ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʜʦ ʘʙʩʦʣʶʪʥʦʛʦ ʤʠʥʠʤʫʤʘ, ʜʦʧʫʩʪʠʤʦʛʦ ʣʦʛʠʩʪʠʢʦʡ 
ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʩʦʭʨʘʥʷʷ ʧʨʠ ʵʪʦʤ ʩʧʦʩʦʙʥʦʩʪʴ ʫʧʨʘʚʣʷʪʴ ʬʫʥʢʮʠʷʤʠ ʩʣʫʞʙʳ 
Active Directory. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʦʢʨʘʱʘʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʜʦʩʪʫʧʥʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ. ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ 
ʦʙʲʷʩʥʷʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʧʨʘʢʪʠʢʠ ʫʧʨʘʚʣʝʥʠʷ ʯʣʝʥʩʪʚʦʤ ʚ 
ʛʨʫʧʧʘʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ. 

ʅʘʟʥʘʯʝʥʠʝ ʥʘʜʝʞʥʦʛʦ ʧʝʨʩʦʥʘʣʘ 

ʇʨʝʜʦʩʪʘʚʣʷʡʪʝ ʧʨʘʚʦ ʫʧʨʘʚʣʷʪʴ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʠ ʩʣʫʞʙʦʡ ʢʘʪʘʣʦʛʦʚ ʪʦʣʴʢʦ 
ʥʘʜʝʞʥʦʤʫ ʧʝʨʩʦʥʘʣʫ. ʊʘʢʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʜʦʣʞʥʘ ʚʦʟʣʘʛʘʪʴʩʷ ʠʩʢʣʶʯʠʪʝʣʴʥʦ 
ʥʘ ʥʘʜʝʞʥʳʭ ʠ ʧʨʦʚʝʨʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʢʘʟʘʚʰʠʭ ʩʝʙʷ ʦʪʚʝʪʩʪʚʝʥʥʳʤʠ 
ʦʙʣʘʜʘʪʝʣʷʤʠ ʧʨʘʚ, ʥʘ ʪʝʭ, ʢʪʦ ʧʦʣʥʦʩʪʴʶ ʧʦʥʠʤʘʝʪ, ʢʘʢ ʩʣʝʜʫʝʪ ʦʙʩʣʫʞʠʚʘʪʴ 
ʢʘʪʘʣʦʛ. ʕʪʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʣʞʥʳ ʧʨʝʢʨʘʩʥʦ ʨʘʟʙʠʨʘʪʴʩʷ ʚ ʧʦʣʠʪʠʢʘʭ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʧʝʨʘʮʠʦʥʥʳʭ ʧʦʣʠʪʠʢʘʭ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʜʦʣʞʥʳ 
ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ ʩʚʦʝ ʞʝʣʘʥʠʝ ʚʦʧʣʦʱʘʪʴ ʠʭ ʚ ʞʠʟʥʴ. 

ʆʛʨʘʥʠʯʝʥʠʝ ʯʣʝʥʩʪʚʘ ʚ ɻʨʫʧʧʝ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠʟ ʣʝʩʘ 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʚʢʣʶʯʘʪʴ ʚ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʠʣʠ ʛʨʫʧʧʳ ʠʟ ʜʨʫʛʦʛʦ ʣʝʩʘ, ʪʦʣʴʢʦ ʝʩʣʠ ʚʳ ʘʙʩʦʣʶʪʥʦ ʜʦʚʝʨʷʝʪʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ 
ʩʣʫʞʙ ʵʪʦʛʦ ʣʝʩʘ. ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʣʫʞʙ ʜʨʫʛʦʛʦ ʣʝʩʘ ʧʦʣʥʦʩʪʴʶ ʢʦʥʪʨʦʣʠʨʫʶʪ 
ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʪʦʤ ʣʝʩʫ, ʧʦʵʪʦʤʫ ʦʥʠ ʤʦʛʫʪ ʙʝʟ ʪʨʫʜʘ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʜʦʩʪʦʚʝʨʝʥʠʷ ʦʜʥʦʛʦ ʠʟ ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ 



 

 

ʚʘʰ ʣʝʩ. ɹʦʣʝʝ ʪʦʛʦ, ʪʘʢʦʝ ʜʦʚʝʨʠʝ ʫʜʘʣʝʥʥʦʤʫ ʜʦʤʝʥʫ (ʠʣʠ ʣʝʩʫ) ʧʦʜʨʘʟʫʤʝʚʘʝʪ 
ʜʦʚʝʨʠʝ ʠʩʧʦʣʴʟʫʝʤʳʤ ʚ ʥʝʤ ʤʝʨʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʠʭ ʚʳ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʥʝ 
ʤʦʞʝʪʝ. 

ȵɖɎɒɋɝɆɓɎɋ ȫɗɑɎ Ɉɡ ɔɇɓɆɖəɌɎɈɆɋɘɋ ɓɋɔɇɛɔɊɎɒɔɗɘɢ əɗɘɆɓɔɈɑɋɓɎɥ ɔɘɓɔɞɋɓɎɏ ɊɔɈɋɖɎɥ ɗ 
ɊɖəɉɎɒ ɑɋɗɔɒ, ɖɋɆɑɎɍəɏɘɋ ɚɎɑɢɘɖɆɜɎɤ ɎɊɋɓɘɎɚɎɐɆɘɔɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ (security  identifier , 

SID) ɒɋɌɊə ɑɋɗɆɒɎ. ȺɎɑɢɘɖɆɜɎɥ SID  ɆɐɘɎɈɎɖɔɈɆɓɆ ɕɔ əɒɔɑɝɆɓɎɤ Ɋɑɥ ɈɓɋɞɓɎɛ ɔɘɓɔɞɋɓɎɏ 
ɊɔɈɋɖɎɥ, ɓɔ ɓɋ Ɋɑɥ ɔɘɓɔɞɋɓɎɏ ɊɔɈɋɖɎɥ ɒɋɌɊə ɑɋɗɆɒɎ. Ƀɘɔ ɓɋ ɊɆɋɘ ɆɊɒɎɓɎɗɘɖɆɘɔɖə ɔɊɓɔɉɔ 
ɑɋɗɆ (ȱɋɗ Ȧ) ɕɔɑəɝɎɘɢ ɇɔɑɋɋ ɈɡɗɔɐɎɏ əɖɔɈɋɓɢ ɕɖɎɈɎɑɋɉɎɏ Ɉ Ɋɖəɉɔɒ ɑɋɗə (ȱɋɗ Ȩ) ɕəɘɋɒ 
ɈɗɘɆɈɐɎ SID  ɉɖəɕɕɡ ȦɊɒɎɓɎɗɘɖɆɘɔɖɡ ɊɔɒɋɓɆ Ɉ ɆɘɖɎɇəɘ sidhistory  ȱɋɗɆ Ȧ ɗɈɔɋɏ əɝɋɘɓɔɏ 
ɍɆɕɎɗɎ Ɉ ȱɋɗə Ȩ. 

ɽʩʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʠʟ ʜʨʫʛʦʛʦ ʣʝʩʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʩʪʫʧʘʪʴ ʚ ʨʦʣʠ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩʣʫʞʙ ʚ ʚʘʰʝʤ ʜʦʤʝʥʝ, ʩʦʟʜʘʡʪʝ ʚ ʩʚʦʝʤ ʜʦʤʝʥʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, 
ʢʦʪʦʨʫʶ ʵʪʦʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʟʘʜʘʯ. ʉʦʟʜʘʥʠʝ ʪʘʢʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʫʩʪʨʘʥʷʝʪ ʚʘʰʫ 
ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʨʫʛʦʛʦ ʣʝʩʘ. 

ʆʛʨʘʥʠʯʝʥʠʝ ʛʨʫʧʧʳ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʭʝʤʳ ʚʨʝʤʝʥʥʳʤʠ ʫʯʘʩʪʥʠʢʘʤʠ 

ɻʨʫʧʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʭʝʤʳ ï ʪɻʦ ʦʩʦʙʘʷ ʛʨʫʧʧʘ ʚ ʢʦʨʥʝʚʦʤ ʜʦʤʝʥʝ ʣʝʩʘ, 
ʢʦʪʦʨʘʷ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʩʭʝʤʝ Active Directory. 
ʋʯʘʩʪʥʠʢʠ ʵʪʦʡ ʛʨʫʧʧʳ ʦʙʣʘʜʘʶʪ ʥʝʦʙʭʦʜʠʤʳʤʠ ʧʨʘʚʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ 
ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ʩʭʝʤʫ. ʂʘʢ ʧʨʘʚʠʣʦ, ʧʦʩʢʦʣʴʢʫ ʩʭʝʤʘ ʤʝʥʷʝʪʩʷ ʦʯʝʥʴ ʨʝʜʢʦ, 
ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʪʦʤ, ʯʪʦʙʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʩʭʝʤʳ ʙʳʣ ʜʦʩʪʫʧʝʥ ʧʦʩʪʦʷʥʥʦ. 
ʕʪʘ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʥʫʞʥʘ ʪʦʣʴʢʦ ʚ ʤʦʤʝʥʪ ʦʙʨʘʙʦʪʢʠ ʦʙʥʦʚʣʝʥʠʷ ʩʭʝʤʳ ʠʣʠ 
ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʭʦʟʷʝʚ ʦʧʝʨʘʮʠʡ ʩʭʝʤʳ. 

ʏʪʦʙʳ ʩʚʝʩʪʠ ʜʦ ʤʠʥʠʤʫʤʘ ʚʦʟʤʦʞʥʦʩʪʴ ʘʪʘʢ ʥʘ Active Directory ʯʝʨʝʟ ʫʯʝʪʥʫʶ 
ʟʘʧʠʩʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʦʩʪʘʚʣʷʪʴ ʛʨʫʧʧʫ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 
ʩʭʝʤʳ ʧʫʩʪʦʡ ʠ ʜʦʙʘʚʣʷʪʴ ʚ ʥʝʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʢʦʪʦʨʦʤʫ ʤʦʞʥʦ ʜʦʚʝʨʷʪʴ, ʪʦʣʴʢʦ 
ʢʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʟʘʜʘʯʫ ʧʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʶ ʩʭʝʤʳ. ʇʦʩʣʝ 
ʟʘʚʝʨʰʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʵʪʦʪ ʫʯʘʩʪʥʠʢ ʜʦʣʞʝʥ ʙʳʪʴ ʫʜʘʣʝʥ ʠʟ ʛʨʫʧʧʳ. 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʣʠʰʴ ʪʝʭ ʧʨʘʚ, ʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ 
ʥʝʦʙʭʦʜʠʤʳ 

ɺ Active Directory ʝʩʪʴ ʚʩʪʨʦʝʥʥʘʷ ʛʨʫʧʧʘ ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ. ʋʯʘʩʪʥʠʢʠ ʵʪʦʡ ʛʨʫʧʧʳ 
ʩʯʠʪʘʶʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʩʣʫʞʙ, ʧʦʪʦʤʫ ʯʪʦ ʦʙʣʘʜʘʶʪ ʧʨʘʚʦʤ ʚʳʧʦʣʥʷʪʴ 
ʣʦʢʘʣʴʥʳʡ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʬʘʡʣʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʩʠʩʪʝʤʥʳʝ, ʥʘ 
ʢʦʥʪʨʦʣʣʝʨʘʭ ʜʦʤʝʥʘ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʦʛʨʘʥʠʯʠʪʴ ʯʣʝʥʩʪʚʦ ʚ ʛʨʫʧʧʝ 
ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ ʣʠʰʴ ʪʝʤʠ ʫʯʘʩʪʥʠʢʘʤʠ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʶʪ ʨʝʟʝʨʚʥʦʝ 
ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʜʘʥʥrʭ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ. 

ʅʘ ʢʘʞʜʦʤ ʨʷʜʦʚʦʤ ʩʝʨʚʝʨʝ ʪʘʢʞʝ ʠʤʝʝʪʩʷ ʚʩʪʨʦʝʥʥʘʷ ʣʦʢʘʣʴʥʘʷ ʛʨʫʧʧʘ 
ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʥʝ ʚʚʦʜʠʪʴ ʣʠʮ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ 
ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ SQL Server, ʚ ʛʨʫʧʧʫ 
ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ ʚ Active Directory, ʘ ʩʜʝʣʘʪʴ ʠʭ ʫʯʘʩʪʥʠʢʘʤʠ ʣʦʢʘʣʴʥʦʡ ʛʨʫʧʧʳ 
ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. ʏʣʝʥʩʪʚʦ ʚ ʛʨʫʧʧʝ ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ ʚ Active 
Directory ʩʣʝʜʫʝʪ ʦʛʨʘʥʠʯʠʪʴ ʣʠʰʴ ʪʝʤʠ ʫʯʘʩʪʥʠʢʘʤʠ, ʢʦʪʦʨʳʝ ʘʨʭʠʚʠʨʫʶʪ ʠ 
ʚʦʩʩʪʘʥʘʚʣʠʚʘʶʪ ʜʘʥʥʳʝ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ. 

ʅʘ ʚʳʜʝʣʝʥʥʦʤ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʤʦʞʥʦ ʩʦʢʨʘʪʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ 
ʛʨʫʧʧʳ ʆʧʝʨʘʪʦʨʳ ʘʨʭʠʚʘ. ʂʦʛʜʘ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 
ʜʨʫʛʠʭ ʧʨʠʣʦʞʝʥʠʡ, ʢʘʢ ʵʪʦ ʤʦʞʝʪ ʠʤʝʪʴ ʤʝʩʪʦ ʚ ʬʠʣʠʘʣʝ, ʣʠʮʘ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ 
ʘʨʭʠʚʘʮʠʶ ʜʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 



 

 

ʩʣʫʞʙ, ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʘʡʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʩʠʩʪʝʤʥʳʭ, 
ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ. 

ʅʝʦʙʭʦʜʠʤʦ ʠʟʙʝʛʘʪʴ ʧʨʷʤʦʛʦ ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʟʘʜʘʯ ʧʦ çʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʶ 
ʜʘʥʥʳʭè, ʪʘʢʠʭ ʢʘʢ ʫʧʨʘʚʣʝʥʠʝ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ, ʛʨʫʧʧʝ ʆʧʝʨʘʪʦʨʳ ʫʯʝʪʘ. 
ʉʪʘʥʜʘʨʪʥʳʝ ʨʘʟʨʝʰʝʥʠʷ ʜʣʷ ʢʘʪʘʣʦʛʘ ʦʙʝʩʧʝʯʠʚʘʶʪ ʵʪʦʡ ʛʨʫʧʧʝ ʚʦʟʤʦʞʥʦʩʪʴ 
ʠʟʤʝʥʷʪʴ ʩʦʩʪʘʚ ʫʯʘʩʪʥʠʢʦʚ ʜʨʫʛʠʭ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ, ʪʘʢʠʭ ʢʘʢ 
ʆʧʝʨʘʪʦʨʳ ʩʝʨʚʝʨʘ, ʧʦʵʪʦʤʫ ʫʯʘʩʪʥʠʢʠ ʛʨʫʧʧʳ ʆʧʝʨʘʪʦʨʳ ʫʯʝʪʘ ʤʦʛʫʪ ʨʘʩʰʠʨʠʪʴ 
ʩʚʦʠ ʧʨʘʚʘ ʜʦ ʫʨʦʚʥʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʣʫʞʙ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʛʨʫʧʧʘ ʆʧʝʨʘʪʦʨʳ 
ʫʯʝʪʘ ʧʫʩʪʘ, ʠ ʩʧʠʩʦʢ ʝʝ ʫʯʘʩʪʥʠʢʦʚ ʜʦʣʞʝʥ ʦʩʪʘʚʘʪʴʩʷ ʧʫʩʪʳʤ. 

ʉʫʱʝʩʪʚʫʶʱʠʝ ʚʩʪʨʦʝʥʥʳʝ ʛʨʫʧʧʳ ʦʙʳʯʥʦ ʠʤʝʶʪ ʙʦʣʴʰʝ ʧʨʘʚ ʠ ʨʘʟʨʝʰʝʥʠʡ, ʯʝʤ 
ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʨʦʣʠ. ʇʦʵʪʦʤʫ Microsoft 
ʨʝʢʦʤʝʥʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʝ ʚʩʪʨʦʝʥʥʳʝ ʛʨʫʧʧʳ, ʘ ʩʦʟʜʘʚʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʛʨʫʧʧʳ 
ʜʦʩʪʫʧʘ ʠ ʥʘʟʥʘʯʘʪʴ ʠʤ ʥʝʦʙʭʦʜʠʤʳʝ ʧʨʘʚʘ ʠ ʨʘʟʨʝʰʝʥʠʷ. ʉʦʟʜʘʚʘʷ ʩʧʝʮʠʘʣʴʥʳʝ 
ʛʨʫʧʧʳ, ʚʳ ʤʦʞʝʪʝ ʥʘʟʥʘʯʠʪʴ ʠʤ ʣʠʰʴ ʪʝ ʧʨʘʚʘ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ 
ʚʳʧʦʣʥʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʨʦʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ ʩʦʟʜʘʪʴ 
ʥʦʚʫʶ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ ʇʝʨʩʦʥʘʣ ʩʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʝʡ 
ʪʦʣʴʢʦ ʪʝ ʧʨʘʚʘ ʠ ʨʘʟʨʝʰʝʥʠʷ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʝʝ ʫʯʘʩʪʥʠʢʘʤ ʜʣʷ 
ʚʳʧʦʣʥʝʥʠʷ ʠʭ ʨʦʣʠ. 

ʐʠʬʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʘʭ, ʩ 
ʧʦʤʦʱʴʶ ʰʠʬʨʦʚʘʥʠʷ ʜʠʩʢʦʚ BitLocker 

ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʦʚ BitLocker ï ʵʪʦ ʢʦʤʧʦʥʝʥʪ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʜʦʩʪʫʧʥʳʡ ʚ 
ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows Vista® Enterprise ʠ Windows Vista® Ultimate ʜʣʷ 
ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʚ Windows Server 2008. BitLocker ʧʨʝʜʦʩʪʘʚʣʷʝʪ 
ʫʣʫʯʰʝʥʥʫʶ ʟʘʱʠʪʫ ʧʨʦʪʠʚ ʭʠʱʝʥʠʷ ʜʘʥʥʳʭ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʚ 
ʩʣʫʯʘʝ ʝʛʦ ʧʦʪʝʨʠ ʠʣʠ ʢʨʘʞʠ, ʘ ʪʘʢʞʝ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʝ ʫʜʘʣʝʥʠʝ ʜʘʥʥʳʭ ʧʨʠ 
ʩʧʠʩʘʥʠʠ ʢʦʤʧʴʶʪʝʨʦʚ, ʟʘʱʠʱʝʥʥʳʭ BitLocker. 

ɺ ʩʣʫʯʘʝ ʧʦʪʝʨʠ ʠʣʠ ʢʨʘʞʠ ʢʦʤʧʴʶʪʝʨʘ ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʥʝʤ ʜʘʥʥʳʝ ʦʢʘʟʳʚʘʶʪʩʷ 
ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʢʘʢ ʧʫʪʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʪʘʢ ʠ ʧʫʪʝʤ ʧʝʨʝʥʦʩʘ 
ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ ʥʘ ʜʨʫʛʦʡ ʢʦʤʧʴʶʪʝʨ. ʉʦʯʝʪʘʷ ʜʚʘ ʦʩʥʦʚʥʳʭ ʤʝʭʘʥʠʟʤʘ ʟʘʱʠʪʳ 
ʜʘʥʥʳʭ, BitLocker ʧʦʤʦʛʘʝʪ ʩʦʢʨʘʪʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʥʘ ʧʦʪʝʨʷʥʥʳʭ 
ʠʣʠ ʧʦʭʠʱʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ: 

¶ ʐʠʬʨʦʚʘʥʠʝ ʚʩʝʛʦ ʪʦʤʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows ʠ ʪʦʤʦʚ ʜʘʥʥʳʭ 
ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ. BitLocker ʰʠʬʨʫʝʪ ʚ ʪʦʤʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʚʩʝ 
ʬʘʡʣʳ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʠʩʪʝʤʥʳʝ ʬʘʡʣʳ, ʚʢʣʶʯʘʷ ʬʘʡʣʳ ʧʦʜʢʘʯʢʠ ʠ 
ʜʘʥʥʳʭ ʩʧʷʱʝʛʦ ʨʝʞʠʤʘ, ʪʘʢʞʝ ʤʦʛʫʪ ʰʠʬʨʦʚʘʪʴʩʷ ʪʦʤʘ ʜʘʥʥʳʭ. 

¶ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʛʨʫʟʢʠ ʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ 
ʟʘʛʨʫʟʢʠ ʚ ʩʘʤʦʤ ʥʘʯʘʣʝ ʟʘʛʨʫʟʢʠ. ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ɼʦʚʝʨʝʥʥʳʤ 
ʧʣʘʪʬʦʨʤʝʥʥʳʤ ʤʦʜʫʣʝʤ (Trusted Platform Module, TPM) ʚʝʨʩʠʠ 1.2 
BitLocker, ʠʩʧʦʣʴʟʫʷ ʨʘʩʰʠʨʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ TPM, 
ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʚʘʰʠ ʜʘʥʥʳʝ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʧʨʠ ʫʩʣʦʚʠʠ ʮʝʣʦʩʪʥʦʩʪʠ 
ʢʦʤʧʦʥʝʥʪʦʚ ʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ ʠ ʨʘʟʤʝʱʝʥʠʷ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʠʩʢʘ ʥʘ 
ʠʩʭʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɼʦʩʪʫʧʥʳʡ ʜʣʷ ʟʘʧʠʩʠ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ ʩʦʜʝʨʞʠʪ ʚʩʝ ʧʘʨʦʣʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
ʜʦʤʝʥʘ, ʩʝʨʪʠʬʠʢʘʪʳ X.509 ʠ ʜʨʫʛʫʶ ʢʘʩʘʶʱʫʶʩʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʶ. 
ʇʦʵʪʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʝ BitLocker ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʪʦʤʦʚ ʦʙʝʩʧʝʯʠʚʘʝʪ 
ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʟʘʱʠʪʫ ʥʘ ʩʣʫʯʘʡ ʢʨʘʞʠ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ ʠʣʠ ʝʛʦ ʞʝʩʪʢʦʛʦ 



 

 

ʜʠʩʢʘ. ɺ ʢʦʥʪʨʦʣʣʝʨʘʭ RODC ʭʨʘʥʠʪʩʷ ʣʠʰʴ ʯʘʩʪʴ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʥʦ Microsoft 
ʚʩʝ ʨʘʚʥʦ ʨʝʢʦʤʝʥʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʰʠʬʨʦʚʘʥʠʝ ʪʦʤʦʚ ʩ ʧʦʤʦʱʴʶ BitLocker. 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʘʩʪʨʦʡʢʝ BitLocker ʜʣʷ Windows Server 2008 
ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ BitLocker Drive Encryption (ʐʠʬʨʦʚʘʥʠʝ ʜʠʩʢʦʚ BitLocker). 

ȵɖɎɒɋɝɆɓɎɋ ȴɇɋɍɔɕɆɗɢɘɋ ɔɗɓɔɈɓɡɋ ɐɑɤɝɎ ɘɔɒɆ BitLocker  Ɉ ɐɔɓɘɖɔɑɑɋɖɆɛ ɊɔɒɋɓɆ ɗ 
ɕɔɒɔɟɢɤ TPM Ɏ ɐɑɤɝɆ ɍɆɕəɗɐɆ ɎɑɎ TPM Ɏ PIN. TPM ɓɋ ɊɔɑɌɋɓ ɇɡɘɢ ɋɊɎɓɗɘɈɋɓɓɡɒ ɒɋɘɔɊɔɒ 
ɍɆɟɎɘɡ ɔɗɓɔɈɓɡɛ ɐɑɤɝɋɏ ɘɔɒɆ Ɋɑɥ ɐɔɓɘɖɔɑɑɋɖɔɈ ɊɔɒɋɓɆ. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢʘʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ BitLocker ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ 
ʩʣʝʜʫʶʱʠʭ ʠʩʪʦʯʥʠʢʘʭ: 

¶ IT Showcase: Optimizing Client Security by Using Windows Vista (ɼʝʤʦʥʩʪʨʘʮʠʷ 
ʜʣʷ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʦʚ: ʦʧʪʠʤʠʟʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʣʠʝʥʪʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
Windows Vista). 

¶ Secure Hardware - Overview (ʆʙʟʦʨ ʘʧʧʘʨʘʪʥʳʭ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ). 

ɸʨʭʠʚʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʣ ̫BitLocker ʠ TPM 

ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʢʘʞʜʦʛʦ ʪʦʤʘ ʩ ʧʦʜʜʝʨʞʢʦʡ BitLocker ʩʦʟʜʘʝʪʩʷ ʧʘʨʦʣʴ 
ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠ TPM, ʪʨʝʙʫʝʪʩʷ ʪʘʢʞʝ ʟʘʜʘʪʴ ʧʘʨʦʣʴ 
ʚʣʘʜʝʣʴʮʘ TPM. ʅʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʵʪʠʭ ʪʝʭʥʦʣʦʛʠʡ ʠʥʬʦʨʤʘʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 
ʤʦʞʥʦ ʭʨʘʥʠʪʴ ʚ AD DS. 

ʉʦʭʨʘʥʝʥʠʝ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʧʘʨʦʣʝʡ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʣʷ ʪʦʤʘ ʜʠʩʢʘ, 
ʟʘʱʠʱʝʥʥʦʛʦ BitLocker, ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʪʦʤ ʚ ʩʣʫʯʘʝ 
ʝʛʦ ʙʣʦʢʠʨʦʚʢʠ. ʕʪʦ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ 
ʰʠʬʨʦʚʘʥʥʳʤ ʜʘʥʥʳʤ ʧʨʝʜʧʨʠʷʪʠʷ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

ȵɖɎɒɋɝɆɓɎɋ Ƀɘɔɘ ɒɋɘɔɊ ɗɔɍɊɆɓɎɥ ɖɋɍɋɖɈɓɔɏ ɐɔɕɎɎ ɕɆɖɔɑɋɏ ɈɔɗɗɘɆɓɔɈɑɋɓɎɥ ɕɖɋɊɕɔɑɆɉɆɋɘ 
ɓɆɑɎɝɎɋ Ɉ ɔɖɉɆɓɎɍɆɜɎɎ ɓɋɗɐɔɑɢɐɎɛ ɐɔɓɘɖɔɑɑɋɖɔɈ ɊɔɒɋɓɆ. ȫɗɑɎ Ɏɒɋɋɘɗɥ ɘɔɑɢɐɔ ɔɊɎɓ 
ɐɔɓɘɖɔɑɑɋɖ ɊɔɒɋɓɆ, ɕɆɖɔɑɎ ɈɔɗɗɘɆɓɔɈɑɋɓɎɥ ɓɋɔɇɛɔɊɎɒɔ ɐɔɕɎɖɔɈɆɘɢ Ɏ ɓɆ ɗɠɋɒɓɡɋ ɓɔɗɎɘɋɑɎ. 

ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʩʚʝʜʝʥʠʡ ʦ ʚʣʘʜʝʣʴʮʝ TPM ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ ʧʦʟʚʦʣʷʝʪ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʣʦʢʘʣʴʥʦ ʠ ʫʜʘʣʝʥʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʦʙʦʨʫʜʦʚʘʥʠʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ TPM ʵʪʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʚʳʚʦʜʝ ʠʟ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠʣʠ 
ʠʟʤʝʥʝʥʠʠ ʥʘʟʥʘʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʚʦʩʩʪʘʥʦʚʠʪʴ ʜʣʷ TPM 
ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʠ AD DS ʜʣʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ 
ʠʥʬʦʨʤʘʮʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ BitLocker ʠ TPM ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Configuring 
Active Directory (ʅʘʩʪʨʦʡʢʘ Active Directory). 

ɿʘʱʠʪʠʪʴ ʢʣʶʯ ʟʘʧʫʩʢʘ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ Syskey 

ʂʘʢ ʧʨʘʚʠʣʦ, ʚ ʙʝʟʦʧʘʩʥʳʭ ʩʨʝʜʘʭ ʮʝʥʪʨʦʚ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʚʳʧʦʣʥʷʪʴ 
ʧʝʨʝʟʘʧʫʩʢ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʤʦʞʝʪ ʪʦʣʴʢʦ ʘʚʪʦʨʠʟʦʚʘʥʥʳʡ ʧʝʨʩʦʥʘʣ. ʆʜʥʘʢʦ 
ʚ ʩʨʝʜʝ, ʚ ʢʦʪʦʨʦʡ ʥʝʚʦʟʤʦʞʥʦ ʩʪʨʦʛʦ ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʨʝʢʦʤʝʥʜʘʮʠʠ, ʥʘʧʨʠʤʝʨ ʚ 
ʬʠʣʠʘʣʘʭ, ʩʫʱʝʩʪʚʫʝʪ ʧʦʚʳʰʝʥʥʘʷ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʧʝʨʝʟʘʧʫʩʢ ʢʦʥʪʨʦʣʣʝʨʘ 
ʚʳʧʦʣʥʠʪ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ ʣʠʮʦ. 

ʅʝʟʘʧʣʘʥʠʨʦʚʘʥʥʳʡ ʠʣʠ ʥʝʦʞʠʜʘʥʥʳʡ ʧʝʨʝʟʘʧʫʩʢ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ ʤʦʞʝʪ 
ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʪʦʤ, ʯʪʦ ʦʥ ʙʳʣ ʟʘʧʫʱʝʥ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʚ ʘʣʴʪʝʨʥʘʪʠʚʥʦʡ 
ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʠ ʝʛʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘʨʫʰʝʥʘ. ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʧʝʨʝʟʘʧʫʩʢ 
ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ ʚʩʝʛʦ ʣʠʰʴ ʠʟ-ʟʘ ʦʪʢʣʶʯʝʥʠʷ ʵʣʝʢʪʨʦʧʠʪʘʥʠʷ ʠʣʠ ʧʣʘʥʦʚʦʛʦ 
ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ. ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ 

http://technet2.microsoft.com/windowsserver2008/en/library/cbc28269-5146-4672-9161-8872697897061033.mspx?mfr=true
http://download.microsoft.com/download/1/f/5/1f5f5084-cef2-43ee-a1d7-ea7b07c1c065/VistaSecurity_TWP.doc
http://go.microsoft.com/fwlink/?LinkId=72198
http://technet2.microsoft.com/WindowsServer2008/en/library/3dbad515-5a32-4330-ad6f-d1fb6dfcdd411033.mspx
http://technet2.microsoft.com/WindowsServer2008/en/library/3dbad515-5a32-4330-ad6f-d1fb6dfcdd411033.mspx


 

 

ʤʝʪʦʜʳ, ʟʘʚʠʩʠʤʦʩʪʠ ʠ ʩʦʦʙʨʘʞʝʥʠʷ ʦʪʥʦʩʠʪʝʣʴʥʦ SYSKEY, ʥʘ ʦʩʥʦʚʘʥʠʠ ʢʦʪʦʨʳʭ 
ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʦʧʪʠʤʘʣʴʥʳʡ ʚʘʨʠʘʥʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ SYSKEY ʚ ʚʘʰʝʡ ʩʨʝʜʝ. 

ʄʦʞʥʦ ʣʠ ʧʨʠʤʝʥʷʪʴ SYSKEY ʜʣʷ ʚʘʰʝʡ ʩʨʝʜʳ? 

ʉʠʩʪʝʤʥʳʡ ʢʣʶʯ (system key, SYSKEY) ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Windows 
ʟʘʱʠʱʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ ʭʨʘʥʷʱʠʝʩʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ 
Active Directory ʧʘʨʦʣʠ, ʘ ʪʘʢʞʝ ʜʘʥʥʳʝ ʩʣʫʞʙʳ ʃʦʢʘʣʴʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ 
(Local Security Authority, LSA), ʦʪ ʬʠʟʠʯʝʩʢʦʛʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʧʫʪʝʤ 
ʢʦʜʠʨʦʚʘʥʠʷ ʠʭ ʭʨʘʥʠʣʠʱʘ ʚ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ. SYSKEY ʤʦʞʝʪ ʙʘʟʠʨʦʚʘʪʴʩʷ ʥʘ 
ʟʘʜʘʥʥʦʤ ʚʘʤʠ ʧʘʨʦʣʝ, ʠʣʠ ʭʨʘʥʠʪʴʩʷ ʥʘ ʩʲʝʤʥʦʤ ʥʦʩʠʪʝʣʝ, ʪʘʢʦʤ ʢʘʢ ʛʠʙʢʠʡ ʜʠʩʢ 
ʠʣʠ USB-ʥʘʢʦʧʠʪʝʣʴ. 

ȵɖɎɒɋɝɆɓɎɋ SYSKEY ɍɆɟɎɟɆɋɘ ɘɔɑɢɐɔ ɎɓɚɔɖɒɆɜɎɤ ɗɎɗɘɋɒɡ ɇɋɍɔɕɆɗɓɔɗɘɎ Ɉ Active  Directory  
ɎɑɎ ɊɖəɉɎɋ ɊɆɓɓɡɋ LSA. BitLocker  ɍɆɟɎɟɆɋɘ Ɉɗɋ ɊɆɓɓɡɋ, ɛɖɆɓɥɟɎɋɗɥ Ɉ ɞɎɚɖɔɈɆɓɓɡɛ 
BitL ocker  ɘɔɒɆɛ. SYSKEY ɊɔɑɌɋɓ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ ɍɆɟɎɘɡ ɎɓɚɔɖɒɆɜɎɎ Active  Directory  Ɏ 
ɊɆɓɓɡɛ LSA Ɉ ɘɋɛ ɗɑəɝɆɥɛ, ɐɔɉɊɆ ɓɋɈɔɍɒɔɌɓɔ ɞɎɚɖɔɈɆɓɎɋ Ɉɗɋɉɔ ɘɔɒɆ. 

ʇʨʠ ʟʘʧʫʩʢʝ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ, ʟʘʱʠʱʝʥʥʦʛʦ ʵʪʠʤ ʤʝʪʦʜʦʤ, ʜʣʷ ʫʩʧʝʰʥʦʛʦ 
ʧʝʨʝʟʘʧʫʩʢʘ ʢʦʤʧʴʶʪʝʨʘ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʠʣʠ ʧʨʠʤʝʥʠʪʴ ʩʲʝʤʥʳʡ 
ʥʦʩʠʪʝʣʴ ʩ SYSKEY. ʏʪʦʙʳ ʚʳʙʨʘʪʴ, ʢʘʢʦʡ ʠʟ ʵʪʠʭ ʤʝʪʦʜʦʚ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʜʣʷ 
ʟʘʧʫʩʢʘ ʢʦʤʧʴʶʪʝʨʘ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʪʠʣʠʪʫ ʩʠʩʪʝʤʥʦʛʦ ʢʣʶʯʘ (Syskey.exe), 
ʢʦʪʦʨʘʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʚʤʝʩʪʝ ʩ Windows Server 2008. 

ʇʨʠʤʝʥʝʥʠʝ SYSKEY ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʚ ʦʙʝʩʧʝʯʝʥʠʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ʋʧʨʘʚʣʝʥʠʝ ʤʦʤʝʥʪʦʤ ʧʝʨʝʟʘʧʫʩʢʘ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ 
ʫʩʪʘʥʦʚʠʪʴ ʧʨʠʯʠʥʫ ʧʝʨʝʟʘʧʫʩʢʘ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ ʠ ʦʧʨʝʜʝʣʠʪʴ, ʥʝ 
ʙʳʣʘ ʣʠ ʥʘʨʫʰʝʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ. 

¶ ɿʘʱʠʪʫ ʧʘʨʦʣʝʡ, ʭʨʘʥʷʱʠʭʩʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʢʘʪʘʣʦʛʘ, ʦʪ ʬʠʟʠʯʝʩʢʦʛʦ 
ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʚ ʩʣʫʯʘʝ ʧʦʭʠʱʝʥʠʷ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ 
ʠʣʠ ʜʠʩʢʘ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ SYSKEY ʩʫʱʝʩʪʚʫʶʪ ʦʧʨʝʜʝʣʝʥʥʳʝ ʣʦʛʠʩʪʠʯʝʩʢʠʝ ʧʨʦʙʣʝʤʳ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʵʢʩʧʣʫʘʪʘʮʠʝʡ. ʇʝʨʚʘʷ ʠʟ ʥʠʭ ï ʫʧʨʘʚʣʝʥʠʝ ʧʘʨʦʣʷʤʠ ʠʣʠ ʩʲʝʤʥʳʤʠ 
ʥʦʩʠʪʝʣʷʤʠ SYSKEY. ʅʘʧʨʠʤʝʨ, ʜʦʚʦʣʴʥʦ ʧʨʦʙʣʝʤʘʪʠʯʥʦ ʪʨʝʙʦʚʘʪʴ ʦʪ 
ʨʫʢʦʚʦʜʠʪʝʣʷ ʬʠʣʠʘʣʘ ʠʣʠ ʣʦʢʘʣʴʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʨʠʭʦʜʠʪʴ ʚ ʦʬʠʩ ʚ 3 ʫʪʨʘ, 
ʯʪʦʙʳ ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʠʣʠ ʚʩʪʘʚʠʪʴ ʩʲʝʤʥʳʡ ʥʦʩʠʪʝʣʴ. 

ʏʪʦʙʳ ʨʝʰʠʪʴ ʵʪʫ ʧʨʦʙʣʝʤʫ, ʤʦʞʥʦ ʨʘʟʨʝʰʠʪʴ ʀʊ-ʧʝʨʩʦʥʘʣʫ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠʟ 
ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʧʘʨʦʣʴ SYSKEY ʫʜʘʣʝʥʥʦ. ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 
ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʦʪʨʝʙʫʝʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ. ʊʘʢʠʤ 
ʦʙʨʘʟʦʤ, ʀʊ-ʧʝʨʩʦʥʘʣ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʤʦʞʝʪ ʚʚʦʜʠʪʴ ʧʘʨʦʣʴ ʠʣʠ ʧʦʜʢʣʶʯʘʪʴ 
ʚʠʨʪʫʘʣʴʥʳʝ ʦʙʨʘʟʳ ʛʠʙʢʠʭ ʜʠʩʢʦʚ, ʩʦʜʝʨʞʘʱʠʝ SYSKEY. 

ɼʨʫʛʘʷ ʧʦʪʝʥʮʠʘʣʴʥʘʷ ʧʨʦʙʣʝʤʘ ï ʝʩʣʠ ʧʘʨʦʣʴ ʠʣʠ ʩʲʝʤʥʳʡ ʥʦʩʠʪʝʣʴ SYSKEY 
ʫʪʝʨʷʥʳ, ʥʠʢʪʦ ʥʝ ʩʤʦʞʝʪ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ. ʅʝʚʦʟʤʦʞʥʦ 
ʚʦʩʩʪʘʥʦʚʠʪʴ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ, ʝʩʣʠ ʧʘʨʦʣʠ ʠʣʠ ʩʲʝʤʥʳʡ ʜʠʩʢ SYSKEY 
ʫʪʨʘʯʝʥʳ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠʜʝʪʩʷ ʧʦʣʥʦʩʪʴʶ ʧʝʨʝʩʪʨʘʠʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ. 

ʋ ʢʘʞʜʦʛʦ ʤʝʪʦʜʘ ʝʩʪʴ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʥʝʜʦʩʪʘʪʢʠ. ɽʩʣʠ ʧʨʠʥʷʪʦ 
ʨʝʰʝʥʠʝ ʧʨʠʤʝʥʷʪʴ ʜʣʷ ʟʘʱʠʪʳ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ SYSKEY, ʧʨʦʚʝʜʠʪʝ ʘʥʘʣʠʟ 
ʩʚʦʝʡ ʩʨʝʜʳ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʥʘʠʙʦʣʝʝ ʧʦʜʭʦʜʷʱʠʡ ʜʣʷ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ 
ʤʝʪʦʜ. 



 

 

ɿʘʜʘʥʠʝ ʧʘʨʦʣʝʡ SYSKEY ʜʣʷ ʧʝʨʝʟʘʧʫʩʢʦʚ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ 

ʇʨʝʠʤʫʱʝʩʪʚʦ ʧʘʨʦʣʝʡ SYSKEY ʚ ʪʦʤ, ʯʪʦ ʜʣʷ ʥʠʭ ʥʝ ʪʨʝʙʫʝʪʩʷ ʬʠʟʠʯʝʩʢʠʭ 
ʥʦʩʠʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʪʝʨʷʥʳ. ʂʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʧʝʨʝʟʘʧʫʩʪʠʪʴ 
ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ, ʧʨʦʚʝʨʝʥʥʳʡ ʧʝʨʩʦʥʘʣ ʜʦʣʞʝʥ ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʚ ʢʦʥʩʦʣʴ, 
ʧʦʜʢʣʶʯʝʥʥʫʶ ʢ ʢʦʥʪʨʦʣʣʝʨʫ ʜʦʤʝʥʘ. ʇʘʨʦʣʴ ʜʦʣʞʥʘ ʟʥʘʪʴ ʪʦʣʴʢʦ ʥʝʙʦʣʴʰʘʷ 
ʛʨʫʧʧʘ ʧʨʦʚʝʨʝʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʞʝʣʘʪʝʣʴʥʦ, ʪʦʣʴʢʦ ʫʯʘʩʪʥʠʢʘʤ ʛʨʫʧʧʳ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ. ʅʝʜʦʩʪʘʪʦʢ ʧʨʠʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʜʣʷ ʟʘʱʠʪʳ SYSKEY ï
ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʣʞʥʳ ʟʘʧʦʤʠʥʘʪʴ ʝʱʝ ʦʜʠʥ ʧʘʨʦʣʴ, ʠ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʧʘʨʦʣʷ 
ʪʨʝʙʫʝʪʩʷ ʠʭ ʣʠʯʥʦʝ ʧʨʠʩʫʪʩʪʚʠʝ. 

ɼʣʷ ʧʦʜʜʝʨʞʢʠ ʬʠʣʠʘʣʦʚ, ʚʦʟʤʦʞʥʦ, ʧʦʥʘʜʦʙʠʪʴʩʷ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʧʘʨʦʣʴ SYSKEY 
ʫʜʘʣʝʥʥʦ ʩ ʧʦʤʦʱʴʶ ʧʨʦʚʝʨʝʥʥʦʛʦ ʀʊ-ʧʝʨʩʦʥʘʣʘ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ. ʆʜʥʘʢʦ 
ʫʜʘʣʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦʪʨʝʙʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ʇʦʩʢʦʣʴʢʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʨʘʩʢʨʳʪʴ ʧʘʨʦʣʠ, Microsoft ʨʝʢʦʤʝʥʜʫʝʪ 
ʧʦʚʳʰʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʘʨʦʣʝʡ SYSKEY ʜʣʷ ʧʝʨʝʟʘʧʫʩʢʦʚ SYSKEY ʩʣʝʜʫʶʱʠʤ 
ʦʙʨʘʟʦʤ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʥʘʜʝʞʥʳʝ ʧʘʨʦʣʠ. 

¶ ʍʨʘʥʠʪʴ ʧʘʨʦʣʠ ʚ ʙʝʟʦʧʘʩʥʦʤ ʤʝʩʪʝ, ʪʘʢʦʤ ʢʘʢ ʙʘʥʢʦʚʩʢʠʡ ʜʝʧʦʟʠʪʘʨʠʡ. 

¶ ɺʳʜʚʠʥʫʪʴ ʪʨʝʙʦʚʘʥʠʝ ʦ ʧʝʨʠʦʜʠʯʝʩʢʦʤ ʠʟʤʝʥʝʥʠʠ ʧʘʨʦʣʝʡ SYSKEY. 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ SYSKEY ʜʣʷ ʧʝʨʝʟʘʧʫʩʢʦʚ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʥʘ ʩʲʝʤʥʦʤ 
ʥʦʩʠʪʝʣʝ 

ʇʨʝʠʤʫʱʝʩʪʚʦ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ SYSKEY ʥʘ ʩʲʝʤʥʦʤ ʥʦʩʠʪʝʣʝ ʚ ʪʦʤ, ʯʪʦ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʥʝ ʧʨʠʜʝʪʩʷ ʟʘʧʦʤʠʥʘʪʴ ʧʘʨʦʣʴ. ʆʜʥʘʢʦ ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ 
SYSKEY ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʲʝʤʥʦʛʦ ʥʦʩʠʪʝʣʷ ʚʦʟʥʠʢʘʝʪ ʨʠʩʢ ʧʦʪʝʨʠ ʠʣʠ 
ʧʦʚʨʝʞʜʝʥʠʷ ʵʪʦʛʦ ʬʠʟʠʯʝʩʢʦʛʦ ʥʦʩʠʪʝʣʷ. ɹʦʣʝʝ ʪʦʛʦ, ʧʨʠ ʧʝʨʝʟʘʛʨʫʟʢʘʭ 
ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ ʩʲʝʤʥʳʡ ʥʦʩʠʪʝʣʴ ʥʝʦʙʭʦʜʠʤʦ ʚʩʪʘʚʣʷʪʴ ʚ ʢʦʤʧʴʶʪʝʨ. ʆʧʷʪʴ 
ʞʝ, ʪʦʣʴʢʦ ʧʨʦʚʝʨʝʥʥʳʡ ʧʝʨʩʦʥʘʣ, ʞʝʣʘʪʝʣʴʥʦ ʫʯʘʩʪʥʠʢʠ ʛʨʫʧʧʳ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 
ʜʦʤʝʥʘ, ʜʦʣʞʝʥ ʠʤʝʪʴ ʜʦʩʪʫʧ ʢ ʩʲʝʤʥʦʤʫ ʥʦʩʠʪʝʣʶ SYSKEY. 

ɼʣʷ ʧʦʜʜʝʨʞʢʠ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʬʠʣʠʘʣʘʤʠ, ʚʝʨʦʷʪʥʦ, ʧʨʠʜʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ 
ʦʙʦʨʫʜʦʚʘʥʠʝ ʩʪʦʨʦʥʥʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ ʫʜʘʣʝʥʥʦ ʧʝʨʝʜʘʚʘʪʴ 
ʦʙʨʘʟʳ ʛʠʙʢʠʭ ʜʠʩʢʦʚ ʚ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ. ʀʩʧʦʣʴʟʫʷ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘ, 
ʧʨʦʚʝʨʝʥʥʳʡ ʀʊ-ʧʝʨʩʦʥʘʣ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴ ʢʦʧʠʶ ʦʙʨʘʟʘ 
ʜʠʩʢʘ SYSKEY ʚ ʫʜʘʣʝʥʥʳʡ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ. ʇʦʩʣʝ ʧʝʨʝʟʘʧʫʩʢʘ ʢʦʥʪʨʦʣʣʝʨʘ 
ʜʦʤʝʥʘ ʫʜʘʣʝʥʥʳʡ ʦʙʨʘʟ ʛʠʙʢʦʛʦ ʜʠʩʢʘ SYSKEY ʤʦʞʝʪ ʙʳʪʴ ʫʥʠʯʪʦʞʝʥ ʀʊ-
ʧʝʨʩʦʥʘʣʦʤ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ. 

ʇʦʩʢʦʣʴʢʫ ʩʲʝʤʥʳʡ ʥʦʩʠʪʝʣʴ ʩʦʜʝʨʞʠʪ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ ʜʣʷ SYSKEY, 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʝʜʧʨʠʥʷʪʴ ʤʝʨʳ ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʢʨʘʞʠ, ʧʦʪʝʨʠ, ʧʦʚʨʝʞʜʝʥʠʷ 
ʠʣʠ ʢʦʧʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʩʲʝʤʥʦʛʦ ʥʦʩʠʪʝʣʷ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤʠ ʣʠʮʘʤʠ. Microsoft 
ʨʝʢʦʤʝʥʜʫʝʪ ʩʣʝʜʫʶʱʠʝ ʤʝʨʳ ʧʦ ʫʩʪʨʘʥʝʥʠʶ ʵʪʠʭ ʨʠʩʢʦʚ: 

¶ ʉʦʟʜʘʪʴ ʢʦʧʠʶ ʩʲʝʤʥʦʛʦ ʥʦʩʠʪʝʣʷ ʠ ʭʨʘʥʠʪʴ ʝʝ ʚʥʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʥʘʧʨʠʤʝʨ, 
ʚ ʙʘʥʢʦʚʩʢʦʤ ʜʝʧʦʟʠʪʘʨʠʠ. 

¶ ʍʨʘʥʠʪʴ ʨʘʙʦʯʫʶ ʢʦʧʠʶ ʩʲʝʤʥʦʛʦ ʥʦʩʠʪʝʣʷ ʚ ʙʝʟʦʧʘʩʥʦʤ ʤʝʩʪʝ ʚ 
ʦʨʛʘʥʠʟʘʮʠʠ. 

¶ ʋʙʠʨʘʪʴ ʩʲʝʤʥʳʡ ʥʦʩʠʪʝʣʴ ʩʨʘʟʫ ʧʦʩʣʝ ʧʝʨʝʟʘʧʫʩʢʘ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ. 



 

 

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 
Domain Controller Baseline Policy  (ɹʘʟʦʚʘʷ ʧʦʣʠʪʠʢʘ ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ, DCBP), 
ʜʦʧʦʣʥʷʶʱʘʷ Default Domain Controller Policy (ʉʪʘʥʜʘʨʪʥʘʷ ʧʦʣʠʪʠʢʘ ʢʦʥʪʨʦʣʣʝʨʘ 
ʜʦʤʝʥʘ), ʩʚʷʟʳʚʘʝʪʩʷ ʩ  ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ Domain Controllers (ʂʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ). 
ʇʘʨʘʤʝʪʨʳ DCBP ʧʦʚʳʰʘʶʪ ʦʙʱʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʚ 
ʣʶʙʦʡ ʩʨʝʜʝ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʣʠʰʴ ʜʚʫʭ ʦʙʲʝʢʪʦʚ GPO ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʩʪʘʥʜʘʨʪʥʦʡ ʩʨʝʜʳ ʠ 
ʫʧʨʦʱʘʝʪ ʧʦʠʩʢ ʠ ʫʩʪʨʘʥʝʥʠʝ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʠʭ ʧʘʨʘʤʝʪʨʘʭ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ 
ʠʩʪʦʯʥʠʢʘʭ: 

¶ ʇʨʠʣʦʞʝʥʠʠ ɸ çʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶè, ʩʦʧʨʦʚʦʞʜʘʶʱʝʤ ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ. 

¶ ʇʨʠʣʘʛʘʝʤʦʤ ʢ ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ çʉʙʦʨʥʠʢʝ ʧʘʨʘʤʝʪʨʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ 
ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Windows Server 2008». 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʩʪʦʯʥʠʢʠ 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʳʝ ʩʚʝʜʝʥʠʷ ʠʟ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active Directory, ʤʦʞʥʦ 
ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʠʩʪʦʯʥʠʢʘʭ: 

¶ Active Directory. 

¶ AD DS: Fine-Grained Password Policies. 

¶ ʇʨʠʣʦʞʝʥʠʝ D: Active Directory. 

¶ Best Practices for Delegating Active Directory. 

¶ BitLocker Drive Encryption. 

¶ Configuring Active Directory. 

¶ IT Showcase: Optimizing Client Security by Using Windows Vista. 

¶ Managing Active Directory. 

¶ «RODC filtered attribute set» (ʆʪʬʠʣʴʪʨʦʚʘʥʥʳʡ ʥʘʙʦʨ ʘʪʨʠʙʫʪʦʚ 
ʢʦʥʪʨʦʣʣʝʨʘ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ) ʚ RODC Features. 

¶ Secure Hardware - Overview. 

¶ Server Core. 

¶ Set computer-specific synchronization properties (ɿʘʜʘʥʠʝ ʩʧʝʮʠʘʣʴʥʳʭ 
ʩʚʦʡʩʪʚ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʢʦʤʧʴʶʪʝʨʘ). 

ʉʣʫʞʙʘ ʨʦʣʠ ɼʠʩʧʝʪʯʝʨ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʜʣʷ 
UNIX 
ʀʩʧʦʣʴʟʫʷ ʩʣʫʞʙʫ ʨʦʣʠ ɼʠʩʧʝʪʯʝʨ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʜʣʷ UNIX, ʤʦʞʥʦ ʚʳʧʦʣʥʷʪʴ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʚ Active Directory ʧʦ ʧʨʦʪʦʢʦʣʫ NIS

1
 ʠ ʚʳʧʦʣʥʷʪʴ 

ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʭʨʘʥʷʱʠʭʩʷ ʚ Active Directory, ʩ 
ʧʘʨʦʣʷʤʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʢʦʪʦʨʳʝ ʭʨʘʥʷʪʩʷ ʥʘ NIS-ʩʝʨʚʝʨʘʭ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ 

                                                           
1
 Network Information Services ï ʩʝʪʝʚʳʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʣʫʞʙʳ (ʧʨʠʤ. 
ʧʝʨʝʚʦʜʯʠʢʘ). 

http://technet2.microsoft.com/windowsserver2008/en/library/246aa651-6858-4dc9-aade-6806065d0ea21033.mspx
http://go.microsoft.com/fwlink/?LinkId=99500
http://technet2.microsoft.com/windowsserver/en/library/0aacf53b-f991-42d0-8d54-b0f4662508bb1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/e5274d27-88e5-4043-8f12-a8fa71cbcd521033.mspx
http://technet2.microsoft.com/windowsserver2008/en/library/cbc28269-5146-4672-9161-8872697897061033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer2008/en/library/3dbad515-5a32-4330-ad6f-d1fb6dfcdd411033.mspx
http://download.microsoft.com/download/1/f/5/1f5f5084-cef2-43ee-a1d7-ea7b07c1c065/VistaSecurity_TWP.doc
http://technet2.microsoft.com/windowsserver/en/library/59bec076-01fe-4d09-8b4b-296e7fa9c5571033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/0e8e874f-3ef4-43e6-b496-302a47101e611033.mspx?mfr=true
http://go.microsoft.com/fwlink/?LinkId=72198
http://go.microsoft.com/fwlink/?LinkId=99832
http://technet2.microsoft.com/windowsserver/en/library/0ee69b9c-ca16-44b2-8ac3-598a574dd8521033.mspx


 

 

ʫʧʨʘʚʣʝʥʠʝʤ UNIX. ʉʣʫʞʙʘ ʨʦʣʠ ɼʠʩʧʝʪʯʝʨ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʜʣʷ UNIX ʚʢʣʶʯʘʝʪ 
ʩʣʝʜʫʶʱʠʝ ʧʦʜʩʠʩʪʝʤʳ ʩʣʫʞʙʳ ʨʦʣʠ: 

¶ ʉʝʨʚʝʨ ʜʣ ̫ʩʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ (Server for Network 
Information Services) 

¶ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ (Password Synchronization) 

ʕʪʠʤ ʧʦʜʩʠʩʪʝʤʘʤ ʩʣʫʞʙʳ ʨʦʣʠ ʧʦʩʚʷʱʝʥʳ ʩʣʝʜʫʶʱʠʝ ʨʘʟʜʝʣʳ. ɹʦʣʝʝ 
ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʣʫʞʙʝ ʨʦʣʠ ɼʠʩʧʝʪʯʝʨ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʜʣʷ UNIX ʤʦʞʥʦ 
ʥʘʡʪʠ ʚ ʨʘʟʜʝʣʝ ʆʙʟʦʨ ʜʠʩʧʝʪʯʝʨʘ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʜʣʷ UNIX ʩʣʫʞʙʳ ʉʧʨʘʚʢʘ ʠ 
ʧʦʜʜʝʨʞʢʘ Windows Server 2008. 

ʉʝʨʚʝʨ ʜʣʷ ʩʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ 
ʇʦʜʩʠʩʪʝʤʘ ʩʣʫʞʙʳ ʉʝʨʚʝʨ ʜʣʷ NIS ʠʥʪʝʛʨʠʨʫʝʪ ʩʝʪʠ Microsoft Windows® ʠ NIS, 
ʧʨʝʜʦʩʪʘʚʣʷʷ ʢʦʥʪʨʦʣʣʝʨʫ ʜʦʤʝʥʘ AD DS ʥʘ ʙʘʟʝ Windows ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʩʪʫʧʘʪʴ 
ʚ ʨʦʣʠ ʦʩʥʦʚʥʦʛʦ NIS-ʩʝʨʚʝʨʘ ʜʣʷ ʦʜʥʦʛʦ ʠʣʠ ʙʦʣʝʝ ʜʦʤʝʥʦʚ NIS. 

ʉʝʨʚʝʨ ʜʣʷ NIS ʭʨʘʥʠʪ ʠ ʩʪʘʥʜʘʨʪʥʳʝ, ʠ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ NIS 
ʩ AD DS ʠ ʩʦʟʜʘʝʪ ʝʜʠʥʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʠʤʝʥ ʜʣʷ ʜʦʤʝʥʦʚ Windows ʠ NIS. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ Windows ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ ʵʪʠʤ ʧʨʦʩʪʨʘʥʩʪʚʦʤ ʠʤʝʥ, ʠʩʧʦʣʴʟʫʷ 
ʦʜʠʥ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʠ ʙʝʟ ʪʨʫʜʘ ʩʦʟʜʘʚʘʪʴ, ʠʟʤʝʥʷʪʴ ʠ ʫʜʘʣʷʪʴ ʫʯʝʪʥʳʝ 
ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʜʦʤʝʥʦʚ Windows ʠ UNIX ʩ ʧʦʜʜʝʨʞʢʦʡ NIS 
ʦʜʥʦʚʨʝʤʝʥʥʦ. ʋʧʨʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʠʤʝʶʱʠʤ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʚ ʦʙʝʠʭ 
ʩʨʝʜʘʭ, ʠ ʚ Windows, ʠ ʚ UNIX, ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ AD DS ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʚʩʝʭ ʘʪʨʠʙʫʪʦʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʜʦʤʝʥʘ ʠ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠʤʝʥ. 

ʉʝʨʚʝʨ ʜʣʷ NIS ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʉʝʨʚʝʨʦʤ ʜʣʷ Network File 
System (NFS)

1
. NFS ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʦʙʱʠʡ ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ ʢʣʠʝʥʪʘʤ NFS, ʢʦʪʦʨʳʝ 

ʦʙʳʯʥʦ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ UNIX. 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 
ʉʣʫʞʙʘ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ ʩʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ (NIS) ʧʦʜʚʝʨʞʝʥ ʪʝʤ ʞʝ 
ʘʪʘʢʘʤ ʥʘ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʠ NIS-ʩʝʨʚʝʨ. ʏʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ 
ʘʪʘʢʠ ʜʣʷ ʵʪʦʡ ʩʣʫʞʙʳ ʨʦʣʠ, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʬʘʡʣʳ. ʕʪʦ ʬʘʡʣʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʩʣʫʞʙʳ 
ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS. 

¶ ɺʳʧʦʣʥʷʶʱʠʝʩʷ ʩʣʫʞʙʳ. ʕʪʦ ʩʝʨʚʠʩʳ, ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʢʘʢ ʯʘʩʪʴ ʩʣʫʞʙʳ 
ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɖɔɈɋɖɐɎ ɜɋɑɔɗɘɓɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɛ ɚɆɏɑɔɈ Ɏ ɚɆɏɑɔɈ, Ɉɡɕɔɑɓɥɋɒɡɛ 
ɗɑəɌɇɆɒɎ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ əɘɎɑɎɘɆɒɎ RootkitRevealer  Ɏ Sigcheck , ɥɈɑɥɤɟɎɒɎɗɥ 
ɝɆɗɘɢɤ ɕɆɐɋɘɆ ɗɑəɌɋɇɓɡɛ ɕɖɔɉɖɆɒɒ Windows  Sysinternals . 

¶ ʇʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʕʪʦ ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʠʩʧʦʣʴʟʫʝʤʳʝ 
ʩʣʫʞʙʦʡ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS. 

¶ ɿʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ. ʕʪʦ ʟʘʚʠʩʠʤʦʩʪʠ ʩʣʫʞʙʳ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʣʫʞʙʝ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ 
ʉʧʨʘʚʦʯʥʠʢʝ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ Windows Server 2008, ʧʨʠʣʘʛʘʝʤʦʤ ʢ 
ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ. ʆʮʝʥʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʜʘʥʥʦʡ ʩʣʫʞʙʳ ʨʦʣʠ ʤʦʞʥʦ 

                                                           
1
ʉʝʪʝʚʘʷ ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ (ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ). 

http://www.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx
http://www.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx
http://go.microsoft.com/fwlink/?LinkId=96491


 

 

ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ AD DS ʢʥʠʛʠ ʚ ʨʘʟʜʝʣʘʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʘʞʜʦʤʫ ʠʟ ʧʫʥʢʪʦʚ 
ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʣʫʞʙʳ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS ʜʣʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʘ 
ʦʪ ʟʣʦʫʤʳʰʣʝʥʥʳʭ ʘʪʘʢ. ʇʨʠʚʝʜʝʥʥʳʝ ʜʘʣʝʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʥʘ 
ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ ʄʘʩʪʝʨʘ ʜʦʙʘʚʣʝʥʠʷ ʨʦʣʝʡ ʙʳʣʘ ʚʳʙʨʘʥʘ ʪʦʣʴʢʦ 
ʩʣʫʞʙʘ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ ʩʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ. ʈʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ 
ʜʨʫʛʠʭ ʩʣʫʞʙ ʨʦʣʠ ʥʝ ʚʢʣʶʯʝʥʳ. 

ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ 
ʉʝʨʚʝʨ ʜʣʷ NIS. ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʢʘʢʠʭ-ʣʠʙʦ ʪʨʫʜʥʦʩʪʝʡ ʧʦ ʚʳʧʦʣʥʝʥʠʶ ʵʪʠʭ 
ʟʘʜʘʯ, ʦʙʨʘʪʠʪʝʩʴ ʢ ʩʣʝʜʫʶʱʠʤ ʨʘʟʜʝʣʘʤ ʜʘʥʥʦʡ ʛʣʘʚʳ ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ. 

ʊʘʙʣʠʮʘ 3.3. ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʂʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʉʝʨʚʝʨʘ ʜʣʷ NIS ʚ ʨʝʞʠʤʝ 
ʛʣʘʚʥʦʛʦ ʩʝʨʚʝʨʘ. 

  ʇʦʪʨʝʙʦʚʘʪʴ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟʤʝʥʝʥʠʷ ʠʭ ʧʘʨʦʣʝʡ Windows. 

ȵɖɎɒɋɝɆɓɎɋ ȷɑəɌɇɆ ɖɔɑɎ ȷɋɖɈɋɖ Ɋɑɥ ɗɋɘɋɈɡɛ ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɗɑəɌɇ ɓɋɊɔɗɘəɕɓɆ Ɉ 
əɗɘɆɓɔɈɐɋ Server Core Windows  Server  2008.  

ʂʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʉʝʨʚʝʨʘ ʜʣʷ NIS ʚ 
ʨʝʞʠʤʝ ʛʣʘʚʥʦʛʦ ʩʝʨʚʝʨʘ 

ɼʣʷ ʨʘʙʦʪʳ ʉʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ (NIS) ʢʦʤʧʴʶʪʝʨ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʠʭ 
ʚ ʨʝʞʠʤʝ ʛʣʘʚʥʦʛʦ ʠʣʠ ʧʦʜʯʠʥʝʥʥʦʛʦ ʩʝʨʚʝʨʘ. ʆʩʥʦʚʥʦʝ ʦʪʣʠʯʠʝ ʵʪʠʭ ʜʚʫʭ 
ʨʝʞʠʤʦʚ ʚ ʪʦʤ, ʯʪʦ ʠ ʧʦʜʯʠʥʝʥʥʳʡ, ʠ ʛʣʘʚʥʳʡ ʩʝʨʚʝʨʳ ʤʦʛʫʪ ʯʠʪʘʪʴ ʜʘʥʥʳʝ 
ʩʦʧʦʩʪʘʚʣʝʥʠʡ, ʥʦ ʪʦʣʴʢʦ ʛʣʘʚʥʳʡ ʩʝʨʚʝʨ ʤʦʞʝʪ ʦʙʥʦʚʣʷʪʴ ʠʭ. ʂʨʦʤʝ ʪʦʛʦ, ʛʣʘʚʥʳʡ 
NIS-ʩʝʨʚʝʨ ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ ʩʦʧʦʩʪʘʚʣʝʥʠʡ ʜʣʷ 
ʧʦʜʯʠʥʝʥʥʳʭ ʩʝʨʚʝʨʦʚ. 

ʂʦʥʬʠʛʫʨʠʨʫʡʪʝ ʦʜʠʥ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʉʝʨʚʝʨ ʜʣʷ NIS, ʢʘʢ ʛʣʘʚʥʳʡ 
NIS-ʩʝʨʚʝʨ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʛʣʘʚʥʳʡ NIS-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʷʶʱʠʡʩʷ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 
Windows, ʙʫʜʝʪ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʧʦʣʫʯʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʦʪ ʜʨʫʛʠʭ NIS-ʩʝʨʚʝʨʦʚ, 
ʚʳʧʦʣʥʷʶʱʠʭʩʷ ʚ ʧʦʜʯʠʥʝʥʥʦʤ ʨʝʞʠʤʝ. ʍʨʘʥʝʥʠʝ ʜʘʥʥʳʭ ʚ Active Directory 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʤ ʙʦʣʝʝ ʥʘʜʝʞʥʫʶ ʟʘʱʠʪʫ, ʯʝʤ ʦʙʳʯʥʦ, ʢʦʛʜʘ ʦʥʠ ʭʨʘʥʷʪʩʷ ʥʘ 
ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ UNIX. 

ɹʦʣʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʝʞʠʤʘʭ ʦʩʥʦʚʥʦʛʦ ʠ ʧʦʜʯʠʥʝʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ ʦ 
ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʤʝʞʜʫ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʨʘʙʦʪʘʶʱʠʤʠ ʚ ʵʪʠʭ ʨʝʞʠʤʘʭ, ʤʦʞʥʦ ʥʘʡʪʠ 
ʚ ʨʘʟʜʝʣʝ çɻʣʘʚʥʳʡ ʠ ʧʦʜʯʠʥʝʥʥʳʡ ʨʝʞʠʤʳ ʨʘʙʦʪʳ ʩʝʨʚʝʨʘè ʩʣʫʞʙʳ ʉʧʨʘʚʢʘ ʠ 
ʧʦʜʜʝʨʞʢʘ ʜʣʷ Windows Server 2008. 



 

 

ʇʦʪʨʝʙʦʚʘʪʴ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟʤʝʥʝʥʠʷ ʠʭ ʧʘʨʦʣʝʡ Windows 

ʆʙʳʯʥʦ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʨʘʙʦʪʘʶʱʠʝ ʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ UNIX ʠʣʠ LINUX, 
ʤʝʥʷʶʪ ʩʚʦʠ ʧʘʨʦʣʠ NIS ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ yppasswd. ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ NIS. ʂʦʤʘʥʜʘ yppasswd ʧʦʩʳʣʘʝʪ ʩʪʘʨʳʡ 
ʧʘʨʦʣʴ ʥʘ NIS-ʩʝʨʚʝʨ ʚ ʧʨʦʩʪʦʡ ʪʝʢʩʪʦʚʦʡ ʬʦʨʤʝ, ʧʦʵʪʦʤʫ ʵʪʘ ʢʦʤʘʥʜʘ ʤʦʞʝʪ 
ʩʪʘʪʴ ʧʨʠʯʠʥʦʡ ʨʘʩʢʨʳʪʠʷ ʧʘʨʦʣʝʡ Windows ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɺʤʝʩʪʦ ʧʨʠʤʝʥʝʥʠʷ ʵʪʦʡ ʢʦʤʘʥʜʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʜʦʣʞʥʳ ʠʟʤʝʥʷʪʴ NIS-ʧʘʨʦʣʴ, 
ʤʝʥʷʷ ʧʘʨʦʣʠ Windows, ʘ ʉʝʨʚʝʨ ʜʣʷ ʉʝʪʝʚʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ ʙʫʜʝʪ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ ʩ ʧʦʜʯʠʥʝʥʥʳʤʠ NIS-ʩʝʨʚʝʨʘʤʠ. 

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 
ʅʝ ʩʫʱʝʩʪʚʫʝʪ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ ʩʣʫʞʙʳ ʨʦʣʠ ʉʝʨʚʝʨ ʜʣʷ NIS. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʩʪʦʯʥʠʢʠ 
ɺ ʵʪʦʤ ʠʩʪʦʯʥʠʢʝ ʧʨʝʜʣʘʛʘʝʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʣʫʯʰʠʤ ʧʨʘʢʪʠʢʘʤ 
ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʦʚ-ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ 
ʉʝʨʚʝʨ ʜʣʷ NIS. 

¶ ɺ ʨʘʟʜʝʣʝ çʉʝʨʚʝʨ ʜʣʷ NIS» ʩʣʫʞʙʳ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʜʣʷ Windows 
Server 2008. 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ 
ʉʣʫʞʙʘ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʧʦʤʦʛʘʝʪ ʠʥʪʝʛʨʠʨʦʚʘʪʴ ʩʝʪʠ Windows ʠ 
UNIX, ʫʧʨʦʱʘʷ ʧʨʦʮʝʩʩ ʦʙʩʣʫʞʠʚʘʥʠʷ ʙʝʟʦʧʘʩʥʳʭ ʧʘʨʦʣʝʡ ʚ ʦʙʝʠʭ ʩʨʝʜʘʭ. ʆʥʘ 
ʫʩʪʨʘʥʷʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʦʙʩʣʫʞʠʚʘʪʴ ʦʪʜʝʣʴʥʳʝ ʧʘʨʦʣʠ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
Windows ʠ UNIX ʠ ʤʝʥʷʝʪ ʧʘʨʦʣʠ ʚ ʦʙʝʠʭ ʩʠʩʪʝʤʘʭ. ʂʦʛʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʣʫʞʙʘ 
ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ, ʧʨʠ ʠʟʤʝʥʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʘʨʦʣʝʡ ʚ 
ʢʦʤʧʴʶʪʝʨʝ ʜʦʤʝʥʘ, ʨʘʙʦʪʘʶʱʝʤ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows, ʧʘʨʦʣʠ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʤʝʥʷʶʪʩʷ ʥʘ ʚʩʝʭ UNIX-ʭʦʩʪʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʠʤʝʶʪʩʷ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 
ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʊʘʢʞʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʩʣʫʞʙʫ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ 
ʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʝʡ Windows ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠ ʣʶʙʦʤ 
ʠʟʤʝʥʝʥʠʠ ʠʤ ʧʘʨʦʣʝʡ UNIX. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʣʫʞʙʝ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʤʦʞʥʦ ʥʘʡʪʠ ʚ 
ʨʘʟʜʝʣʝ çʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʩ NIS-ʜʦʤʝʥʦʤè ʩʣʫʞʙʳ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ 
ʜʣʷ Windows Server 2008. 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 
ʉʣʫʞʙʘ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʧʦʜʚʝʨʞʝʥʘ ʪʝʤ ʞʝ ʘʪʘʢʘʤ ʥʘ ʩʠʩʪʝʤʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʠ ʣʶʙʦʡ ʢʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ AD DS. ʏʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ 
ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʵʪʦʡ ʩʣʫʞʙʳ ʨʦʣʠ, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʬʘʡʣʳ. ʕʪʦ ʬʘʡʣʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʩʣʫʞʙʳ 
ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. 

¶ ɺʳʧʦʣʥʷʶʱʠʝʩʷ ʩʣʫʞʙʳ. ʕʪʦ ʩʝʨʚʠʩʳ, ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʢʘʢ ʯʘʩʪʴ ʩʣʫʞʙʳ 
ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. 



 

 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɖɔɈɋɖɐɎ ɜɋɑɔɗɘɓɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɛ ɚɆɏɑɔɈ Ɏ ɚɆɏɑɔɈ, Ɉɡɕɔɑɓɥɋɒɡɛ 
ɗɑəɌɇɆɒɎ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ əɘɎɑɎɘɆɒɎ RootkitRevealer  Ɏ Sigcheck , ɥɈɑɥɤɟɎɒɎɗɥ 
ɝɆɗɘɢɤ ɕɆɐɋɘɆ ɗɑəɌɋɇɓɡɛ ɕɖɔɉɖɆɒɒ Windows  Sysinternals . 

¶ ʇʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʕʪʦ ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʠʩʧʦʣʴʟʫʝʤʳʝ 
ʩʣʫʞʙʦʡ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. 

¶ ɿʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ. ʕʪʦ ʟʘʚʠʩʠʤʦʩʪʠ ʩʣʫʞʙʳ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ 
ʧʘʨʦʣʝʡ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʣʫʞʙʝ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ 
ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʉʧʨʘʚʦʯʥʠʢʝ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ Windows Server 2008, 
ʧʨʠʣʘʛʘʝʤʦʤʫ ʢ ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ. ʆʮʝʥʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʜʘʥʥʦʡ 
ʩʣʫʞʙʳ ʨʦʣʠ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ AD DS ʢʥʠʛʠ ʚ ʨʘʟʜʝʣʘʭ, 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʘʞʜʦʤʫ ʠʟ ʧʫʥʢʪʦʚ ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʣʫʞʙʳ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʜʣʷ ʟʘʱʠʪʳ 
ʩʝʨʚʝʨʘ ʦʪ ʟʣʦʫʤʳʰʣʝʥʥʳʭ ʘʪʘʢ. ʇʨʠʚʝʜʝʥʥʳʝ ʜʘʣʝʝ ʨʝʢʦʤʝʥʜʘʮʠʠ 
ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʥʘ ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ ʄʘʩʪʝʨʘ ʜʦʙʘʚʣʝʥʠʷ ʨʦʣʝʡ 
ʙʳʣʘ ʚʳʙʨʘʥʘ ʪʦʣʴʢʦ ʩʣʫʞʙʘ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. ʈʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ 
ʜʨʫʛʠʭ ʩʣʫʞʙ ʨʦʣʠ ʥʝ ʚʢʣʶʯʝʥʳ. 

ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ  
ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʢʘʢʠʭ-ʣʠʙʦ ʪʨʫʜʥʦʩʪʝʡ ʧʦ ʚʳʧʦʣʥʝʥʠʶ 
ʵʪʠʭ ʟʘʜʘʯ, ʦʙʨʘʪʠʪʝʩʴ ʢ ʩʣʝʜʫʶʱʠʤ ʨʘʟʜʝʣʘʤ ʜʘʥʥʦʡ ʛʣʘʚʳ ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ. 

ʊʘʙʣʠʮʘ 3.4. ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ɻʘʨʘʥʪʠʨʦʚʘʪʴ ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʴ ʧʦʣʠʪʠʢ ʧʘʨʦʣʝʡ Windows ʠ UNIX. 

  ɿʘʜʘʪʴ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ ʩʦʙʩʪʚʝʥʥʳʡ ʫʥʠʢʘʣʴʥʳʡ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʝʡ. 

  ʗʚʥʦ ʧʝʨʝʯʠʩʣʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥʘ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʘ 
ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ. 

  ɹʣʦʢʠʨʦʚʘʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ ʜʝʘʢʪʠʚʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ UNIX. 

  ʀʟʙʝʛʘʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʘʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʨʘʩʰʠʨʝʥʥʳʤʠ 
ʧʨʠʚʠʣʝʛʠʷʤʠ. 

  ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʘʥʜʘʨʪʥʳʡ ʥʦʤʝʨ ʧʦʨʪʘ ʠ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ. 

  ɿʘʱʠʪʠʪʴ ʬʘʡʣ sso.conf. 

  ʆʙʝʩʧʝʯʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʟʘʱʠʪʫ ʢʘʪʘʣʦʛʫ ʥʘ ʭʦʩʪʝ UNIX, 
ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʤʫ ʢʦʥʩʪʘʥʪʦʡ TEMP_FILE_PATH. 

http://www.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx
http://www.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx
http://go.microsoft.com/fwlink/?LinkId=96491


 

 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʆʙʝʩʧʝʯʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʟʘʱʠʪʫ ʬʘʡʣʘʤ ʞʫʨʥʘʣʘ ʥʘ ʭʦʩʪʝ UNIX. 

ȵɖɎɒɋɝɆɓɎɋ ȷɑəɌɇɆ ɖɔɑɎ ȷɎɓɛɖɔɓɎɍɆɜɎɥ ɕɆɖɔɑɋɏ ɓɋɊɔɗɘəɕɓɆ Ɉ əɗɘɆɓɔɈɐɋ Server Core 
Windows  Server  2008.  

ɻʘʨʘʥʪʠʨʦʚʘʪʴ ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʴ ʧʦʣʠʪʠʢ ʧʘʨʦʣʝʡ Windows ʠ UNIX 

ʇʨʝʜʦʩʪʘʚʣʷʷ ʪʦʣʴʢʦ ʦʜʥʦʩʪʦʨʦʥʥʶʶ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ 
ʧʦʣʠʪʠʢʘ ʧʘʨʦʣʝʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʩʠʥʭʨʦʥʠʟʘʮʠʷ, ʧʦ 
ʢʨʘʡʥʝʡ ʤʝʨʝ, ʦʙʣʘʜʘʝʪ ʪʘʢʠʤ ʞʝ ʫʨʦʚʥʝʤ ʦʛʨʘʥʠʯʝʥʠʡ, ʯʪʦ ʠ ʧʦʣʠʪʠʢʘ ʥʘ 
ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʫʪ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴʩʷ ʧʘʨʦʣʠ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʟʘʜʘʪʴ 
ʩʠʥʭʨʦʥʠʟʘʮʠʶ Windows-UNIX, ʧʦʣʠʪʠʢʘ ʧʘʨʦʣʝʡ Windows ʜʦʣʞʥʘ ʙʳʪʴ, ʧʦ 
ʢʨʘʡʥʝʡ ʤʝʨʝ, ʥʘʩʪʦʣʴʢʦ ʞʝ ʩʪʨʦʛʦʡ, ʢʘʢ ʠ ʧʦʣʠʪʠʢʘ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 
UNIX, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʫʪ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴʩʷ ʧʘʨʦʣʠ. 

ɽʩʣʠ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʜʚʫʭʩʪʦʨʦʥʥʷʷ ʩʠʥʭʨʦʥʠʟʘʮʠʷ, ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ ʜʦʣʞʥʳ 
ʙʳʪʴ ʦʜʠʥʘʢʦʚʦ ʩʪʨʦʛʠʤʠ ʚ ʦʙʝʠʭ ʩʠʩʪʝʤʘʭ. ʅʝʩʦʛʣʘʩʦʚʘʥʥʦʩʪʴ ʧʦʣʠʪʠʢ ʤʦʞʝʪ 
ʧʨʠʚʝʩʪʠ ʢ ʩʙʦʶ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʨʠ ʠʟʤʝʥʝʥʠʠ ʧʘʨʦʣʷ ʚ ʩʠʩʪʝʤʝ ʩ ʤʝʥʝʝ ʩʪʨʦʛʦʡ 
ʧʦʣʠʪʠʢʦʡ, ʠʣʠ ʧʘʨʦʣʴ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʚ ʩʠʩʪʝʤʝ ʩ ʙʦʣʝʝ ʩʪʨʦʛʠʤʠ 
ʧʦʣʠʪʠʢʘʤʠ, ʥʝʩʤʦʪʨʷ ʥʘ ʝʛʦ ʥʝʩʦʦʪʚʝʪʩʪʚʠʝ ʠʤ. 

ʊʘʢʞʝ ʦʙʝʩʧʝʯʴʪʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Windows ʦʙʦ ʚʩʝʭ ʩʧʝʮʠʘʣʴʥʳʭ 
ʦʛʨʘʥʠʯʝʥʠʷʭ ʜʣʷ ʧʘʨʦʣʝʡ ʚ ʩʠʩʪʝʤʘʭ UNIX, ʩ ʢʦʪʦʨʳʤʠ ʦʥʠ ʙʫʜʫʪ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʧʘʨʦʣʠ. ʅʘʧʨʠʤʝʨ, ʚ ʥʝʢʦʪʦʨʳʭ ʚʝʨʩʠʷʭ UNIX ʤʘʢʩʠʤʘʣʴʥʘʷ 
ʜʣʠʥʘ ʧʘʨʦʣʷ ï ʚʦʩʝʤʴ ʩʠʤʚʦʣʦʚ. ɽʩʣʠ ʚʳ ʥʝ ʫʚʝʨʝʥʳ ʚ ʪʦʤ, ʯʪʦ ʚʩʝ ʩʠʩʪʝʤʳ UNIX 
ʚʘʰʝʡ ʩʨʝʜʳ ʧʦʜʜʝʨʞʠʚʘʶʪ ʙʦʣʝʝ ʜʣʠʥʥʳʝ ʧʘʨʦʣʠ, ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 
ʤʘʢʩʠʤʘʣʴʥʦʡ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩʪʘʥʜʘʨʪʥʦʡ ʧʦʣʠʪʠʢʠ ʧʘʨʦʣʝʡ Windows ʠ ʪʘʢʠʭ 
ʦʛʨʘʥʠʯʝʥʠʡ UNIX ʦʧʨʝʜʝʣʠʪʝ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʧʘʨʦʣʝʡ ʚ ʩʝʤʴ ʠʣʠ ʚʦʩʝʤʴ 
ʩʠʤʚʦʣʦʚ. 

ɿʘʜʘʪʴ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ ʩʦʙʩʪʚʝʥʥʳʡ ʫʥʠʢʘʣʴʥʳʡ ʢʣʶʯ 
ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʝʡ 

ʂʦʤʧʴʶʪʝʨ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows ʤʦʞʝʪ ʧʦʩʳʣʘʪʴ ʠ ʧʨʠʥʠʤʘʪʴ ʦʙʥʦʚʣʝʥʥʳʝ 
ʧʘʨʦʣʠ ʩ ʢʦʤʧʴʶʪʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ UNIX, ʪʦʣʴʢʦ ʚ ʚʠʜʝ 
ʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. ʋʧʨʘʚʣʷʶʱʘʷ ʧʨʦʛʨʘʤʤʘ ʝʜʠʥʦʛʦ ʚʭʦʜʘ (single sign-on 
daemon, SSOD) ʩʣʫʞʙʳ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠ ̫ʧʘʨʦʣʝʡ ʧʦʣʫʯʘʝʪ ʰʠʬʨʦʚʘʥʥʳʡ 
ʧʘʨʦʣʴ, ʜʝʰʠʬʨʫʝʪ ʝʛʦ ʠ ʪʦʣʴʢʦ ʧʦʪʦʤ ʟʘʧʨʘʰʠʚʘʝʪ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ ʚ ʭʦʩʪʝ 
UNIX. 

ɸʥʘʣʦʛʠʯʥʦ, ʝʩʣʠ ʩʣʫʞʙʘ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʥʘʩʪʨʦʝʥʘ ʥʘ ʧʦʜʜʝʨʞʢʫ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ UNIX-Windows, ʧʦʜʢʣʶʯʘʝʤʳʡ ʤʦʜʫʣʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (pluggable 
authentication module, PAM) ʰʠʬʨʫʝʪ ʧʘʨʦʣʴ ʧʝʨʝʜ ʝʛʦ ʦʪʧʨʘʚʢʦʡ ʚ ʩʣʫʞʙʫ 
ʉʠʥʭʨʦʥʠʟʘʮʠʠ ʧʘʨʦʣʝʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʨʘʙʦʪʘʶʱʝʤ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows. 
ʉʣʫʞʙʘ ʉʠʥʭʨʦʥʠʟʘʮʠʠ ʧʘʨʦʣʝʡ ʩʥʘʯʘʣʘ ʜʝʰʠʬʨʫʝʪ ʧʘʨʦʣʴ, ʘ ʧʦʪʦʤ ʧʦʰʣʝʪ 
ʟʘʧʨʦʩ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ ʚ ʢʦʤʧʴʶʪʝʨ Windows. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʟʘʜʘʪʴ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ, 
ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʤʝʞʜʫ ʢʦʥʢʨʝʪʥʳʤ ʢʦʤʧʴʶʪʝʨʦʤ, 
ʚʳʧʦʣʥʷʶʱʠʤ Windows, ʠ UNIX-ʭʦʩʪʦʤ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʜʝʰʠʬʨʘʮʠʷ ʧʘʨʦʣʝʡ 
ʙʫʜʝʪ ʚʦʟʤʦʞʥʘ ʪʦʣʴʢʦ ʤʝʞʜʫ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ. ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Set computer-specific synchronization properties. 
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ʗʚʥʦ ʧʝʨʝʯʠʩʣʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥʘ ʠʣʠ 
ʟʘʙʣʦʢʠʨʦʚʘʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ 

ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʪʝʤ, ʢʪʦ ʠʟ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʤʦʞʝʪ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʧʘʨʦʣʠ, ʥʝ ʧʨʠʤʝʥʷʡʪʝ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ALL ʢ ʩʧʠʩʢʫ 
SYNC_USERS ʚ ʬʘʡʣʝ sso.conf ʥʘ UNIX-ʭʦʩʪʝ. ʃʫʯʰʝ ʷʚʥʦ ʧʝʨʝʯʠʩʣʠʪʴ ʚʩʝʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʚʳ ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ 
ʧʘʨʦʣʝʡ. 

ʅʘ ʢʦʤʧʴʶʪʝʨʝ, ʨʘʙʦʪʘʶʱʝʤ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows ʠ ʚʳʧʦʣʥʷʶʱʝʤ ʩʣʫʞʙʫ 
ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ, ʩʦʟʜʘʡʪʝ ʛʨʫʧʧʫ PasswordPropAllow ʠ ʜʦʙʘʚʴʪʝ ʚ ʥʝʝ 
ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʪʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʘʨʦʣʠ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ. 
ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʵʪʦʡ ʪʝʤʝ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Controlling 
password synchronization for user accounts (ʋʧʨʘʚʣʝʥʠʝ ʩʠʥʭʨʦʥʠʟʘʮʠʝʡ ʧʘʨʦʣʝʡ 
ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ). 

ɹʣʦʢʠʨʦʚʘʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ ʜʝʘʢʪʠʚʠʨʦʚʘʥʥʳʭ 
ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ UNIX 

ɺ ʥʝʢʦʪʦʨʳʭ ʚʝʨʩʠʷʭ UNIX ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ ʜʝʘʢʪʠʚʠʨʦʚʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠʚʦʜʠʪ ʢ ʘʢʪʠʚʘʮʠʠ ʵʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʝʘʢʪʠʚʠʨʦʚʘʣ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʥʘ UNIX-ʢʦʤʧʴʶʪʝʨʝ, ʢʦʪʦʨʳʡ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥ ʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ ʩ Windows-ʢʦʤʧʴʶʪʝʨʦʤ, ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʠʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʘʢʪʠʚʠʨʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ UNIX, ʠʟʤʝʥʠʚ ʧʘʨʦʣʴ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ Windows. 

ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʵʪʦ ʠ ʙʣʦʢʠʨʦʚʘʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʜʣʷ ʜʝʘʢʪʠʚʠʨʦʚʘʥʥʳʭ 
ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ UNIX, ʠʩʧʦʣʴʟʫʡʪʝ ʛʨʫʧʧʫ PasswordPropDeny. ʊʘʢʞʝ ʧʨʠ 
ʜʝʘʢʪʠʚʘʮʠʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ UNIX ʥʝ ʟʘʙʫʜʴʪʝ ʙʣʦʢʠʨʦʚʘʪʴ ʜʣʷ ʥʝʝ ʩʠʥʭʨʦʥʠʟʘʮʠʶ 
ʧʘʨʦʣʝʡ, ʠʩʧʦʣʴʟʫʷ ʟʘʧʠʩʴ SYNC_USERS ʚ ʬʘʡʣʝ sso.conf. 

ʀʟʙʝʛʘʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʘʨʦʣʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ 
ʨʘʩʰʠʨʝʥʥʳʤʠ ʧʨʠʚʠʣʝʛʠʷʤʠ 

ʅʝ ʚʳʧʦʣʥʷʡʪʝ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʧʘʨʦʣʝʡ ʜʣʷ ʫʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧ Windows ʩ 
ʨʘʩʰʠʨʝʥʥʳʤʠ ʧʨʠʚʠʣʝʛʠʷʤʠ ʠʣʠ ʚʣʘʜʝʣʴʮʝʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩʫʧʝʨ-
ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʣʠ root ʚ UNIX, ʧʦʪʦʤʫ ʯʪʦ ʨʘʩʰʠʨʝʥʥʳʝ ʧʨʘʚʘ ʵʪʠʭ ʫʯʝʪʥʳʭ 
ʟʘʧʠʩʝʡ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʜʨʫʛʫʶ ʩʠʩʪʝʤʫ. ʅʘʧʨʠʤʝʨ, ʫʯʘʩʪʥʠʢʠ ʛʨʫʧʧʳ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ ʥʝ ʦʙʣʘʜʘʶʪ ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ 
ʧʨʠʚʠʣʝʛʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʳʧʦʣʥʷʶʱʠʭ UNIX. 

ʅʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʘʥʜʘʨʪʥʳʡ ʥʦʤʝʨ ʧʦʨʪʘ ʠ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ 

ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʥʦʤʝʨʘ ʧʦʨʪʘ ʠ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʥʘʩʪʨʦʠʪʴ ʧʦʜʩʪʘʚʥʦʡ UNIX-ʭʦʩʪ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʧʘʨʦʣʝʡ. 
ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʪʘʢʫʶ ʚʦʟʤʦʞʥʦʩʪʴ, ʠʟʤʝʥʠʪʝ ʧʦʨʪ ʠ ʩʪʘʥʜʘʨʪʥʳʡ ʢʣʶʯ 
ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʝʡ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʩʣʫʞʙʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ. 

ȵɖɎɒɋɝɆɓɎɋ Ȯɗɕɔɑɢɍəɋɒɡɋ Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɕɆɖɔɑɋɏ ɓɔɒɋɖɆ ɕɔɖɘɔɈ Ɏ ɐɑɤɝɎ 
ɞɎɚɖɔɈɆɓɎɥ ɊɔɑɌɓɡ ɇɡɘɢ ɍɆɟɎɟɋɓɡ ɘɆɐ Ɍɋ, ɐɆɐ ɗɆɒɎ ɕɆɖɔɑɎ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʵʪʠʤ ʚʦʧʨʦʩʘʤ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ 
ʨʘʟʜʝʣʘʭ ʩʣʫʞʙʳ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʜʣʷ Windows Server 2008: 

¶ «Setting the default port» (ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ) 

http://go.microsoft.com/fwlink/?LinkId=52924
http://go.microsoft.com/fwlink/?LinkId=52924


 

 

¶ «Setting the password encryption key» (ʋʩʪʘʥʦʚʢʘ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ 
ʧʘʨʦʣʷ). 

ɿʘʱʠʪʠʪʴ ʬʘʡʣ sso.conf 

ɺ ʬʘʡʣʝ sso.conf ʥʘ ʢʘʞʜʦʤ UNIX-ʭʦʩʪʝ ʩʦʜʝʨʞʠʪʩʷ ʚʘʞʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʘʷ 
ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ  ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ 
ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʜʣʷ ʫʩʠʣʝʥʠʷ ʟʘʱʠʪʳ ʵʪʦʛʦ ʬʘʡʣʘ 
ʟʘʜʘʪʴ ʜʣʷ ʥʝʝ ʙʠʪʦʚʫʶ ʤʘʩʢʫ ʩʦʩʪʦʷʥʠʷ ʨʘʚʥʫʶ 600. 

ʆʙʝʩʧʝʯʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʟʘʱʠʪʫ ʢʘʪʘʣʦʛʫ ʥʘ ʭʦʩʪʝ UNIX, 
ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʤʫ ʢʦʥʩʪʘʥʪʦʡ TEMP_FILE_PATH 

ɺʨʝʤʝʥʥʳʝ ʬʘʡʣʳ, ʩʦʟʜʘʚʘʝʤʳʝ ʥʘ UNIX-ʭʦʩʪʘʭ ʩʣʫʞʙʦʡ ʉʠʥʭʨʦʥʠʟʘʮʠʠ ʧʘʨʦʣʝʡ, 
ʩʦʜʝʨʞʘʪ ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤʳ. ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʚʩʝ 
ʢʘʪʘʣʦʛʠ, ʫʢʘʟʘʥʥʳʝ ʚ TEMP_FILE_PATH ʚ ʬʘʡʣʝ sso.conf, ʜʦʣʞʥʳ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ 
ʠʤʝʪʴ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʠ ʥʠʢʪʦ ʠʟ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʜʦʣʞʝʥ ʠʤʝʪʴ ʜʦʩʪʫʧʘ ʢ ʵʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ʆʙʝʩʧʝʯʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʟʘʱʠʪʫ ʬʘʡʣʘʤ ʞʫʨʥʘʣʘ ʥʘ ʭʦʩʪʝ 
UNIX 

ɼʣʷ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ, ʬʦʨʤʠʨʫʝʤʳʭ ʚ ʭʦʜʝ ʦʧʝʨʘʮʠʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ, 
ʩʣʫʞʙʘ ʉʠʥʭʨʦʥʠʟʘʮʠʠ ʧʘʨʦʣʝʡ ʠʩʧʦʣʴʟʫʝʪ ʩʣʫʞʙʫ syslogd. ɺ ʧʦʣʫʯʘʝʤʳʭ ʚ 
ʨʝʟʫʣʴʪʘʪʝ ʞʫʨʥʘʣʘʭ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʜʝʨʞʠʪʩʷ ʪʘʢʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʢʘʢ ʠʤʝʥʘ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ ʢʦʪʦʨʳʭ ʚʳʧʦʣʥʷʣʘʩʴ, ʢʦʤʧʴʶʪʝʨʳ, ʩ 
ʢʦʪʦʨʳʤʠ ʚʳʧʦʣʥʷʣʘʩʴ ʩʠʥʭʨʦʥʠʟʘʮʠʷ, ʥʘʢʘʧʣʠʚʘʶʱʠʝʩʷ ʦʰʠʙʢʠ ʠ ʪ.ʜ. ʏʪʦʙʳ 
ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʥʝʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ ʞʫʨʥʘʣʘ ʦʩʪʘʣʴʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʨʦʤʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʧʨʝʜʦʩʪʘʚʴʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ 
ʢʘʪʘʣʦʛʫ ʩ ʬʘʡʣʘʤʠ ʞʫʨʥʘʣʦʚ ʪʦʣʴʢʦ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɺ 
ʥʘʩʪʨʦʡʢʘʭ ʩʣʫʞʙʳ syslogd ʟʘʜʘʡʪʝ ʢʘʪʘʣʦʛ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʬʘʡʣʳ 
ʞʫʨʥʘʣʘ. 

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 
ʅʝ ʩʫʱʝʩʪʚʫʝʪ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ ʩʣʫʞʙʳ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ 
ʧʘʨʦʣʝʡ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʳʝ ʩʚʝʜʝʥʠʷ ʠʟ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʩʝʨʚʝʨʦʚ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʠʩʪʦʯʥʠʢʘʭ: 

¶ ɼʣ ̫ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ ʂʦʥʪʨʦʣʣʝʨ ʜʦʤʝʥʘ Active 
Directory: 

o Active Directory. 

o AD DS: Fine-Grained Password Policies. 

o ʇʨʠʣʦʞʝʥʠʝ D: Active Directory. 

o Best Practices for Delegating Active Directory. 

o BitLocker Drive Encryption. 

http://technet2.microsoft.com/windowsserver2008/en/library/246aa651-6858-4dc9-aade-6806065d0ea21033.mspx
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o Configuring Active Directory. 

o IT Showcase: Optimizing Client Security by Using Windows Vista. 

o Managing Active Directory. 

o  «RODC filtered attribute set» ʚ RODC Features. 

o Secure Hardware - Overview. 

o Server Core. 

o Set computer-specific synchronization properties. 

¶ ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʣʫʞʙʝ ʨʦʣʠ ʉʝʨʚʝʨ ʩʝʪʝʚʳʭ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ (NIS) ʦʙʨʘʪʠʪʝʩʴ ʢ: 

o «ʉʝʨʚʝʨ ʜʣʷ NIS» ʚ ʨʘʟʜʝʣʝ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʜʣʷ Windows 
Server 2008. 

¶ ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʣʫʞʙʝ ʨʦʣʠ ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ 
ʦʙʨʘʪʠʪʝʩʴ ʢ: 

o Controlling password synchronization for user accounts. 

o «ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʘʨʦʣʝʡ» ʚ ʨʘʟʜʝʣʝ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʜʣʷ 
Windows Server 2008. 

o Set computer-specific synchronization properties. 

o «ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ» ʚ ʨʘʟʜʝʣʝ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ 
ʜʣʷ Windows Server 2008. 

o «ʋʩʪʘʥʦʚʢʘ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ» ʚ ʨʘʟʜʝʣʝ ʉʧʨʘʚʢʘ ʠ 
ʧʦʜʜʝʨʞʢʘ ʜʣʷ Windows Server 2008.

ː̌́̃́ 4: ˜̜̙̏̃̆̎̉̆ ̠̔̑̏̃̎ ̜̈́̉̓̚ ̒̌̔̇̂ DHCP 

ʉʝʨʚʝʨʳ DHCP (Dynamic Host Configuration Protocol) ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʩʝʪʷʭ 
ʦʨʛʘʥʠʟʘʮʠʡ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʚʳʜʘʯʠ ʢʦʨʨʝʢʪʥʳʭ IP-ʘʜʨʝʩʦʚ ʜʣʷ ʢʣʠʝʥʪʩʢʠʭ 
ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʜʨʫʛʠʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦ ʧʨʦʪʦʢʦʣʫ TCP/IP. DHCP 
ʪʘʢʞʝ ʤʦʛʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʥʘʩʪʨʦʡʢʠ, ʪʘʢ ʥʘʟʳʚʘʝʤʳʝ 
ʦʧʮʠʠ DHCP, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʢʣʠʝʥʪʩʢʠʤ ʢʦʤʧʴʶʪʝʨʘʤ ʠ 
ʫʩʪʨʦʡʩʪʚʘʤ ʩʦʝʜʠʥʷʪʴʩʷ ʩ ʜʨʫʛʠʤʠ ʩʝʪʝʚʳʤʠ ʨʝʩʫʨʩʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ DNS-ʩʝʨʚʝʨʳ 
ʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ. 

ʉʣʫʞʙʘ DHCP-ʩʝʨʚʝʨ ʠ ʩʣʫʞʙʘ DHCP-ʢʣʠʝʥʪ ʚ Windows Server® 2008 ʚʢʣʶʯʘʶʪ 
ʩʣʝʜʫʶʱʠʝ ʩʚʷʟʘʥʥʳʝ ʩ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʢʦʪʦʨʳʭ 
ʥʝ ʙʳʣʦ ʚ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ Windows Server: 

¶ ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ DHCPv6. ɺ Windows Server 2008 Microsoft ʙʳʣʘ 
ʚʚʝʜʝʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ DHCPv6 ʜʣʷ DHCP-ʩʝʨʚʝʨʘ. ʂʣʠʝʥʪʩʢʠʝ 
ʢʦʤʧʴʶʪʝʨʳ ʠʩʧʦʣʴʟʫʶʪ ʨʝʞʠʤ ʙʝʟ ʩʦʩʪʦʷʥʠʷ DHCPv6 ʜʣʷ ʧʦʣʫʯʝʥʠʷ 
ʪʦʣʴʢʦ ʧʘʨʘʤʝʪʨʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ ʙʝʟ IPv6-ʘʜʨʝʩʘ. ɺ ʜʘʥʥʦʤ ʩʮʝʥʘʨʠʠ 
IPv6-ʘʜʨʝʩ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʯʝʨʝʟ ʤʝʭʘʥʠʟʤ, ʥʝ ʦʩʥʦʚʘʥʥʳʡ ʥʘ DHCPv6, 
ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ ʘʚʪʦʥʘʩʪʨʦʡʢʫ IPv6-ʘʜʨʝʩʘ ʥʘ ʙʘʟʝ IPv6-ʧʨʝʬʠʢʩʦʚ, 
ʚʢʣʶʯʝʥʥʳʭ ʚ ʦʙʲʷʚʣʝʥʠʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ (Router Advertisements), ʠʣʠ 
ʯʝʨʝʟ ʩʪʘʪʠʯʝʩʢʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ. ɺ ʨʝʞʠʤʝ ʩ ʩʦʩʪʦʷʥʠʝʤ ʢʣʠʝʥʪʩʢʠʝ 
ʢʦʤʧʴʶʪʝʨʳ ʧʦʣʫʯʘʶʪ ʯʝʨʝʟ DHCPv6 ʠ IPv6-ʘʜʨʝʩ, ʠ ʦʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ. ɽʩʣʠ IPv6 ʥʝ ʨʘʟʚʝʨʥʫʪ ʚ ʚʘʰʝʡ ʩʨʝʜʝ, DHCP 

http://technet2.microsoft.com/WindowsServer2008/en/library/3dbad515-5a32-4330-ad6f-d1fb6dfcdd411033.mspx
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http://technet2.microsoft.com/windowsserver/en/library/59bec076-01fe-4d09-8b4b-296e7fa9c5571033.mspx?mfr=true
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http://go.microsoft.com/fwlink/?LinkId=72198
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ʦʙʝʩʧʝʯʠʚʘʝʪ ʥʘʩʪʨʦʡʢʫ IP ʪʦʣʴʢʦ ʜʣʷ IPv4-ʘʜʨʝʩʦʚ. ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ 
DHCPv6 ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ The DHCPv6 Protocol (ʇʨʦʪʦʢʦʣ DHCPv6) ʥʘ 
ʩʘʡʪʝ TechNet. 

¶ ɿʘʱʠʱʝʥʥʳʡ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ (Network Access Protection, NAP). NAP 
ʠʥʪʝʛʨʠʨʦʚʘʥ ʩ DHCP ʠ ʚʳʥʫʞʜʘʝʪ ʢʣʠʝʥʪʦʚ ʧʨʠ ʧʦʣʫʯʝʥʠʠ IP-ʘʜʨʝʩʘ ʜʣʷ 
ʜʦʩʪʫʧʘ ʚ ʠʥʪʨʘʩʝʪʴ ʧʦʜʪʚʝʨʞʜʘʪʴ ʙʝʟʦʧʘʩʥʦʝ ʩʦʩʪʦʷʥʠʝ ʩʚʦʝʡ ʩʠʩʪʝʤʳ 
ʜʣʷ ʩʝʪʠ. NAP ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚ DHCP ʜʣʷ ʘʜʨʝʩʦʚ IPv4, ʥʝ IPv6. ɹʦʣʴʰʝ 
ʠʥʬʦʨʤʘʮʠʠ ʦ NAP ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ ʨʝʩʫʨʩʘʭ: 

o ʉʪʘʪʴʷ «Network Access Protection» (ɿʘʱʠʱʝʥʥʳʡ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ) 
ʥʘ ʩʘʡʪʝ Microsoft TechNet. 

o Step-by-Step Guide: Demonstrate NAP DHCP Enforcement in a Test 
Lab (ʇʦʰʘʛʦʚʦʝ ʨʫʢʦʚʦʜʩʪʚʦ: ʢʘʢ ʦʙʝʩʧʝʯʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ 
DHCP ʩ ʧʦʤʦʱʴʶ NAP ʚ ʣʘʙʦʨʘʪʦʨʥʳʭ ʫʩʣʦʚʠʷʭ). 

ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʜʘʝʪʩʷ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʨʦʣʠ DHCP-ʩʝʨʚʝʨ. ʋ ʨʦʣʠ DHCP-ʩʝʨʚʝʨ ʥʝʪ ʧʦʜʯʠʥʝʥʥʳʭ ʩʣʫʞʙ ʨʦʣʠ. 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 
ʈʦʣʴ DHCP ʚʦ ʤʥʦʛʦʤ ʧʦʜʚʝʨʞʝʥʘ ʪʝʤ ʞʝ ʘʪʘʢʘʤ ʥʘ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʠ 
ʣʶʙʦʡ ʩʝʨʚʝʨ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʩʣʫʞʙʳ DHCP. ʏʪʦʙʳ ʦʙʦʟʥʘʯʠʪʴ ʚʩʶ 
ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʵʪʦʡ ʨʦʣʠ, ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʬʘʡʣʳ. ʕʪʦ ʬʘʡʣʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʨʦʣʠ DHCP-
ʩʝʨʚʝʨʘ. 

¶ ɺʳʧʦʣʥʷʶʱʠʝʩʷ ʩʣʫʞʙʳ. ʕʪʦ ʩʣʫʞʙʳ, ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʢʘʢ ʯʘʩʪʴ ʨʦʣʠ 
DHCP-ʩʝʨʚʝʨʘ. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɖɔɈɋɖɐɎ ɜɋɑɔɗɘɓɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɛ ɚɆɏɑɔɈ Ɏ ɚɆɏɑɔɈ, Ɉɡɕɔɑɓɥɋɒɡɛ 
ɗɑəɌɇɔɏ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ əɘɎɑɎɘɆɒɎ RootkitRevealer  Ɏ Sigcheck , ɥɈɑɥɤɟɎɒɎɗɥ 
ɝɆɗɘɢɤ ɕɆɐɋɘɆ ɗɑəɌɋɇɓɡɛ ɕɖɔɉɖɆɒɒ Windows  Sysinternals  

¶ ʇʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʕʪʦ ʠʩʧʦʣʴʟʫʝʤʳʝ ʨʦʣʴʶ DHCP-ʩʝʨʚʝʨʘ ʧʨʘʚʠʣʘ 
ʙʨʘʥʜʤʘʫʵʨʘ. 

¶ ɿʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ. ʕʪʦ ʟʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ DHCP-ʩʝʨʚʝʨʘ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʨʦʣʠ DHCP-ʩʝʨʚʝʨʘ ʚʢʣʶʯʝʥʘ ʚ 
ʢʥʠʛʫ çʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʚ Windows Server 2008è, ʧʨʠʣʘʛʘʝʤʦʡ ʢ 
ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ. ʆʮʝʥʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʜʘʥʥʦʡ ʩʣʫʞʙʳ ʨʦʣʠ ʤʦʞʥʦ 
ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ AD DS ʢʥʠʛʠ ʚ ʨʘʟʜʝʣʘʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʘʞʜʦʤʫ ʠʟ ʧʫʥʢʪʦʚ 
ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʨʦʣʠ DHCP-ʩʝʨʚʝʨʘ ʜʣʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʘ ʦʪ 
ʟʣʦʫʤʳʰʣʝʥʥʳʭ ʘʪʘʢ. ʇʨʠʚʝʜʝʥʥʳʝ ʥʠʞʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʥʘ 
ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ ʄʘʩʪʝʨʘ ʜʦʙʘʚʣʝʥʠʷ ʨʦʣʝʡ ʚʳʙʨʘʥʘ ʪʦʣʴʢʦ ʦʧʮʠʷ 
DHCP-ʩʝʨʚʝʨ. ʈʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʜʨʫʛʠʭ ʩʣʫʞʙ ʨʦʣʠ ʥʝ ʚʢʣʶʯʝʥʳ. 

http://go.microsoft.com/fwlink/?LinkId=99878
http://go.microsoft.com/fwlink/?LinkId=107153
http://go.microsoft.com/fwlink/?LinkId=85897
http://go.microsoft.com/fwlink/?LinkId=85897
http://www.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx
http://www.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx
http://go.microsoft.com/fwlink/?LinkId=96491


 

 

ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʚʳhʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʨʦʣʴ DHCP-
ʩʝʨʚʝʨʘ. ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʢʘʢʠʭ-ʣʠʙʦ ʪʨʫʜʥʦʩʪʝʡ ʧʦ ʚʳʧʦʣʥʝʥʠʶ ʵʪʠʭ ʟʘʜʘʯ 
ʦʙʨʘʪʠʪʝʩʴ ʢ ʩʣʝʜʫʶʱʠʤ ʨʘʟʜʝʣʘʤ ʜʘʥʥʦʡ ʛʣʘʚʳ ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ 
ʠ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ. 

Table 4.1. ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʀʩʧʦʣʴʟʦʚʘʪʴ ʚʳʜʝʣʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʚʳʧʦʣʥʝʥʠ ̫ʨʦʣʠ DHCP-ʩʝʨʚʝʨʘ. 

  ʈʘʟʚʝʨʥʫʪʴ ʫʩʪʘʥʦʚʢʫ Server Core Windows Server 2008. 

  ʀʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ DHCPv6. 

  ʀʩʢʣʶʯʠʪʴ ʢʦʤʧʴʶʪʝʨʳ, ʚʳʧʦʣʥʷʶʱʠʝ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʝ DHCP-ʩʣʫʞʙʳ. 

  ɼʦʙʘʚʠʪʴ DHCP-ʜʠʘʧʘʟʦʥʳ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʠ ʠʩʢʣʶʯʝʥʠʷ ʜʣʷ IP-ʘʜʨʝʩʦʚ. 

  ʀʩʧʦʣʴʟʦʚʘʪʴ NAP ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʤʧʴʶʪʝʨʘ. 

  ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ DHCP. 

  ʅʘʩʪʨʦʠʪʴ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʟʘʧʠʩʝʡ DNS, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʝ 
ʫʩʪʘʨʝʚʰʠʭ ʟʘʧʠʩʝʡ DNS. 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʚʳʜʝʣʝʥʥʳʡ ʢʦʤʧʴʶʪʝʨ ʜʣʷ ʚʳʧʦʣʥʝʥʠ ̫ʨʦʣʠ 
DHCP-ʩʝʨʚʝʨʘ 

ʂʘʢ ʧʨʘʚʠʣʦ, ʢʦʤʙʠʥʠʨʦʚʘʪʴ ʨʦʣʠ ʩʝʨʚʝʨʘ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ 
ʦʩʦʙʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚ. ʅʘʧʨʠʤʝʨ, ʚ ʥʝʢʦʪʦʨʳʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʤʦʞʥʦ ʙʳʣʦ ʙʳ 
ʩʦʚʤʝʱʘʪʴ ʨʦʣʠ ʩʝʨʚʝʨʦʚ DNS ʠ AD DS. ʆʜʥʘʢʦ DHCP-ʩʝʨʚʝʨʳ ʯʘʩʪʦ 
ʧʨʝʜʩʪʘʚʣʷʶʪ ʢʨʠʪʠʯʝʩʢʫʶ ʥʘʛʨʫʟʢʫ ʜʣʷ ʩʨʝʜʳ. ʂʦʤʙʠʥʠʨʦʚʘʥʠʝ ʨʦʣʝʡ ʩʝʨʚʝʨʦʚ 
ʫʚʝʣʠʯʠʚʘʝʪ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʠ ʧʦʚʳʰʘʝʪ ʰʘʥʩʳ ʥʘ ʫʩʧʝʭ ʚ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢ 
ʪʠʧʘ ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ (Denial of Service, DoS). ʇʦ ʵʪʠʤ ʧʨʠʯʠʥʘʤ Microsoft 
ʦʙʳʯʥʦ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪ ʩʦʯʝʪʘʪʴ ʨʦʣʴ DHCP-ʩʝʨʚʝʨʘ ʩ ʢʘʢʦʡ-ʣʠʙʦ ʠʥʦʡ ʨʦʣʴʶ. 

ʅʦ ʝʩʣʠ ʧʦ ʬʠʥʘʥʩʦʚʳʤ ʠʣʠ ʜʨʫʛʠʤ ʩʦʦʙʨʘʞʝʥʠʷʤ ʦʨʛʘʥʠʟʘʮʠʷ ʚʳʥʫʞʜʝʥʘ 
ʢʦʤʙʠʥʠʨʦʚʘʪʴ ʨʦʣʠ ʩʝʨʚʝʨʘ, ʨʦʣʴ DHCP-ʩʝʨʚʝʨ ʤʦʞʥʦ ʩʦʯʝʪʘʪʴ ʩ ʜʨʫʛʠʤʠ ʨʦʣʷʤʠ 
ʩʝʨʚʝʨʘ ʩʨʝʜʳ. ʇʦʜʭʦʜʷʱʠʤ ʚʘʨʠʘʥʪʦʤ ʤʦʛʣʘ ʙʳ ʙʳʪʴ ʨʦʣʴ ʩʝʨʚʝʨʘ Windows 
Internet Name Service (WINS)

1
, ʭʦʪʷ ʤʥʦʛʠʝ ʩʨʝʜʳ Windows Server 2008 ʙʦʣʴʰʝ ʥʝ 

ʥʫʞʜʘʶʪʩʷ ʚ WINS-ʩʝʨʚʝʨʝ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʠʟʙʝʛʘʪʴ ʢʦʤʙʠʥʠʨʦʚʘʥʠʷ ʨʦʣʠ 
DHCP-ʩʝʨʚʝʨʘ ʩ ʪʘʢʠʤʠ ʨʦʣʷʤʠ: 

¶ ʉ ʨʦʣʷʤʠ ʩʝʨʚʝʨʘ, ʭʘʨʘʢʪʝʨʠʟʫʶʱʠʤʠʩʷ ʤʝʥʝʝ ʩʪʨʦʛʠʤʠ ʧʦʣʠʪʠʢʘʤʠ, 
ʪʘʢʠʤʠ ʢʘʢ ʨʦʣʴ ɺʝʙ-ʩʝʨʚʝʨ ʠʣʠ ʨʦʣʴ ʉʝʨʚʝʨ ʩʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ 

¶ ʉ ʨʦʣʴʶ AD DS, ʧʦʩʢʦʣʴʢʫ ʜʣʷ ʵʪʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ ʦʯʝʥʴ ʚʘʞʥʦ 
ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ. 

¶ ʉ ʨʦʣʴʶ AD CS, ʧʦʩʢʦʣʴʢʫ ʜʣʷ ʵʪʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ ʦʯʝʥʴ ʚʘʞʥʦ 
ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ. 

                                                           
1
ʉʣʫʞʙʘ ʠʤeʥ ʚ ʀʥʪʝʨʥʝʪʝ ʜʣʷ Windows (ʧʨʠʤ. ʧʝʨʝʚʦʜʯʠʢʘ). 



 

 

ʈʘʟʚʝʨʥʫʪʴ ʫʩʪʘʥʦʚʢʫ Server Core Windows Server 2008 

ʈʘʟʚʝʨʪʳʚʘʥʠʝ Windows Server 2008 ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server 
Core ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʢʨʘʱʝʥʠʝ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʟʘ 
ʩʯʝʪ ʦʛʨʘʥʠʯʝʥʠʷ ʯʠʩʣʘ ʥʝʦʙʭʦʜʠʤʳʭ ʬʘʡʣʦʚ ʠ ʩʣʫʞʙ. ʇʨʝʠʤʫʱʝʩʪʚʦ ʦʧʮʠʠ Server 
Core ʚ ʪʦʤ, ʯʪʦ ʚ ʩʣʫʯʘʝ ʝʝ ʧʨʠʤʝʥʝʥʠʷ ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʬʘʡʣʳ ʠ ʩʣʫʞʙʳ ʜʣʷ 
ʛʨʘʬʠʯʝʩʢʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (GUI). 

ɽʩʣʠ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows Server 2008 ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʦʧʮʠʷ ʫʩʪʘʥʦʚʢʠ Server Core, ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʝʨʦʤ ʤʦʞʥʦ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʦ ʩ 
ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ʏʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʝʨʦʤ ʯʝʨʝʟ 
ʠʥʩʪʨʫʤʝʥʪʳ ʛʨʘʬʠʯʝʩʢʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ 
ʠ ʟʘʧʫʩʪʠʪʴ ʠʭ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ GUI ʥʘ ʙʘʟʝ Windows. 

ɼʣʷ ʫʧʨʘʚʣʝʥʠʷ ʨʦʣʴʶ DHCP-ʩʝʨʚʝʨ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʠʥʩʪʨʫʤʝʥʪʳ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ: 

¶ ʏʪʦʙ rʫʩʪʘʥʦʚʠʪʴ ʨʦʣʴ DHCP-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

start /w ocsetup DHCPServerCore  

¶ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʩʣʫʞʙʫ DHCP-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

sc  config  dhcpserver  start  = auto  

ȵɖɎɒɋɝɆɓɎɋ ȵɖɔɇɋɑ ɒɋɌɊə "start " Ɏ "="  ɔɇɥɍɆɘɋɑɋɓ. ȸɆɐɌɋ ɓɋɔɇɛɔɊɎɒ ɕɖɔɇɋɑ 
ɒɋɌɊə "=" Ɏ "auto ".  

¶ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʩʣʫʞʙʫ DHCP-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

net start dhcpserver  

¶ ʏʪʦʙʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ DHCP-ʩʝʨʚʝʨʳ, ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ DHCP ʠ ʦʧʮʠʠ 
ʦʙʣʘʩʪʝʡ ʜʝʡʩʪʚʠʷ DHCP, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ: 

netsh D HCP 

netsh DHCP server  

netsh DHCP server scope  

netsh  DHCP server  mscope 

ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʨʦʣʴʶ DHCP-ʩʝʨʚʝʨ ʩ 
ʧʦʤʦʱʴʶ netsh ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Netsh commands for DHCP 
(ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ Netsh ʜʣʷ ʥʘʩʪʨʦʡʢʠ DHCP). 

¶ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʨʦʣʴ DHCP-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

start  / w ocsetup  DHCPServerCore  / uninstall  

ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʫʧʨʘʚʣʝʥʠʶ ʨʦʣʴʶ DHCP-ʩʝʨʚʝʨ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server Core ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʤʘʪʝʨʠʘʣʝ Server Core 
Installation Option of Windows Server 2008 Step-By-Step Guide. 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ DHCPv6 

ʇʨʦʪʦʢʦʣ IPv6 ʦʙʝʩʧʝʯʠʚʘʝʪ ʢʦʤʧʴʶʪʝʨʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʣʫʯʘʪʴ 
IP-ʘʜʨʝʩʘ, ʠʩʧʦʣʴʟʫʷ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʥʘʩʪʨʦʡʢʫ ʨʝʞʠʤʘ ʙʝʟ ʩʦʩʪʦʷʥʠʷ. ʕʪʦʪ 
ʧʨʦʪʦʢʦʣ ʥʝ ʪʨʝʙʫʝʪ ʥʘʣʠʯʠʷ DHCP-ʩʝʨʚʝʨʘ ʠ ʛʘʨʘʥʪʠʨʫʝʪ ʫʥʠʢʘʣʴʥʦʩʪʴ IP-
ʘʜʨʝʩʦʚ, ʧʦʪʦʤʫ ʯʪʦ ʠʩʧʦʣʴʟʫʝʪ MAC-ʘʜʨʝʩ ʩʝʪʝʚʦʛʦ ʘʜʘʧʪʝʨʘ ʢʘʢ ʯʘʩʪʴ ʘʜʨʝʩʘ ʠ 
ʟʘʪʝʤ ʨʘʩʩʳʣʘʝʪ ʤʥʦʛʦʘʜʨʝʩʥʳʡ ʧʘʢʝʪ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʵʪʦʪ IP-ʘʜʨʝʩ ʥʝ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʠ ʦʜʥʠʤ ʜʨʫʛʠʤ ʭʦʩʪʦʤ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ. 

http://go.microsoft.com/fwlink/?LinkId=99891
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ɼʘʞʝ ʝʩʣʠ DHCP-ʩʝʨʚʝʨ ʠʩʧʦʣʴʟʫʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʥʘʩʪʨʦʡʢʫ ʨʝʞʠʤʘ ʙʝʟ 
ʩʦʩʪʦʷʥʠʷ, ʝʛʦ ʚʩʝ ʨʘʚʥʦ ʤʦʞʥʦ ʧʨʠʤʝʥʷʪʴ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 
ʦʧʮʠʡ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ. Windows Server 2008 ʧʦʜʜʝʨʞʠʚʘʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ 
ʥʘʩʪʨʦʡʢʫ ʨʝʞʠʤʘ ʙʝʟ ʩʦʩʪʦʷʥʠʷ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ 
IPv6-ʘʜʨʝʩʦʚ ʠʩʧʦʣʴʟʫʡʪʝ ʚ DHCP ʨʝʞʠʤ ʩ ʩʦʩʪʦʷʥʠʝʤ. 

ʉʬʦʨʤʠʨʦʚʘʥʥʳʝ DHCPv6-ʩʝʨʚʝʨʦʤ ʘʜʨʝʩʘ ʭʘʦʪʠʯʥʦ ʨʘʩʧʨʝʜʝʣʝʥʳ ʧʦ 
ʜʦʩʪʫʧʥʦʤʫ ʘʜʨʝʩʥʦʤʫ ʧʨʦʩʪʨʘʥʩʪʚʫ ʧʦʜʩʝʪʠ. ɺʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʜʙʝʨʫʪ ʩʝʪʝʚʦʡ IPv6-ʘʜʨʝʩ, ʦʯʝʥʴ ʤʘʣʘ, ʧʦʪʦʤʫ ʯʪʦ 64-
ʨʘʟʨʷʜʥʳʡ ʧʨʝʬʠʢʩ IPv6 ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʴʰʦʡ ʜʠʘʧʘʟʦʥ ʘʜʨʝʩʦʚ, ʧʦ ʢʦʪʦʨʦʤʫ 
DHCP-ʩʝʨʚʝʨ ʨʘʩʧʨʝʜʝʣʷʝʪ ʘʜʨʝʩʘ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ. 

ʈʦʣʴ DHCP-ʩʝʨʚʝʨ ʧʦʩʨʝʜʩʪʚʦʤ DHCPv6 ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʦʩʪʦʷʥʥʳʝ ʠ 
ʚʨʝʤʝʥʥʳʝ ʘʜʨʝʩʘ. ɼʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʨʝʛʠʩʪʨʘʮʠʠ DNS ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʧʦʩʪʦʷʥʥʳʡ IPv6-ʘʜʨʝʩ, ʪʘʢ ʯʪʦ ʢʣʠʝʥʪʩʢʠʡ ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ çʠʟʚʝʩʪʝʥè ʧʦʜ ʵʪʠʤ 
ʘʜʨʝʩʦʤ. ʅʦ ʚ ʩʮʝʥʘʨʠʷʭ, ʚ ʢʦʪʦʨʳʭ ʪʨʝʙʫʝʪʩʷ ʦʙʝʩʧʝʯʠʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ 
ʧʦʩʪʦʷʥʥʳʭ ʘʜʨʝʩʦʚ, ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʠʩʭʦʜʷʱʝʛʦ ʩʦʝʜʠʥʝʥʠʷ ʤʦʞʥʦ 
ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚʨʝʤʝʥʥʳʤ IPv6-ʘʜʨʝʩʦʤ. ʉ ʧʦʤʦʱʴʶ ʆʙʲʷʚʣʝʥʠʡ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ (Router Advertisements) ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʤʦʛʫʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ 
ʥʘʩʪʨʦʡʢʫ IPv6 ʢʦʤʧʴʶʪʝʨʦʚ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʞʠʤʘ ʩ ʠ ʙʝʟ ʩʦʩʪʦʷʥʠʷ. 

ʀʩʢʣʶʯʠʪʴ ʢʦʤʧʴʶʪʝʨʳ, ʚʳʧʦʣʥʷʶʱʠʝ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʝ 
DHCP-ʩʣʫʞʙʳ 

ʆʜʥʘ ʠʟ ʩʘʤʳʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʘʪʘʢ ʩ ʫʯʘʩʪʠʝʤ DHCP-ʩʝʨʚʝʨʦʚ ï 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʩʝʨʚʝʨʦʚ ʜʣʷ ʚʳʜʘʯʠ ʘʜʨʝʩʦʚ ʢʣʠʝʥʪʩʢʠʤ 
ʢʦʤʧʴʶʪʝʨʘʤ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʪʘʢʫʶ ʘʪʘʢʫ ʣʝʛʢʦ ʦʩʫʱʝʩʪʚʠʪʴ, ʧʦʪʦʤʫ ʯʪʦ 
ʜʣʷ ʝʝ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʩʪʦ ʜʦʙʘʚʠʪʴ ʚ ʩʝʪʴ, ʦʙʩʣʫʞʠʚʘʶʱʫʶ 
ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ, ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ DHCP-ʩʝʨʚʝʨ. 

ɼʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʦʟʤʦʞʥʦʩʪʠ ʚʥʝʜʨʝʥʠʷ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʭ DHCP-ʩʝʨʚʝʨʦʚ 
Windows Server 2008 ʧʦʜʜʝʨʞʠʚʘʝʪ ʘʚʪʦʨʠʟʘʮʠʶ ʩʝʨʚʝʨʦʚ ʚ Active Directory®. 
ʏʪʦʙʳ ʢʦʤʧʴʶʪʝʨ, ʷʚʣʷʶʱʠʡʩʷ ʯʘʩʪʴʶ ʜʦʤʝʥʘ ʠ ʨʘʙʦʪʘʶʱʠʡ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 
Windows Server 2008, ʤʦʛ ʚʳʜʘʚʘʪʴ ʘʜʨʝʩʘ, ʦʥ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ 
Active Directory. 

ʀʟʦʣʠʨʦʚʘʥʥʳʤ ʩʝʨʚʝʨʘʤ ʩ Windows Server® ʜʣʷ ʚʳʜʘʯʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʚ 
ʘʨʝʥʜʫ DHCP-ʘʜʨʝʩʦʚ ʥʝ ʪʨʝʙʫʝʪʩʷ ʨʝʛʠʩʪʨʘʮʠʷ ʚ Active Directory. ʆʜʥʘʢʦ ʝʩʣʠ 
ʠʟʦʣʠʨʦʚʘʥʥʳʡ DHCP-ʩʝʨʚʝʨ ʦʙʥʘʨʫʞʠʚʘʝʪ ʩʫʱʝʩʪʚʫʶʱʠʡ ʜʦʤʝʥ ʚ ʪʦʡ ʞʝ 
ʧʦʜʩʝʪʠ, ʦʥ ʧʨʝʢʨʘʱʘʝʪ ʚʳʜʘʯʫ IP-ʘʜʨʝʩʦʚ. 

ɽʩʣʠ DHCP-ʩʝʨʚʝʨ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʦʪʣʠʯʥʦʡ ʦʪ 
Windows Server, ʦʥ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʦʧʦʚʝʱʝʥ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʝʢʨʘʱʝʥʠʷ 
ʚʳʜʘʯʠ IP-ʘʜʨʝʩʦʚ. ʏʪʦʙʳ ʢʦʤʧʴʶʪʝʨ, ʨʘʙʦʪʘʶʱʠʡ ʥʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows, 
ʧʨʝʢʨʘʪʠʣ ʧʨʝʜʦʩʪʘʚʣʷʪʴ DHCP-ʩʝʨʚʠʩ, ʥʝʦʙʭʦʜʠʤʳ ʜʨʫʛʠʝ ʤʝʭʘʥʠʟʤʳ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʝʛʦ ʜʦʩʪʫʧʘ ʚʦ ʚʥʫʪʨʝʥʥʶʶ ʩʝʪʴ, ʪʘʢʠʝ ʢʘʢ ʬʠʟʠʯʝʩʢʠʡ ʢʦʥʪʨʦʣʴ 
ʥʘʜ Ethernet ʠ ʙʝʩʧʨʦʚʦʜʥʳʤʠ ʩʦʝʜʠʥʝʥʠʷʤʠ. 

ʉ ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ DHCPLoc, ʢʦʪʦʨʳʡ ʩʦʩʪʘʚʣʷʝʪ ʩʧʠʩʦʢ 
ʚʩʝʭ DHCP-ʩʝʨʚʝʨʦʚ ʚ ʣʦʢʘʣʴʥʦʡ ʧʦʜʩʝʪʠ, ʤʦʞʥʦ ʚʳʷʚʣʷʪʴ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʝ 
DHCP-ʩʝʨʚʝʨʳ. ʀʥʩʪʨʫʤʝʥʪ DHCPLoc ʜʦʩʪʫʧʝʥ ʥʘ ʢʦʤʧʘʢʪ-ʜʠʩʢʝ ʧʨʦʜʫʢʪʦʚ 
Windows® XP, Windows Vista®, Windows Server® 2003 ʠ Windows Server 2008 ʚ 
ʨʘʟʜʝʣʝ Windows Support Tools (ʉʨʝʜʩʪʚʘ ʧʦʜʜʝʨʞʢʠ Windows) ʚ ʧʘʧʢʝ 
\Support\Tools. 



 

 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʪʠʣʠʪʝ DHCPLoc ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Dhcploc 
Overview (ʆʙʟʦʨ Dhcploc) ʥʘ ʩʘʡʪʝ TechNet. 

ɼʦʙʘʚʠʪʴ DHCP-ʜʠʘʧʘʟʦʥʳ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʠ ʠʩʢʣʶʯʝʥʠʷ ʜʣʷ IP-
ʘʜʨʝʩʦʚ 

ɻʘʨʘʥʪʠʨʦʚʘʪʴ ʧʨʠʩʚʦʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘʤ ʢʦʨʨʝʢʪʥʳʭ IP-ʘʜʨʝʩʦʚ ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤ 
ʦʙʨʘʟʦʤ: 

¶ ɿʘʨʝʟʝʨʚʠʨʦʚʘʚ ʩʪʘʪʠʯʝʩʢʠʝ ʘʜʨʝʩʘ, ʯʪʦʙʳ ʦʥʠ ʩʣʫʯʘʡʥʦ ʥʝ ʙʳʣʠ 
ʧʨʠʩʚʦʝʥʳ ʜʨʫʛʠʤ IP-ʫʩʪʨʦʡʩʪʚʘʤ. 

¶ ɿʘʜʘʚ ʜʠʘʧʘʟʦʥ IP-ʘʜʨʝʩʦʚ, ʯʪʦʙʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʳʜʝʣʠʪʴ ʠʭ ʜʣʷ ʜʨʫʛʠʭ 
ʫʩʪʨʦʡʩʪʚ. 

ȵɖɎɒɋɝɆɓɎɋ ȫɗɑɎ IP-ɆɊɖɋɗ ɍɆɖɋɍɋɖɈɎɖɔɈɆɓ Ɏ ɕɔɕɆɊɆɋɘ Ɉ ɊɎɆɕɆɍɔɓ ɎɗɐɑɤɝɋɓɎɏ, 
ɖɋɍɋɖɈɎɖɔɈɆɓɎɋ ɇəɊɋɘ Ɏɒɋɘɢ ɇɔɑɢɞɎɏ ɕɖɎɔɖɎɘɋɘ. 

ʀʩʧʦʣʴʟʦʚʘʪʴ NAP ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʢʦʤʧʴʶʪʝʨʘ 

ɺ ʩʣʫʯʘʝ ʧʨʠʤʝʥʝʥʠʷ DHCP ʚ Windows Server 2008, ʧʨʝʞʜʝ ʯʝʤ ʢʦʤʧʴʶʪʝʨʫ ʙʫʜʝʪ 
ʧʨʠʩʚʦʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʷ IPv4, ʢʦʪʦʨʘʷ ʦʙʝʩʧʝʯʠʪ ʝʤʫ ʜʦʩʪʫʧ ʢ ʚʘʰʝʡ ʠʥʪʨʘʩʝʪʠ, ʦʥ 
ʧʦʜʚʝʨʛʘʝʪʩʷ ʧʨʦʚʝʨʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʪʦʷʥʠʷ ʜʣʷ ʩʝʪʠ, ʦʩʫʱʝʩʪʚʣʷʝʤʦʡ NAP. 
ɽʩʣʠ ʢʦʤʧʴʶʪʝʨ ʥʝ ʧʨʦʭʦʜʠʪ ʧʨʦʚʝʨʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʤʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ 
ʢʦʥʬʠʛʫʨʘʮʠʷ IPv4, ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʩʝʪʠ. ɺ ʭʦʜʝ 
ʧʨʦʚʝʨʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʪʦʷʥʠʷ ʚʳʷʩʥʷʝʪʩʷ, ʫʜʦʚʣʝʪʚʦʨʷʝʪ ʣʠ ʠʣʠ ʧʨʝʚʳʰʘʝʪ 
ʢʦʥʬʠʛʫʨʘʮʠʷ ʮʝʣʝʚʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʪʨʝʙʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʝʡ 
ʦʨʛʘʥʠʟʘʮʠʠ, ʪʘʢʠʤ ʢʘʢ ʥʘʣʠʯʠʝ ʧʦʩʣʝʜʥʠʭ ʧʘʢʝʪʦʚ ʦʙʥʦʚʣʝʥʠʡ ʠʣʠ ʬʘʡʣʦʚ 
ʩʠʛʥʘʪʫʨ ʘʥʪʠʚʠʨʫʩʦʚ. 

ɽʩʣʠ DHCP ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʦʩʪʦʷʥʠʷ ʢʣʠʝʥʪʘ ʜʣʷ ʩʝʪʠ ʧʦʩʨʝʜʩʪʚʦʤ 
NAP, ʪʨʝʙʦʚʘʥʠʷ ʧʦʣʠʪʠʢʠ ʧʨʦʚʝʨʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʪʦʷʥʠʷ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ ʧʨʠ 
ʢʘʞʜʦʡ ʧʦʧʳʪʢʝ DHCP-ʢʣʠʝʥʪʘ ʧʦʣʫʯʠʪʴ ʚ ʘʨʝʥʜʫ ʠʣʠ ʦʙʥʦʚʠʪʴ IP-ʘʜʨʝʩ. ɽʩʣʠ 
DHCP-ʢʣʠʝʥʪ ʥʝ ʧʨʦʭʦʜʠʪ ʧʨʦʚʝʨʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʝʛʦ ʩʦʩʪʦʷʥʠʷ ʜʣʷ ʩʝʪʠ, ʝʤʫ 
ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʩʝʪʠ. 

ʂ ʧʦʜʩʠʩʪʝʤʘʤ DHCP ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʪʦʷʥʠʷ ʢʣʠʝʥʪʘ ʜʣʷ ʩʝʪʠ 
ʧʦʩʨʝʜʩʪʚʦʤ NAP ʦʪʥʦʩʷʪʩʷ DHCP-ʩʝʨʚʝʨ ʧʨʦʚʝʨʢʠ ʫʩʣʦʚʠʡ ʢʘʨʘʥʪʠʥʘ (Quarantine 
Enforcement Server, QES), ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʩʣʫʞʙʳ DHCP-ʩʝʨʚʝʨ ʚ 
Windows Server 2008, ʠ DHCP-ʢʣʠʝʥʪ ʧʨʦʚʝʨʢʠ ʫʩʣʦʚʠʡ ʢʘʨʘʥʪʠʥʘ (Quarantine 
Enforcement Client, QEC), ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʩʣʫʞʙʳ DHCP-ʢʣʠʝʥʪ. ɹʦʣʴʰʝ 
ʠʥʬʦʨʤʘʮʠʠ ʦ NAP ʤʦʞʥʦ ʥʘʡʪʠ ʚ ɻʣʘʚʝ 10 çʇʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʣʫʞʙ 
ʩʝʪʝʚʦʛʦ ʜʦʩʪʫʧʘè ʠ ʚ ʩʪʘʪʴʝ Network Access Protection. 

ʆʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ DHCP 

ʄʦʞʥʦ ʩʦʟʜʘʪʴ ʩʣʝʜʫʶʱʠʝ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ ʜʣʷ DHCP: 

¶ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ DHCP. ʋʯʘʩʪʥʠʢʠ ʵʪʦʡ ʛʨʫʧʧʳ ʠʤʝʶʪ ʧʨʘʚʦ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʪʴ DHCP-ʩʝʨʚʝʨʳ, ʥʦ ʦʙʣʘʜʘʶʪ ʙʦʣʝʝ ʥʠʟʢʠʤ ʫʨʦʚʥʝʤ 
ʧʨʠʚʠʣʝʛʠʡ, ʯʝʤ ʛʨʫʧʧʘ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ. ɺʢʣʶʯʘʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 
ʚʳʧʦʣʥʷʶʱʠʭ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʠ ʦʙʩʣʫʞʠʚʘʥʠʝ DHCP, ʚ ʛʨʫʧʧʫ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ DHCP, ʘ ʥʝ ʚ ʛʨʫʧʧʫ ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʜʦʤʝʥʘ, ʚʳ 
ʨʝʘʣʠʟʫʝʪʝ ʧʨʠʥʮʠʧ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʤʠʥʠʤʘʣʴʥʳʭ ʧʨʘʚ. ʇʨʠʤʝʥʝʥʠʝ 
ʢʦʤʧʦʥʝʥʪʘ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ɻʨʫʧʧʳ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʜʦʩʪʫʧʦʤ 
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ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʦʙʝʩʧʝʯʠʪ ʥʝʠʟʤʝʥʥʦʩʪʴ ʫʯʘʩʪʥʠʢʦʚ ʛʨʫʧʧʳ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ DHCP. ɹʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʵʪʦʡ ʪʝʤʝ 
ʤʦʞʥʦ ʥʘʡʪʠ ʜʘʣʝʝ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ʚ ʨʘʟʜʝʣʝ çʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 
ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠè. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ DHCP. ʋʯʘʩʪʥʠʢʠ ʵʪʦʡ ʛʨʫʧʧʳ ʠʤʝʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ 
ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʢ ʠʥʬʦʨʤʘʮʠʠ ʯʝʨʝʟ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ Microsoft 
ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ DHCP. 

ʅʘʩʪʨʦʠʪʴ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴ ʟʘʧʠʩʠ DNS, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 
ʚʦʟʥʠʢʥʦʚʝʥʠʝ ʫʩʪʘʨʝʚʰʠʭ ʟʘʧʠʩʝʡ DNS 

DHCP-ʩʝʨʚʝʨ ʤʦʞʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʪʘʢ, ʯʪʦʙʳ ʦʥ ʜʠʥʘʤʠʯʝʩʢʠ ʨʝʛʠʩʪʨʠʨʦʚʘʣ 
ʟʘʧʠʩʠ ʭʦʩʪʦʚ (ɸ) ʠ ʫʢʘʟʘʪʝʣʝʡ ʥʘ ʨʝʩʫʨʩʳ (PTR) ʦʪ ʣʠʮʘ DHCP-ʢʣʠʝʥʪʦʚ. ʇʨʠ 
ʪʘʢʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʦʛʦ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ 
DNS-ʩʝʨʚʝʨʦʚ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʷʚʣʝʥʠʶ ʫʩʪʘʨʝʚʰʠʭ ʟʘʧʠʩʝʡ ʨʝʩʫʨʩʦʚ. 

ɺ ʥʝʢʦʪʦʨʳʭ ʫʩʣʦʚʠʷʭ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʚʦʟʥʠʢʥʦʚʝʥʠʶ ʧʨʦʙʣʝʤ. ʅʘʧʨʠʤʝʨ, 
ʝʩʣʠ ʩʝʨʚʝʨ DHCP1 ʚʳʭʦʜʠʪ ʠʟ ʩʪʨʦʷ ʠ ʢ ʩʝʪʠ ʧʦʜʢʣʶʯʘʝʪʩʷ ʨʝʟʝʨʚʥʳʡ ʩʝʨʚʝʨ 
DHCP2, ʚʪʦʨʦʡ ʩʝʨʚʝʨ ʥʝ ʤʦʞʝʪ ʦʙʥʦʚʣʷʪʴ ʠʤʷ ʢʣʠʝʥʪʘ, ʧʦʪʦʤʫ ʯʪʦ ʥʝ ʷʚʣʷʝʪʩʷ 
ʚʣʘʜʝʣʴʮʝʤ ʠʤʝʥʠ. 

ɼʨʫʛʦʡ ʧʨʠʤʝʨ: ʝʩʣʠ DHCP-ʩʝʨʚʝʨ ʚʳʧʦʣʥʷʝʪ ʜʠʥʘʤʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ DNS ʜʣʷ 
DHCP-ʢʣʠʝʥʪʦʚ ʫʩʪʘʨʝʚʰʝʡ ʚʝʨʩʠʠ (ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ 
ʚʝʨʩʠʠ Windows®, ʧʨʝʜʰʝʩʪʚʫʶʱʠʝ Windows® 2000), ʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʵʪʠ 
ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ ʦʙʥʦʚʣʷʶʪʩʷ ʜʦ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows 2000, 
Windows XP ʠʣʠ Windows Server 2003, ʦʙʥʦʚʣʝʥʥʳʡ ʢʣʠʝʥʪʩʢʠʡ ʢʦʤʧʴʶʪʝʨ ʥʝ 
ʤʦʞʝʪ ʚʩʪʫʧʘʪʴ ʚʦ ʚʣʘʜʝʥʠʝ ʦʙʥʦʚʣʝʥʠʝʤ ʠʣʠ ʦʙʥʦʚʣʷʪʴ ʩʦʙʩʪʚʝʥʥʳʝ DNS-ʟʘʧʠʩʠ. 

ɼʣʷ ʨʝʰʝʥʠʷ ʵʪʦʡ ʧʨʦʙʣʝʤʳ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʛʨʫʧʧʘ ʜʦʩʪʫʧʘ DnsUpdateProxy. 
ɽʩʣʠ ʩʜʝʣʘʪʴ ʚʩʝ DHCP-ʩʝʨʚʝʨʳ ʫʯʘʩʪʥʠʢʘʤʠ ʛʨʫʧʧʳ DnsUpdateProxy, ʦʜʠʥ ʩʝʨʚʝʨ 
ʩʤʦʞʝʪ ʦʙʥʦʚʣʷʪʴ ʟʘʧʠʩʠ ʜʨʫʛʦʛʦ ʩʝʨʚʝʨʘ ʚ ʩʣʫʯʘʝ ʩʙʦʷ ʧʦʩʣʝʜʥʝʛʦ. ʊʘʢʞʝ 
ʧʦʩʢʦʣʴʢʫ ʚʩʝ ʦʙʲʝʢʪʳ, ʩʦʟʜʘʚʘʝʤʳʝ ʫʯʘʩʪʥʠʢʘʤʠ ʛʨʫʧʧʳ DnsUpdateProxy, ʥʝ 
ʟʘʱʠʱʝʥʳ, ʩʝʨʚʝʨ (ʥʝ ʷʚʣʷʶʱʠʡʩʷ ʫʯʘʩʪʥʠʢʦʤ ʛʨʫʧʧʳ DnsUpdateProxy), ʢʦʪʦʨʳʡ 
ʠʟʤʝʥʠʪ ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʡ ʩ ʠʤʝʥʝʤ DNS ʥʘʙʦʨ ʟʘʧʠʩʝʡ ʧʝʨʚʳʤ, ʩʪʘʥʦʚʠʪʩʷ ʝʛʦ 
ʚʣʘʜʝʣʴʮʝʤ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ 
ʫʩʪʘʨʝʚʰʠʝ ʚʝʨʩʠʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʦʥʠ ʤʦʛʫʪ ʩʪʘʪʴ ʚʣʘʜʝʣʴʮʘʤʠ ʟʘʧʠʩʠ ʦʙ 
ʠʭ ʠʤʝʥʘʭ ʥʘ DNS-ʩʝʨʚʝʨʝ. ʏʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʧʦʪʝʥʮʠʘʣʴʥʫʶ ʚʦʟʤʦʞʥʦʩʪʴ 
ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʪʘʢʠʭ ʧʨʦʙʣʝʤ, ʚʩʝ ʨʝʛʠʩʪʨʘʮʠʦʥʥʳʝ ʟʘʧʠʩʠ ʨʝʩʫʨʩʦʚ DHCP-
ʩʝʨʚʝʨʘ ʜʣʷ ʢʣʠʝʥʪʦʚ ʫʩʪʘʨʝʚʰʠʭ ʚʝʨʩʠʡ ʥʝʦʙʭʦʜʠʤʦ ʩʜʝʣʘʪʴ ʫʯʘʩʪʥʠʢʦʤ ʛʨʫʧʧʳ 
DnsUpdateProxy. ʅʘʩʪʨʘʠʚʘʪʴ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ DnsUpdateProxy ʤʦʞʥʦ ʯʝʨʝʟ Active 
Directory - ʇʦʣʴʟʦʚʘʪʝʣʠ ʠ ʢʦʤʧʴʶʪʝʨʳ. 

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʝʨʝʯʠʩʣʝʥʳ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ 
ʩʣʫʞʙʝ ʨʦʣʠ DHCP-ʩʝʨʚʝʨ. ʀʩʧʦʣʴʟʫʡʪʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ 
ʨʝʘʣʠʟʘʮʠʠ ʥʝʦʙʭʦʜʠʤʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʝʡ ʩʨʝʜʳ. 
ʇʨʠʚʝʜʝʥʥʳʝ ʚ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʤʦʞʥʦ ʥʘʡʪʠ ʚ 
ʈʝʜʘʢʪʦʨʝ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ (Group Policy Object Editor) ʚ ʨʘʟʜʝʣʝ: 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʘ\ʅʘʩʪʨʦʡʢʠ Windows\ʅʘʩʪʨʦʡʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ\ɻʨʫʧʧʳ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʜʦʩʪʫʧʦʤ 



 

 

ʊʘʙʣʠʮʘ 4.2. ʇʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʩʣʫʞʙʳ ʨʦʣʠ DHCP-ʩʝʨʚʝʨ 

ʆʙʲʝʢʪ ʧʦʣʠʪʠʢʠ ʆʧʠʩʘʥʠʝ ʉʪʘʥʜʘʨʪʥʳʝ 
ʥʘʩʪʨʦʡʢʠ 
Windows Server 
2008 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ 
DHCP 

ɼʦʙʘʚʣʷʡʪʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ 
ʵʪʫ ʛʨʫʧʧʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ɽʩʣʠ 
ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʙʘʚʣʝʥʘ ʚ ʵʪʫ ʛʨʫʧʧʫ, ʥʦ ʥʝ 
ʜʦʙʘʚʣʝʥʘ ʚ ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, ʦʥʘ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪʩʷ, ʠ ʚ ʞʫʨʥʘʣʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʩʣʠ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʘʫʜʠʪ 
ʜʣʷ ʵʪʦʛʦ ʦʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ, ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ 
ʩʦʙʳʪʠʝ ID 637. 

ʅʝ ʩʦʟʜʘʝʪʩʷ. 

ʇʦʣʴʟʦʚʘʪʝʣʠ 
DHCP 

ɼʦʙʘʚʣʷʡʪʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ 
ʵʪʫ ʛʨʫʧʧʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ɽʩʣʠ 
ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʙʘʚʣʝʥʘ ʚ ʵʪʫ ʛʨʫʧʧʫ, ʥʦ ʥʝ 
ʜʦʙʘʚʣʝʥʘ ʚ ʜʘʥʥʳʡ ʦʙʲʝʢʪ ʧʦʣʠʪʠʢʠ, ʦʥʘ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪʩʷ, ʠ ʚ ʞʫʨʥʘʣʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʩʣʠ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʘʫʜʠʪ 
ʜʣʷ ʵʪʦʛʦ ʦʙʲʝʢʪʘ ʧʦʣʠʪʠʢʠ, ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ 
ʩʦʙʳʪʠʝ ID 637. 

ʅʝ ʩʦʟʜʘʝʪʩʷ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʳʝ ʩʚʝʜʝʥʠʷ ʠʟ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʨʦʣʴ DHCP-ʩʝʨʚʝʨʘ, ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ 
ʠʩʪʦʯʥʠʢʘʭ ʥʘ ʩʘʡʪʝ Microsoft.com: 

¶ Dhcploc Overview. 

¶ Dynamic Host Configuration Protocol (DHCP) NAP Components (ʂʦʤʧʦʥʝʥʪʳ 
NAP ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʥʘʩʪʨʦʡʢʠ ʭʦʩʪʦʚ). 

¶ Netsh commands for DHCP. 

¶ Network Access Protection. 

¶ The DHCPv6 Protocol. 

¶ Server Core. 

¶ Services and Service Accounts Security Planning Guide (ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʧʣʘʥʠʨʦʚʘʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʣʫʞʙ ʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩʣʫʞʙ). 

¶ Step-by-Step Guide: Demonstrate DHCP NAP.

ː̌́̃́ 5: ˜̜̙̏̃̆̎̉̆ ̠̔̑̏̃̎ ̜̈́̉̓̚ DNS-̒̌̔̇̂ 

ʉʣʫʞʙʘ ʜʦʤʝʥʥʳʭ ʠʤʝʥ (Domain Name System, DNS) ï ʵʪʦ ʩʠʩʪʝʤʘ ʜʣʷ 
ʧʨʠʩʚʘʠʚʘʥʠʷ ʠʤʝʥ ʢʦʤʧʴʶʪʝʨʘʤ ʠ ʩʝʪʝʚʳʤ ʩʣʫʞʙʘʤ, ʦʨʛʘʥʠʟʦʚʘʥʥʳʤ ʚ ʠʝʨʘʨʭʠʶ 
ʜʦʤʝʥʦʚ. ʏʪʦʙʳ ʫʧʨʦʩʪʠʪʴ ʨʘʙʦʪʫ ʩ ʩʝʪʝʚʳʤʠ ʨʝʩʫʨʩʘʤʠ, ʪʘʢʠʝ ʩʠʩʪʝʤʳ ʠʤʝʥ ʢʘʢ 

http://technet2.microsoft.com/windowsserver/en/library/8fa42e83-ec08-4a9b-9057-8909f7ed433e1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/2217fbdf-bc08-4689-b043-08368ace7c0c1033.mspx?mfr=true
http://go.microsoft.com/fwlink/?LinkId=99891
http://go.microsoft.com/fwlink/?LinkId=107153
http://go.microsoft.com/fwlink/?LinkId=99878
http://go.microsoft.com/fwlink/?LinkId=99832
http://go.microsoft.com/fwlink/?LinkId=41311
http://go.microsoft.com/fwlink/?LinkId=85897


 

 

DNS ʷʚʣʷʶʪʩʷ ʩʨʝʜʩʪʚʦʤ ʩʚʷʟʳʚʘʥʠʷ ʧʦʥʷʪʥʦʛʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʤʝʥʠ 
ʢʦʤʧʴʶʪʝʨʘ ʠʣʠ ʩʣʫʞʙʳ ʩ ʜʨʫʛʠʤʠ ʜʘʥʥʳʤʠ, ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʤʠ ʩ ʵʪʠʤ ʠʤʝʥʝʤ, 
ʪʘʢʠʤʠ ʢʘʢ IP-ʘʜʨʝʩ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʚ ʧʨʠʣʦʞʝʥʠʠ ʧʦʥʷʪʥʦʛʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
DNS-ʠʤʝʥʠ, DNS-ʩʣʫʞʙʳ ʚʳʧʦʣʥʷʶʪ ʝʛʦ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʩ ʯʠʩʣʦʚʳʤ ʘʜʨʝʩʦʤ. 

DNS ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʦʡ ʩʣʫʞʙʦʡ ʚ ʜʦʤʝʥʘʭ, ʠʩʧʦʣʴʟʫʶʱʠʭ Windows 
Server® 2008, ʧʦʪʦʤʫ ʯʪʦ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ ʠ ʢʣʠʝʥʪʩʢʠʝ ʢʦʤʧʴʶʪʝʨʳ ʚ ʜʦʤʝʥʝ 
Active Directory® ʠʩʧʦʣʴʟʫʶʪ DNS-ʩʣʫʞʙʫ ʠ ʜʨʫʛʠʝ ʩʣʫʞʙʳ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʯʝʨʝʟ 
Active Directory. 

ʉʣʫʞʙʘ DNS-ʩʝʨʚʝʨʘ ʠ ʩʣʫʞʙʘ DNS-ʢʣʠʝʥʪʘ ʚ Windows Server 2008 ʚʢʣʶʯʘʶʪ 
ʩʣʝʜʫʶʱʠʝ ʩʚʷʟʘʥʥʳʝ ʩ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʢʦʪʦʨʳʭ 
ʥʝ ʙʳʣʦ ʚ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ Windows Server®: 

¶ ʌʦʥʦʚʘʷ ʟʘʛʨʫʟʢʘ ʟʦʥ. DNS-ʩʝʨʚʝʨʳ, ʨʘʟʤʝʱʘʶʱʠʝ ʙʦʣʴʰʠʝ DNS-ʟʦʥʳ, 
ʢʦʪʦʨʳʝ ʦʥʠ ʭʨʘʥʷʪ, ʠʩʧʦʣʴʟʫʷ ʜʦʤʝʥʥʳʝ ʩʣʫʞʙʳ Active Directory (AD DS), 
ʪʝʧʝʨʴ ʤʦʛʫʪ ʙʳʩʪʨʝʝ ʦʪʚʝʯʘʪʴ ʥʘ ʟʘʧʨʦʩʳ ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʩʣʝ 
ʧʝʨʝʟʘʧʫʩʢʘ, ʧʦʪʦʤʫ ʯʪʦ ʜʘʥʥʳʝ ʟʦʥʳ ʟʘʛʨʫʞʘʶʪʩʷ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. 
ʀʩʧʦʣʴʟʫʷ ʟʘʛʨʫʟʢʫ ʟʦʥ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ, DNS-ʩʝʨʚʝʨ ʤʦʞʝʪ ʦʪʚʝʯʘʪʴ ʥʘ 
ʟʘʧʨʦʩʳ ʧʨʘʢʪʠʯʝʩʢʠ ʩʨʘʟʫ ʞʝ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʠ ʥʝ ʦʞʠʜʘʪʴ, ʢʦʛʜʘ ʟʦʥʳ 
ʧʦʣʥʦʩʪʴʶ ʟʘʛʨʫʟʷʪʩʷ. DNS-ʩʝʨʚʝʨ ʤʦʞʝʪ ʦʪʚʝʯʘʪʴ ʥʘ ʟʘʧʨʦʩʳ ʢ ʫʟʣʘʤ, 
ʢʦʪʦʨʳʝ ʫʞʝ ʟʘʛʨʫʟʠʣʠʩʴ ʠʣʠ ʢʦʪʦʨʳʝ ʦʥ ʤʦʞʝʪ ʠʟʚʣʝʯʴ ʠʟ AD DS. ʌʦʥʦʚʘʷ 
ʟʘʛʨʫʟʢʘ ʟʦʥ ʧʦʤʦʛʘʝʪ ʦʙʦʡʪʠ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʘʪʘʢʠ ʪʠʧʘ ʆʪʢʘʟ ʚ 
ʦʙʩʣʫʞʠʚʘʥʠʠ (DoS), ʨʝʘʣʠʟʫʝʤʳʝ ʧʫʪʝʤ ʧʨʦʩʪʦʡ ʧʝʨʝʟʘʛʨʫʟʢʠ DNS-
ʩʝʨʚʝʨʦʚ ʩ ʙʦʣʴʰʠʤʠ ʟʦʥʘʤʠ. 

¶ ʇʦʜʜʝʨʞʢʘ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ (RODCs). ʈʦʣʴ 
DNS-ʩʝʨʚʝʨ ʚ Windows Server 2008 ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʩʥʦʚʥʳʝ 
ʜʦʩʪʫʧʥʳʝ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʟʦʥʳ ʥʘ ʢʦʥʪʨʦʣʣʝʨʘʭ RODC. ʕʪʦ ʜʝʣʘʝʪ 
ʚʦʟʤʦʞʥʳʤ ʢʦʧʠʨʦʚʘʥʠʝ DNS-ʟʦʥ ʥʘ ʢʦʥʪʨʦʣʣʝʨʳ RODC, ʨʘʟʤʝʱʝʥʥʳʝ ʚ 
ʩʝʪʝʚʳʭ ʧʝʨʠʤʝʪʨʘʭ, ʬʠʣʠʘʣʘʭ ʠʣʠ ʜʨʫʛʠʭ ʥʝʙʝʟʦʧʘʩʥʳʭ ʦʢʨʫʞʝʥʠʷʭ. 

ɼʘʥʥʘʷ ʛʣʘʚʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʥʦʨʤʘʪʠʚʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʦʚrh ʝʥʠʶ ʫʨʦʚʥʷ 
ʟʘʱʠʪʳ ʨʦʣʠ DNS-ʩʝʨʚʝʨʘ. ʈʦʣʴ DNS-ʩʝʨʚʝʨ ʥʝ ʠʤʝʝʪ ʧʦʜʩʠʩʪʝʤ ʩʣʫʞʙ ʨʦʣʠ. 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 
ʈʦʣʴ DNS-ʩʝʨʚʝʨ ʚʦ ʤʥʦʛʦʤ ʧʦʜʚʝʨʞʝʥʘ ʪʝʤ ʞʝ ʘʪʘʢʘʤ ʥʘ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʯʪʦ ʠ ʣʶʙʦʡ ʢʦʤʧʴʶʪʝʨ-ʩʝʨʚʝʨ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʩʣʫʞʙʳ DNS. ʏʪʦʙʳ ʦʙʦʟʥʘʯʠʪʴ 
ʚʩʶ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʵʪʦʡ ʨʦʣʠ, ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʩʣʝʜʫʶʱʝʝ: 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʬʘʡʣʳ. ʕʪʦ ʬʘʡʣʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʨʦʣʠ DNS-
ʩʝʨʚʝʨʘ. 

¶ ɺʳʧʦʣʥʷʶʱʠʝʩʷ ʩʣʫʞʙʳ. ʕʪʦ ʩʣʫʞʙʳ, ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʢʘʢ ʯʘʩʪʴ ʨʦʣʠ 
DNS-ʩʝʨʚʝʨʘ. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɖɔɈɋɖɐɎ ɜɋɑɔɗɘɓɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɛ ɚɆɏɑɔɈ Ɏ ɚɆɏɑɔɈ, Ɉɡɕɔɑɓɥɋɒɡɛ 
ɗɑəɌɇɔɏ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ əɘɎɑɎɘɆɒɎ RootkitRevealer  Ɏ Sigcheck , ɥɈɑɥɤɟɎɒɎɗɥ 
ɝɆɗɘɢɤ ɕɆɐɋɘɆ ɗɑəɌɋɇɓɡɛ ɕɖɔɉɖɆɒɒ Windows  Sysinternals  

¶ ʇʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʕʪʦ ʠʩʧʦʣʴʟʫʝʤʳʝ ʨʦʣʴʶ DNS-ʩʝʨʚʝʨʘ ʧʨʘʚʠʣʘ 
ʙʨʘʥʜʤʘʫʵʨʘ. 

¶ ɿʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ. ʕʪʦ ʟʘʚʠʩʠʤʦʩʪʠ ʨʦʣʠ DNS-ʩʝʨʚʝʨʘ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʨʦʣʠ DNS-ʩʝʨʚʝʨʘ ʚʢʣʶʯʝʥʘ ʚ 
ʢʥʠʛʫ çʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʚ Windows Server 2008è, ʧʨʠʣʘʛʘʝʤʦʡ ʢ 
ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ. ʆʮʝʥʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʜʘʥʥʦʡ ʨʦʣʠ ʩʝʨʚʝʨʘ ʤʦʞʥʦ 

http://www.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx
http://www.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx
http://go.microsoft.com/fwlink/?LinkId=96491


 

 

ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ DNS ʢʥʠʛʠ ʚ ʨʘʟʜʝʣʘʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʘʞʜʦʤʫ ʠʟ ʧʫʥʢʪʦʚ 
ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʨʦʣʠ DNS-ʩʝʨʚʝʨʘ ʜʣʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʘ ʦʪ 
ʟʣʦʫʤʳʰʣʝʥʥʳʭ ʘʪʘʢ. ʇʨʠʚʝʜʝʥʥʳʝ ʥʠʞʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʥʘ 
ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ ʄʘʩʪʝʨʘ ʜʦʙʘʚʣʝʥʠʷ ʨʦʣʝʡ ʚʳʙʨʘʥʘ ʪʦʣʴʢʦ ʦʧʮʠʷ 
DNS-ʩʝʨʚʝʨ. ʈʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʜʨʫʛʠʭ ʩʣʫʞʙ ʨʦʣʠ ʥʝ ʚʢʣʶʯʝʥʳ. 

ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʨʦʣʴ DNS-
ʩʝʨʚʝʨʘ. ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʢʘʢʠʭ-ʣʠʙʦ ʪʨʫʜʥʦʩʪʝʡ ʧʦ ʚʳʧʦʣʥʝʥʠʶ ʵʪʠʭ ʟʘʜʘʯ 
ʦʙʨʘʱʘʡʪʝʩʴ ʢ ʩʣʝʜʫʶʱʠʤ ʨʘʟʜʝʣʘʤ ʜʘʥʥʦʡ ʛʣʘʚʳ ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ. 

ʊʘʙʣʠʮʘ 5.1. ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʈʘʟʚʝʨʥʫʪʴ ʫʩʪʘʥʦʚʢʫ Server Core Windows Server 2008. 

  ɿʘʱʠʪʠʪʴ DNS-ʟʦʥʳ ʚ ʥʝʙʝʟʦʧʘʩʥʳʭ ʦʢʨʫʞʝʥʠʷʭ ʧʫʪʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ (RODCs). 

  ʋʩʪʘʥʦʚʠʪʴ ʨʦʣʠ DNS-ʩʝʨʚʝʨ ʠ AD DS-ʩʝʨʚʝʨ ʥʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ. 

  ʅʘʩʪʨʦʠʪʴ ʟʦʥʳ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʳʭ ʜʠʥʘʤʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʡ. 

  ʈʘʟʨʝʰʠʪ ɹʧʝʨʝʜʘʯʫ ʟʦʥ ʬʠʢʩʠʨʦʚʘʥʥʦʡ ʛʨʫʧʧʝ DNS-ʩʝʨʚʝʨʦʚ. 

  ʈʘʟʚʝʨʥʫʪʴ ʨʘʟʥʳʝ ʩʝʨʚʝʨʳ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ ʨʘʩʧʦʟʥʘʚʘʥʠʷ DNS. 

  ʅʘʩʪʨʦʠʪʴ ʙʨʘʥʜʤʘʫʵʨ ʜʣʷ ʟʘʱʠʪʳ ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠʤʝʥ DNS. 

  ɸʢʪʠʚʠʨʦʚʘʪʴ ʨʝʢʫʨʩʠʶ ʪʦʣʴʢʦ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ DNS-ʩʝʨʚʝʨʦʚ. 

  ʅʘʩʪʨʦʠʪʴ DNS ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʠʛʥʦʨʠʨʦʚʘʣʠʩʴ ʟʘʧʠʩʠ ʨʝʩʫʨʩʦʚ, ʢʦʪʦʨʳʝ 
ʥʝ ʷʚʣʷʶʪʩʷ ʜʦʚʝʨʝʥʥʳʤʠ. 

  ʅʘʩʪʨʦʠʪʴ ʢʦʨʥʝʚʳʝ ʩʩʳʣʢʠ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠʤʝʥ DNS. 

ʈʘʟʚʝʨʥʫʪʴ ʫʩʪʘʥʦʚʢʫ Server Core Windows Server 2008 

ʈʘʟʚʝʨʪʳʚʘʥʠʝ Windows Server 2008 ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server 
Core ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʢʨʘʱʝʥʠʝ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʟʘ 
ʩʯʝʪ ʦʛʨʘʥʠʯʝʥʠʷ ʯʠʩʣʘ ʥʝʦʙʭʦʜʠʤʳʭ ʬʘʡʣʦʚ ʠ ʩʣʫʞʙ. ʇʨʝʠʤʫʱʝʩʪʚʦ ʦʧʮʠʠ Server 
Core ʚ ʪʦʤ, ʯʪʦ ʚ ʩʣʫʯʘʝ ʝʝ ʧʨʠʤʝʥʝʥʠʷ ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʬʘʡʣʳ ʠ ʩʣʫʞʙʳ ʜʣʷ 
ʛʨʘʬʠʯʝʩʢʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (GUI). 

ɽʩʣʠ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows Server 2008 ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʦʧʮʠʷ ʫʩʪʘʥʦʚʢʠ Server Core, ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʝʨʦʤ ʤʦʞʥʦ ʪʦʣʴʢʦ ʣʦʢʘʣʴʥʦ ʩ 
ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ʏʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʩʝʨʚʝʨʦʤ ʯʝʨʝʟ 



 

 

ʠʥʩʪʨʫʤʝʥʪʳ ʛʨʘʬʠʯʝʩʢʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ 
ʠ ʟʘʧʫʩʪʠʪʴ ʠʭ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ GUI ʥʘ ʙʘʟʝ Windows. 

ɼʣʷ ʫʧʨʘʚʣʝʥʠʷ ʨʦʣʴʶ DNS-ʩʝʨʚʝʨ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʠʥʩʪʨʫʤʝʥʪʳ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ: 

¶ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʨʦʣʴ DNS-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

start /w ocsetup DNS - Server - Core - Role  

¶ ʏʪʦʙʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʩʣʫʞʙʫ DNS-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ 
ʢʦʤʘʥʜʫ: 

sc  config  dnsserver  start  = auto  

ȵɖɎɒɋɝɆɓɎɋ ȵɖɔɇɋɑ ɒɋɌɊə "start " Ɏ "="  ɔɇɥɍɆɘɋɑɋɓ. ȸɆɐɌɋ ɓɋɔɇɛɔɊɎɒ ɕɖɔɇɋɑ ɒɋɌɊə 
"=" Ɏ "auto ".  

¶ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʩʣʫʞʙʫ DNS-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

net start dnsserver  

¶ ʏʪʦʙʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ DNS-ʟʦʥʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

dnscmd 

¶ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʨʦʣʴ DNS-ʩʝʨʚʝʨ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

start /w ocsetup DNS - Server - Core - Role /uninstall  

ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʫʧʨʘʚʣʝʥʠʶ ʨʦʣʴʶ DNS-ʩʝʨʚʝʨ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server Core ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʤʘʪʝʨʠʘʣʝ Server Core 
Installation Option of Windows Server 2008 Step-By-Step Guide. ʀ ʧʦʜʨʦʙʥʝʝ ʦʙ 
ʫʧʨʘʚʣʝʥʠʠ DNS-ʟʦʥʘʤʠ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ dnscmd ʨʘʩʩʢʘʟʳʚʘʝʪ ʩʪʘʪʴʷ Dnscmd 
Overview (ʆʙʟʦʨ Dnscmd) ʚ ʨʘʟʜʝʣʝ Microsoft Windows Server ʩʘʡʪʘ TechCenter. 

ɿʘʱʠʪʠʪʴ DNS-ʟʦʥʳ ʚ ʥʝʙʝʟʦʧʘʩʥʳʭ ʦʢʨʫʞʝʥʠʷʭ ʧʫʪʝʤ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ (RODCs) 

ʇʦ ʧʨʠʯʠʥʝ ʠʭ ʙʦʣʴʰʦʡ ʚʘʞʥʦʩʪʠ Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʦʙʝʩʧʝʯʠʚʘʪʴ ʬʠʟʠʯʝʩʢʫʶ 
ʙʝʟʦʧʘʩʥʦʩʪʴ DNS-ʩʝʨʚʝʨʦʚ ʚ ʩʨʝʜʝ ʠ ʨʘʟʤʝʱʘʪʴ ʠʭ ʪʘʤ, ʛʜʝ ʜʦʩʪʫʧ ʢ ʥʠʤ ʙʫʜʝʪ 
ʠʤʝʪʴ ʪʦʣʴʢʦ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʧʝʨʩʦʥʘʣ. ɺ ʩʠʪʫʘʮʠʷʭ, ʢʦʛʜʘ 
ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠʭʦʜʠʪʩʷ ʧʨʝʜʦʩʪʘʚʣʷʪʴ DNS-ʩʣʫʞʙʳ ʚ ʥʝʟʘʱʠʱʝʥʥʳʭ 
ʦʢʨʫʞʝʥʠʷʭ, ʥʘʧʨʠʤʝʨ ʬʠʣʠʘʣʘʭ, ʟʘʱʠʱʘʡʪʝ DNS-ʟʦʥʳ, ʠʩʧʦʣʴʟʫʷ ʢʦʧʠʠ 
ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʚ Active Directory ʟʦʥ ʥʘ ʢʦʥʪʨʦʣʣʝʨʘʭ RODC. 

ʅʘ ʢʦʥʪʨʦʣʣʝʨʘʭ RODC ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʜʦʩʪʫʧʥʘʷ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʢʦʧʠʷ 
ʨʘʟʜʝʣʦʚ ʢʘʪʘʣʦʛʘ ʧʨʠʣʦʞʝʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ DNS ʜʣʷ ʭʨʘʥʝʥʠʷ 
ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʚ Active Directory ʟʦʥ, ʚʢʣʶʯʘʷ ʨʘʟʜʝʣ ʜʦʤʝʥʘ, ForestDNSZones ʠ 
DomainDNSZones. ʕʪʦ ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʚʳʧʦʣʥʷʶʱʠʡʩʷ ʥʘ ʢʦʥʪʨʦʣʣʝʨʝ RODC 
DNS-ʩʝʨʚʝʨ ʨʘʩʧʦʣʘʛʘʝʪ ʜʦʩʪʫʧʥʦʡ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ ʢʦʧʠʝʡ ʚʩʝʭ DNS-ʟʦʥ, 
ʭʨʘʥʷʱʠʭʩʷ ʥʘ ʮʝʥʪʨʘʣʴʥʦʤ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʚ ʵʪʠʭ ʨʘʟʜʝʣʘʭ ʢʘʪʘʣʦʛʘ. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨ RODC ʤʦʞʝʪ ʣʠʰʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ ʜʦʩʪʫʧʥʦʡ ʪʦʣʴʢʦ 
ʜʣʷ ʯʪʝʥʠʷ ʢʦʧʠʠ ʟʦʥʳ. ʆʜʥʘʢʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʤʝʥʷʪʴ ʩʦʜʝʨʞʠʤʦʝ ʟʦʥʳ ʥʘ 
ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʜʣʷ ʟʘʧʠʩʠ. 

AD DS ʧʦʩʨʝʜʩʪʚʦʤ DNS ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʝʪʝʚʳʤ ʢʣʠʝʥʪʘʤ ʩʝʨʚʠʩ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ 
ʠʤʝʥ. ʀʟʤʝʥʝʥʠʷ ʩʣʫʞʙʳ ʨʦʣʠ DNS-ʩʝʨʚʝʨʘ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʦʜʜʝʨʞʢʠ RODC 
ʜʦʤʝʥʥʳʤʠ ʩʣʫʞʙʘʤʠ AD DS. 

ȵɖɎɒɋɝɆɓɎɋ ȱɤɇɔɏ ɐɔɒɕɢɤɘɋɖ, ɓɆɛɔɊɥɟɎɏɗɥ Ɉ ɚɎɍɎɝɋɗɐɎ ɓɋɍɆɟɎɟɋɓɓɔɒ ɒɋɗɘɋ, 
ɕɖɋɊɗɘɆɈɑɥɋɘ əɉɖɔɍə Ɋɑɥ ɇɋɍɔɕɆɗɓɔɗɘɎ ɔɖɉɆɓɎɍɆɜɎɎ. 

http://go.microsoft.com/fwlink/?LinkId=99832
http://go.microsoft.com/fwlink/?LinkId=99832
http://technet2.microsoft.com/WindowsServer/en/library/5c497b2e-3387-4ecf-adf5-562045620a961033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/5c497b2e-3387-4ecf-adf5-562045620a961033.mspx?mfr=true


 

 

ʋʩʪʘʥʦʚʠʪʴ ʨʦʣʠ DNS-ʩʝʨʚʝʨ ʠ AD DS-ʩʝʨʚʝʨ ʥʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʨʘʟʚʦʨʘʯʠʚʘʪʴ ʨʦʣʴ DNS-ʩʝʨʚʝʨ ʥʘ ʪʦʪ ʞʝ ʩʝʨʚʝʨ, ʢʦʪʦʨʳʡ 
ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ AD DS ʚ ʚʘʰʝʡ ʩʨʝʜʝ. ʉʦʯʝʪʘʥʠʝ ʵʪʠʭ ʨʦʣʝʡ ʥʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ 
ʧʦʟʚʦʣʷʝʪ ʦʙʝʟʦʧʘʩʠʪʴ ʜʠʥʘʤʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ ʟʘʧʠʩʝʡ DNS. 

ʆʜʥʘʢʦ Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʠʟʙʝʛʘʪʴ ʢʦʤʙʠʥʠʨʦʚʘʥʠʷ ʨʦʣʠ DNS-ʩʝʨʚʝʨ ʩ 
ʦʩʪʘʣʴʥʳʤʠ ʨʦʣʷʤʠ ʩʝʨʚʝʨʘ. ʕʪʦ ʧʦʤʦʞʝʪ ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ 
ʘʪʘʢʠ ʥʘ ʩʝʨʚʝʨʝ. ʆʯʝʥʴ ʚʘʞʥʦ ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ 
ʨʦʣʝʡ DNS ʠ AD DS, ʚʳʧʦʣʥʷʶʱʠʭʩʷ ʥʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ, ʧʦʪʦʤʫ ʯʪʦ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚʩʝʛʦ ʣʝʩʘ ʠʣʠ ʜʦʤʝʥʘ ʟʘʚʠʩʠʪ ʦʪ ʚʳʧʦʣʥʷʝʤʳʭ ʵʪʠʤ ʩʝʨʚʝʨʦʤ 
ʩʣʫʞʙ. 

ɺ ʥʝʙʦʣʴʰʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʚʳʥʫʞʜʝʥʳ ʢʦʤʙʠʥʠʨʦʚʘʪʴ ʨʦʣʠ 
ʩʝʨʚʝʨʘ ʧʦ ʬʠʥʘʥʩʦʚʳʤ ʩʦʦʙʨʘʞʝʥʠʷʤ. ɽʩʣʠ ʪʘʢʘʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚʦʟʥʠʢʘʝʪ ʚ 
ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, RODC ʠ DNS ʤʦʞʥʦ ʩʦʯʝʪʘʪʴ ʩ ʜʨʫʛʠʤʠ ʨʦʣʷʤʠ ʩʝʨʚʝʨʘ. 
ʊʦʣʴʢʦ ʢʦʥʪʨʦʣʣʝʨʳ RODC ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʧʨʘʚ 
ʣʦʢʘʣʴʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʙʝʟ ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʧʨʘʚ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ AD DS. 

ʅʦ ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʘ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ DNS-ʟʦʥʘʤʠ ʥʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ, 
Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʩʦʯʝʪʘʪʴ ʨʦʣʴ DNS-ʩʝʨʚʝʨ ʪʦʣʴʢʦ ʩ ʢʦʥʪʨʦʣʣʝʨʘʤʠ ʜʦʤʝʥʘ, 
ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʟʘʧʠʩʠ, ʧʦʪʦʤʫ ʯʪʦ ʥʘ RODC ʚʳ ʥʝ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴʠ 
ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʚ Active Directory ʟʦʥʳ. 

ʅʘʩʪʨʦʠʪʴ ʟʦʥʳ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʳʭ ʜʠʥʘʤʠʯʝʩʢʠʭ 
ʦʙʥʦʚʣʝʥʠʡ 

ʏʘʩʪʦ ʜʦʤʝʥʳ Windows ʚʢʣʶʯʘʶʪ ʩʦʪʥʠ ʠʣʠ ʪʳʩʷʯʠ ʧʦʜʣʝʞʘʱʠʭ ʨʝʛʠʩʪʨʘʮʠʠ DNS-
ʢʣʠʝʥʪʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʝʨʚʝʨʳ, ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʦʚ ʠ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ. ʅʘ 
ʦʙʩʣʫʞʠʚʘʥʠʝ ʵʪʠʭ ʨʝʩʫʨʩʦʚ ʚʨʫʯʥʫʶ ʤʦʞʝʪ ʫʭʦʜʠʪʴ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʚʨʝʤʝʥʠ, 
ʧʦʵʪʦʤʫ DNS ʧʦʜʜʝʨʞʠʚʘʝʪ ʜʠʥʘʤʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ. ɼʠʥʘʤʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ 
ʛʘʨʘʥʪʠʨʫʶʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ DNS-ʢʣʠʝʥʪʘ ʟʘ ʦʙʥʦʚʣʝʥʠʝ ʝʛʦ ʨʝʛʠʩʪʨʘʮʠʦʥʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʘ ʵʪʦ ʪʘʢʞʝ ʩʦʢʨʘʱʘʝʪ ʟʘʪʨʘʪʳ ʥʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ. 

ʆʜʥʘʢʦ ʜʠʥʘʤʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʘʪʘʢ ʥʘ 
DNS-ʩʝʨʚʝʨ. ɺʚʝʜʝʥʠʝ ʚ ʩʝʪʴ ʧʦʜʩʪʘʚʥʳʭ DNS-ʢʣʠʝʥʪʦʚ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 
ʟʘʧʦʣʥʝʥʠʶ ʙʘʟʳ ʜʘʥʥʳʭ DNS ʣʦʞʥʳʤʠ ʟʘʧʠʩʷʤʠ. ɹʝʟʦʧʘʩʥʳʝ ʜʠʥʘʤʠʯʝʩʢʠʝ 
ʦʙʥʦʚʣʝʥʠʷ ʩʥʠʞʘʶʪ ʨʠʩʢ ʵʪʦʛʦ, ʧʦʩʢʦʣʴʢʫ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʚʩʝ DNS-ʢʣʠʝʥʪʳ ʙʳʣʠ 
ʫʯʘʩʪʥʠʢʘʤʠ ʜʦʤʝʥʘ Windows Server 2008. ɹʝʟʦʧʘʩʥʳʝ ʜʠʥʘʤʠʯʝʩʢʠʝ ʦʙʥʦʚʣʝʥʠʷ 
ʪʨʝʙʫʶʪ ʦʪ ʩʝʨʚʝʨʘ ʠʩʧʦʣʴʟʦʚʘʪʴ Active Directory ʩʦʚʤʝʩʪʥʦ ʩ DNS. ʇʦʵʪʦʤʫ 
ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʜʘʥʥʦʡ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʥʝʣʴʟʷ, ʝʩʣʠ DNS-ʩʣʫʞʙʘ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʠʟʦʣʠʨʦʚʘʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ʈʘʟʨʝʰʠʪʴ ʧʝʨʝʜʘʯʫ ʟʦʥ ʬʠʢʩʠʨʦʚʘʥʥʦʡ ʛʨʫʧʧʝ DNS-ʩʝʨʚʝʨʦʚ 

ʄʦʞʥʦ ʦʧʨʝʜʝʣʷʪʴ ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʝʨʝʜʘʚʘʪʴ ʟʦʥʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʣʶʙʦʡ 
DNS-ʩʝʨʚʝʨ ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʟʦʥʳ ʥʘ ʣʶʙʦʡ ʜʨʫʛʦʡ DNS-ʩʝʨʚʝʨ. 
ʆʜʥʘʢʦ ʠʟʤʝʥʷʷ ʩʚʦʡʩʪʚʘ DNS-ʩʝʨʚʝʨʘ, ʤʦʞʥʦ ʩʦʭʨʘʥʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 
ʟʘʧʨʘʰʠʚʘʪʴ ʧʝʨʝʜʘʯʫ ʟʦʥʳ ʪʦʣʴʢʦ ʥʝʢʦʪʦʨʳʤ ʩʝʨʚʝʨʘʤ. 

ʀʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʚ Active Directory ʟʦʥʳ ʪʠʨʘʞʠʨʫʶʪ ʟʦʥʳ, ʠʩʧʦʣʴʟʫʷ ʨʝʧʣʠʢʘʮʠʶ 
Active Directory, ʯʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʴʰʫʶ ʟʘʱʠʱʝʥʥʦʩʪʴ ʟʦʥ. ʊʘʢʞʝ Active 
Directory ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʢʦʧʠʨʫʝʪʩʷ ʚʦ ʚʩʝ ʦʩʪʘʣʴʥʳʝ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ. 



 

 

ʇʦʵʪʦʤʫ ʜʣʷ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʚ Active Directory ʟʦʥ ʥʝʣʴʟʷ ʦʛʨʘʥʠʯʠʪʴ ʧʝʨʝʜʘʯʫ 
ʟʦʥ. 

ʅʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʠʥʬʦʨʤʘʮʠʷ ʟʦʥʳ ʜʦʣʞʥʘ ʧʨʦʭʦʜʠʪʴ ʧʦ ʦʙʱʝʜʦʩʪʫʧʥʦʡ 
ʩʝʪʠ, ʠʣʠ ʢʦʛʜʘ ʚʳ ʥʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨʳ ʜʦʤʝʥʘ AD DS, 
ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʝʨʝʜʘʯʠ ʟʦʥ ʥʝʦʙʭʦʜʠʤʦ ʜʨʫʛʠʤ ʩʧʦʩʦʙʦʤ. ʆʜʠʥ ʠʟ ʚʘʨʠʘʥʪʦʚ ï 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʚʷʟʠ ʩ DNS-ʩʝʨʚʝʨʦʤ IPsec, ʯʪʦ ʧʦʟʚʦʣʠʪ ʟʘʱʠʪʠʪʴ 
ʠʥʬʦʨʤʘʮʠʶ ʟʦʥʳ ʧʨʠ ʧʝʨʝʜʘʯʝ ʧʦ ʩʝʪʠ. 

ʈʘʟʚʝʨʥʫʪʴ ʨʘʟʥʳʝ ʩʝʨʚʝʨʳ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʠ ʚʥʝʰʥʝʛʦ 
ʨʘʩʧʦʟʥʘʚʘʥʠʷ DNS 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʨʘʟʤʝʱʘʪʴ ʚʥʫʪʨʝʥʥʝʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʠʤʝʥ DNS ʥʘ DNS-
ʩʝʨʚʝʨʘʭ, ʥʘʭʦʜʷʱʠʭʩʷ ʟʘ ʙʨʘʥʜʤʘʫʵʨʦʤ ʚʘʰʝʡ ʩʝʪʠ. ɺʥʝʰʥʠʡ DNS 
ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʟʘ ʩʯʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ DNS-ʩʝʨʚʝʨʘ ʚ ʩʝʪʝʚʦʤ ʧʝʨʠʤʝʪʨʝ (ʪʘʢʞʝ 
ʠʟʚʝʩʪʥʦʤ ʢʘʢ DMZ, ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʘʷ ʟʦʥʘ ʠʣʠ ʧʨʦʤʝʞʫʪʦʯʥʘʷ ʧʦʜʩʝʪʴ). 

ʏʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʨʘʟʨʝʰʝʥʠʝ Internet-ʠʤʝʥ ʜʣʷ ʚʥʫʪʨʝʥʥʠʭ ʭʦʩʪʦʚ, ʤʦʞʥʦ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʚʥʫʪʨʝʥʥʠʝ DNS-ʩʝʨʚʝʨʳ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʝʨʘ ʧʝʨʝʩʳʣʢʠ 
ʜʣʷ ʧʝʨʝʩʳʣʢʠ ʚʥʝʰʥʠʭ ʟʘʧʨʦʩʦʚ ʥʘ ʚʥʝʰʥʠʝ DNS-ʩʝʨʚʝʨʳ. ʉʝʨʚʝʨ ʧʝʨʝʩʳʣʢʠ ï 
ʵʪʦ DNS-ʩʝʨʚʝʨ ʚ ʩʝʪʠ, ʢʦʪʦʨʳʡ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ DNS-ʟʘʧʨʦʩʳ ʜʣʷ ʚʥʝʰʥʠʭ DNS-
ʠʤʝʥ ʥʘ DNS-ʩʝʨʚʝʨʳ, ʥʘʭʦʜʷʱʠʝʩʷ ʚʥʝ ʵʪʦʡ ʩʝʪʠ. ʊʘʢʞʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʩʝʨʚʝʨʳ ʧʝʨʝʩʳʣʢʠ ʧʦ ʫʩʣʦʚʠʶ ʠ ʧʝʨʝʩʳʣʘʪʴ ʟʘʧʨʦʩʳ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ 
ʦʧʨʝʜʝʣʝʥʥʳʤ ʠʤʝʥʘʤ ʜʦʤʝʥʦʚ. ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʨʚʝʨʘʭ ʧʝʨʝʩʳʣʢʠ 
ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Using forwarders (ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʝʨʦʚ ʧʝʨʝʩʳʣʢʠ) ʥʘ 
ʩʘʡʪʝ Microsoft TechNet. 

ȵɖɎɒɋɝɆɓɎɋ Ȩɔ ɒɓɔɉɎɛ ɗɖɋɊɆɛ ɓɋ ɘɖɋɇəɋɘɗɥ, ɝɘɔɇɡ ɈɓəɘɖɋɓɓɎɋ ɐɔɒɕɢɤɘɋɖɡ ɖɆɍɖɋɞɆɑɎ 
Internet -ɎɒɋɓɆ. ȫɗɑɎ ɕɋɖɋɊ ɘɆɐɎɒɎ ɐɔɒɕɢɤɘɋɖɆɒɎ ɈɔɍɓɎɐɆɋɘ ɊɆɓɓɆɥ ɓɋɔɇɛɔɊɎɒɔɗɘɢ, ɣɘɔ 
ɒɔɌɋɘ ɈɡɕɔɑɓɎɘɢ Ɋɑɥ ɓɎɛ ɕɖɔɐɗɎ-ɗɋɖɈɋɖ. ȧɔɑɢɞɋ ɎɓɚɔɖɒɆɜɎɎ ɕɔ ɣɘɔɏ ɘɋɒɋ ɒɔɌɓɔ ɓɆɏɘɎ Ɉ 
ɗɘɆɘɢɋ Configuring  DNS Servers  for  ISA  Server  2004  (ȳɆɗɘɖɔɏɐɆ DNS-ɗɋɖɈɋɖɔɈ Ɋɑɥ ISA -
ɗɋɖɈɋɖɆ 2004).  

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʥʘʩʪʨʘʠʚʘʪʴ DNS-ʩʝʨʚʝʨʳ ʪʘʢ, ʯʪʦʙʳ ʦʥʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 
ʚʳʧʦʣʥʷʣʠ ʟʘʧʨʦʩʳ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʠʤʝʥ, ʘ ʥʝ ʧʝʨʝʥʘʧʨʘʚʣʷʣʠ ʠʭ ʥʘ ʥʝʥʘʜʝʞʥʳʝ 
DNS-ʩʝʨʚʝʨʳ. ʆʜʥʘʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ, ʪʘʢʠʭ ʢʘʢ ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʧʨʦʩʪʨʘʥʩʪʚ 
ʜʦʤʝʥʥʳʭ ʠʤʝʥ ʜʣʷ ʀʥʪʝʨʥʝʪ-ʭʦʩʪʦʚ, ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʥʝʚʦʟʤʦʞʥʳʤ. ɼʣʷ DNS-
ʩʝʨʚʝʨʦʚ ʚʘʰʝʡ ʩʝʪʠ, ʦʪʢʨʳʪʳʭ ʜʣʷ ʜʦʩʪʫʧʘ ʠʟ ʀʥʪʝʨʥʝʪʘ, ʦʛʨʘʥʠʯʴʪʝ ʧʝʨʝʜʘʯʠ 
DNS-ʟʦʥ ʣʠʙʦ DNS-ʩʝʨʚʝʨʘʤʠ, ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤʠ ʚ ʟʦʥʝ ʟʘʧʠʩʷʤʠ ʨʝʩʫʨʩʘ 
ʩʝʨʚʝʨ ʠʤʝʥ (name server, NS), ʠʣʠ ʦʧʨʝʜʝʣʝʥʥʳʤʠ DNS-ʩʝʨʚʝʨʘʤʠ ʩʚʦʝʡ ʩʝʪʠ. 

ʅʘʩʪʨʦʠʪʴ ʙʨʘʥʜʤʘʫʵʨ ʜʣʷ ʟʘʱʠʪʳ ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ 
ʠʤʝʥ DNS 

ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʥʫʪʨʝʥʥʝʤ 
ʧʨʦʩʪʨʘʥʩʪʚʝ ʠʤʝʥ DNS ʢʝʤ ʙʳ ʪʦ ʥʠ ʙʳʣʦ ʚʥʝ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʥʘʩʪʨʦʡʪʝ ʩʚʦʠ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ ʠ ʙʨʘʥʜʤʘʫʵʨʳ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʪʦʣʴʢʦ ʠʩʭʦʜʷʱʝʛʦ DNS-ʪʨʘʬʠʢʘ 
ʤʝʞʜʫ ʚʘʰʠʤʠ ʚʥʫʪʨʝʥʥʠʤʠ DNS-ʩʝʨʚʝʨʘʤʠ ʠ ʚʥʝʰʥʠʤʠ DNS-ʩʝʨʚʝʨʘʤʠ, 
ʥʘʭʦʜʷʱʠʤʠʩʷ ʚʦ ʚʥʝʰʥʝʡ ʩʝʪʠ ʠʣʠ ʀʥʪʝʨʥʝʪ. ʊʘʢʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʦʙʝʩʧʝʯʠʪ 
ʚʦʟʤʦʞʥʦʩʪʴ ʚʘʰʠʤ ʚʥʫʪʨʝʥʥʠʤ DNS-ʩʝʨʚʝʨʘʤ ʧʝʨʝʩʳʣʘʪʴ DNS-ʟʘʧʨʦʩʳ ʚʦ 
ʚʥʝʰʥʶʶ ʩʝʪʴ, ʥʦ ʧʨʝʜʦʪʚʨʘʪʠʪ ʧʝʨʝʜʘʯʫ ʚʥʝʰʥʠʭ ʟʘʧʨʦʩʦʚ ʥʘ ʚʘʰʠ ʚʥʫʪʨʝʥʥʠʝ 
DNS-ʩʝʨʚʝʨʳ. ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʨʚʝʨʘ Microsoft Internet Security and 
Acceleration (ISA) ʦʧʨʝʜʝʣʷʪʴ ʜʦʧʫʩʪʠʤʳʡ ʪʨʘʬʠʢ ʯʝʨʝʟ ISA-ʩʝʨʚʝʨʳ ʤʦʞʥʦ ʩ 
ʧʦʤʦʱʴʶ ʬʠʣʴʪʨʦʚ ʙʣʦʢʠʨʦʚʢʠ. 

http://technet2.microsoft.com/windowsserver/en/library/1cd13da9-ed0a-4814-b0bb-e46e8ac1e3211033.mspx?mfr=true
http://go.microsoft.com/fwlink/?LinkId=79571


 

 

ɽʩʣʠ ʚ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ ʠʤʝʝʪʩʷ ʜʚʝ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʥʳʭ ʧʣʘʪʳ (network interface 
cards, NICs) ï ʦʜʥʘ ʜʣʷ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ, ʠ ʦʜʥʘ ʜʣʷ ʀʥʪʝʨʥʝʪʘ ï ʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ 
ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ DNS-ʩʝʨʚʝʨʘ, ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʩʝʨʚʝʨ ʪʘʢ, ʯʪʦʙʳ ʦʥ ʩʣʫʰʘʣ 
ʪʦʣʴʢʦ DNS-ʪʨʘʬʠʢ ʥʘ IP-ʘʜʨʝʩ, ʠʩʧʦʣʴʟʫʝʤʳʡ NIC ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. 

ɸʢʪʠʚʠʨʦʚʘʪʴ ʨʝʢʫʨʩʠʶ ʪʦʣʴʢʦ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ DNS-
ʩʝʨʚʝʨʦʚ 

ʈʝʢʫʨʩʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʚʢʣʶʯʝʥʘ ʪʦʣʴʢʦ ʥʘ ʩʝʨʚʝʨʘʭ, ʢʦʪʦʨʳʝ ʦʪʚʝʯʘʶʪ DNS-
ʢʣʠʝʥʪʘʤ ʥʘʧʨʷʤʫʶ. ɼʣʷ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ DNS-ʩʝʨʚʝʨʳ ʠʩʧʦʣʴʟʫʶʪ 
ʠʪʝʨʘʮʠʦʥʥʳʝ ʟʘʧʨʦʩʳ. Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʦʪʢʣʶʯʘʪʴ ʚ ʩʚʦʝʡ ʩʨʝʜʝ ʨʝʢʫʨʩʠʶ 
ʥʘ DNS-ʩʝʨʚʝʨʘʭ, ʢʦʪʦʨʳʝ ʥʝ ʦʙʱʘʶʪʩʷ ʩ DNS-ʢʣʠʝʥʪʘʤʠ ʥʘʧʨʷʤʫʶ ʠ ʥʝ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʳ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʝʨʦʚ ʧʝʨʝʩʳʣʢʠ. 

ɺ ʢʘʯʝʩʪʚʝ ʘʣʴʪʝʨʥʘʪʠʚʳ ʤʦʞʥʦ ʨʘʟʚʝʨʪʳʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ DNS-ʩʝʨʚʝʨʦʚ: 

¶ ʉʝʨʚʝʨʳ, ʨʘʟʤʝʱʘʶʱʠʝ ʥʘ ʩʝʙʝ ʦʧʨʝʜʝʣʝʥʥʳʡ ʥʘʙʦʨ ʠʤʝʥ, ʢʦʪʦʨʳʝ 
ʦʙʩʣʫʞʠʚʘʶʪʩʷ ʜʨʫʛʠʤʠ ʩʝʨʚʝʨʘʤʠ ʠʤʝʥ. 

¶ ʉʝʨʚʝʨʳ, ʨʘʟʨʝʰʘʶʱʠʝ ʠʤʝʥʘ ʧʫʪʝʤ ʧʦʠʩʢʘ ʧʦʣʥʦʤʦʯʥʦʛʦ ʩʝʨʚʝʨʘ. 

ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʨʝʢʫʨʩʠʶ, ʥʘ ʚʢʣʘʜʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ 
ʧʘʨʘʤʝʪʨʳ (Advanced) ʩʪʨʘʥʠʮʳ ʉʚʦʡʩʪʚʘ (Properties) ʜʣʷ DNS-ʩʝʨʚʝʨʘ ʫʙʝʨʠʪʝ 
ʠʣʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʪʢʣʶʯʠʪʴ ʨʝʢʫʨʩʠʶ (Disable recursion). ɹʦʣʴʰʝ 
ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʵʪʦʡ ʪʝʤʝ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ çConfigure a DNS server to use 
forwardersè (ʅʘʩʪʨʦʡʢʘ DNS-ʩʝʨʚʝʨʘ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʝʨʦʚ ʧʝʨʝʩʳʣʢʠ) 
ʨʘʟʜʝʣʘ ʉʧʨʘʚʢʘ ʠ ʧʦʜʜʝʨʞʢʘ ʜʣʷ Windows Server 2008. 

ʅʘʩʪʨʦʠʪʴ DNS ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʠʛʥʦʨʠʨʦʚʘʣʠʩʴ ʟʘʧʠʩʠ 
ʨʝʩʫʨʩʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʜʦʚʝʨʝʥʥʳʤʠ 

DNS-ʩʝʨʚʝʨʳ ʜʦʣʞʥʳ ʠʛʥʦʨʠʨʦʚʘʪʴ ʟʘʧʠʩʠ ʨʝʩʫʨʩʦʚ ʦʪ ʩʝʨʚʝʨʦʚ, ʥʝ ʷʚʣʷʶʱʠʭʩʷ 
ʧʦʣʥʦʤʦʯʥʳʤʠ ʩʝʨʚʝʨʘʤʠ ʜʣʷ ʵʪʠʭ ʟʘʧʠʩʝʡ. ʀʥʬʦʨʤʘʮʠʶ ʪʘʢʠʭ ʟʘʧʠʩʝʡ 
ʥʝʧʦʣʥʦʤʦʯʥʳʭ ʨʝʩʫʨʩʦʚ ʥʘʟʳʚʘʶʪ ʟʘʛʨʷʟʥʝʥʠʝʤ ʠʤʝʥ (name pollution). ɽʩʣʠ ʥʘ 
ʚʢʣʘʜʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʜʠʘʣʦʛʦʚʦʛʦ ʦʢʥʘ ʩʚʦʡʩʪʚ DNS-ʩʝʨʚʝʨʘ 
ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʙʝʟʦʧʘʩʥʳʡ ʢʵʰ (Secure cache against pollution), 
ʯʪʦ ʷʚʣʷʝʪʩʷ ʥʘʩʪʨʦʡʢʦʡ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʵʪʦ ʟʘʱʠʪʠʪ ʚʘʰ DNS ʦʪ ʟʘʛʨʷʟʥʝʥʠʷ ʠʤʝʥ. 
ʊʘʢʞʝ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʣʷ ʚʩʝʭ DNS-ʩʝʨʚʝʨʦʚ ʚʘʰʝʡ ʩʨʝʜʳ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ 
ɺʢʣʶʯʠʪʴ ʙʝʟʦʧʘʩʥʳʡ ʢʵʰ. 

ʅʘʩʪʨʦʠʪʴ ʢʦʨʥʝʚʳʝ ʩʩʳʣʢʠ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠʤʝʥ 
DNS 

ɼʣʷ ʟʘʢʨʳʪʦʛʦ ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠʤʝʥ DNS, ʠ ʢʦʛʜʘ ʢʦʤʧʴʶʪʝʨʳ 
ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʥʝ ʥʫʞʜʘʶʪʩʷ ʚ ʩʚʷʟʠ ʩ ʀʥʪʝʨʥʝʪ, ʢʦʨʥʝʚʳʝ ʩʩʳʣʢʠ ʥʘ ʚʥʫʪʨʝʥʥʠʭ 
DNS-ʩʝʨʚʝʨʘʭ ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʪʘʢ, ʯʪʦʙʳ ʫʢʘʟʳʚʘʣʠ ʪʦʣʴʢʦ ʥʘ DNS-
ʩʝʨʚʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʚʘʰ ʚʥʫʪʨʝʥʥʠʡ ʢʦʨʥʝʚʦʡ ʜʦʤʝʥ, ʘ ʥʝ ʥʘ DNS-
ʩʝʨʚʝʨʳ ʩ ʢʦʨʥʝʚʳʤ ʜʦʤʝʥʦʤ ʀʥʪʝʨʥʝʪ. 

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ 
ʍʦʪʷ ʩʫʱʝʩʪʚʫʶʪ ʧʘʨʘʤʝʪʨʳ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ ʩʣʫʞʙʳ DNS-ʢʣʠʝʥʪʘ, 
ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ ʩʣʫʞʙʳ DNS-ʩʝʨʚʝʨʘ ʥʝʪ. 



 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ 
ɹʦʣʝʝ ʧʦʜʨʦʙʥʳʝ ʩʚʝʜʝʥʠʷ ʠʟ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʨʦʣʴ DNS-ʩʝʨʚʝʨʘ, ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʣʝʜʫʶʱʠʭ 
ʠʩʪʦʯʥʠʢʘʭ ʥʘ ʩʘʡʪʝ Microsoft.com: 

¶ Configuring DNS Servers for ISA Server 2004. 

¶ Dnscmd Overview. 

¶ New features for DNS (ʅʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ DNS). 

¶ Server Core. 

¶ Using DNS Security Extensions (DNSSEC) (ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʳʭ 
ʨʘʩʰʠʨʝʥʠʡ DNS). 

¶ Using forwarders.

ː̌́̃́ 6: ˜̜̙̏̃̆̎̉̆ ̠̔̑̏̃̎ ̜̈́̉̓̚ ˏ̆̂-̒̌̔̇̂ 

ɼʘʥʥʘʷ ʛʣʘʚʘ ʧʦʩʚʷʱʝʥʘ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ɺʝʙ-ʩʝʨʚʝʨʦʚ ʩ 
ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʆʉ Windows Server® 2008. ʇʦ ʫʤʦʣʯʘʥʠʶ ʨʦʣʴ ɺʝʙ-ʩʝʨʚʝʨ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ Windows Server® 2008 Microsoft® Internet Information 
Services (IIS) 7.0 

ʉʪʨʫʢʪʫʨʘ IIS 7.0 ʙʳʣʘ ʧʝʨʝʨʘʙʦʪʘʥʘ ʠ ʨʘʟʙʠʪʘ ʥʘ 40 ʤʦʜʫʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, 
ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ʏʝʤ ʤʝʥʴʰʝ ʢʦʤʧʦʥʝʥʪʦʚ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ, ʪʝʤ ʤʝʥʴʰʝ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʇʨʦʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ IIS 7.0 ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘ ɺʝʙ-ʩʝʨʚʝʨ 
ʤʠʥʠʤʘʣʴʥʫʶ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ, ʦʙʝʩʧʝʯʠʚʘʶʱʫʶ ʧʦʜʜʝʨʞʢʫ ʩʪʘʪʠʯʝʩʢʠʭ ɺʝʙ-
ʩʪʨʘʥʠʮ, ʬʠʣʴʪʨʘʮʠʶ ʟʘʧʨʦʩʦʚ, ʩʞʘʪʠʝ ʩʪʘʪʠʯʝʩʢʠʭ ʬʘʡʣʦʚ ʠ ʛʨʘʬʠʯʝʩʢʠʡ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ IIS Manager. ʉʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʩʮʝʥʘʨʠʝʚ IIS 
7.0, ʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ɺʝʙ-ʩʝʨʚʠʩʦʚ, ʥʦ 
ʢʣʶʯʝʚʳʤʠ ʧʨʠ ʧʣʘʥʠʨʦʚʘʥʠʠ ʩʪʨʫʢʪʫʨʳ ɺʝʙ-ʩʝʨʚʝʨʘ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʜʚʘ 
ʘʩʧʝʢʪʘ: 

¶ ʏʫʚʩʪʚʠʪʝʣʴʥʦʩʪʴ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʩʝʨʚʝʨ. ɿʥʘʷ ʵʪʦ, 
ʤʦʞʥʦ ʦʮʝʥʠʪʴ, ʢʘʢʫʶ ʦʧʘʩʥʦʩʪʴ ʧʨʝʜʩʪʘʚʣʷʝʪ ʫʪʝʯʢʘ ʵʪʠʭ ʜʘʥʥʳʭ, ʠ ʢʘʢʠʝ 
ʫʩʠʣʠʷ ʜʦʣʞʥʘ ʧʨʝʜʧʨʠʥʷʪʴ ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ ʜʣʷ ʠʭ ʟʘʱʠʪʳ. 

¶ ʅʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʩʠʩʪʝʤʦʡ: ʦʪ ʵʪʦʛʦ 
ʟʘʚʠʩʷʪ ʪʨʝʙʦʚʘʥʠʷ, ʧʨʝʜʲʷʚʣʷʝʤʳʝ ʢ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʩʘʤʦʛʦ ɺʝʙ-ʫʟʣʘ, 
ʠ ʪʦ, ʢʘʢʠʝ ʢʦʤʧʦʥʝʥʪʳ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʜʣʷ ʝʛʦ ʟʘʱʠʪʳ. 

ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʪʠʧʦʚʦʡ ʩʮʝʥʘʨʠʡ ʨʘʟʤʝʱʝʥʠʷ ʚ ʠʥʪʨʘʩʝʪʠ 
ʧʨʝʜʧʨʠʷʪʠʷ ɺʝʙ-ʩʝʨʚʝʨʘ ʩ ʦʩʦʙʦ ʚʘʞʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʜʘʥʥʳʤʠ. ɼʦʩʪʫʧ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʝʨʚʝʨʫ ʠʣʠ ʧʨʠʣʦʞʝʥʠʷʤ ʥʘ ʩʝʨʚʝʨʝ ʦʛʨʘʥʠʯʝʥ ʠ 
ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ, ʠʩʭʦʜʷ ʠʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʦʙʫʩʣʦʚʣʝʥʥʦʡ ʟʘʥʠʤʘʝʤʦʡ ʠʤʠ 
ʜʦʣʞʥʦʩʪʴʶ. ɺʝʙ-ʩʝʨʚʝʨ ʪʘʢʦʛʦ ʪʠʧʘ ʥʫʞʜʘʝʪʩʷ ʚ ʩʧʝʮʠʘʣʴʥʳʭ ʤʝʭʘʥʠʟʤʘʭ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʚʪʦʨʠʟʘʮʠʠ, ʧʨʠʤʝʥʷʝʤʳʭ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ Active 
Directory®. ʕʪʠ ʛʨʫʧʧʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ ʜʣʷ 
ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʩʣʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʠʤ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ 
ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʩʝʨʚʝʨʝ. 

http://go.microsoft.com/fwlink/?LinkId=79571
http://technet2.microsoft.com/WindowsServer/en/library/5c497b2e-3387-4ecf-adf5-562045620a961033.mspx?mfr=true
http://technet2.microsoft.com/WindowsServer/en/library/f031ac33-23f7-4fb8-9bfc-4947cb9959fb1033.mspx?mfr=true
http://go.microsoft.com/fwlink/?LinkId=99832
http://technet2.microsoft.com/windowsserver/en/library/264820c4-55c7-42d6-9747-432af9556acc1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/1cd13da9-ed0a-4814-b0bb-e46e8ac1e3211033.mspx?mfr=true


 

 

ɺ ʜʘʥʥʦʡ ʛʣʘʚʝ ʦʙʩʫʞʜʘʝʪʩʷ ʧʨʠʤʝʥʝʥʠʝ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʜʣʷ ʵʪʦʛʦ ʩʮʝʥʘʨʠʠ 
ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ɺʝʙ-ʩʝʨʚʝʨʘ ʦʪ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʘʪʘʢ, 
ʢʘʢ ʦʪ ʘʥʦʥʠʤʥʳʭ, ʪʘʢ ʠ ʦʪ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʩʪʘʥʜʘʨʪʥʳʭ ʤʦʜʫʣʝʡ, ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʩ IIS 7.0, ɺʝʙ-ʩʝʨʚʝʨ ʙʫʜʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ 
ʪʦʣʴʢʦ ʩʪʘʪʠʯʝʩʢʠʝ HTML-ʩʪʨʘʥʠʮʳ ʠ ʠʟʦʙʨʘʞʝʥʠʷ. ɺ ʢʥʠʛʝ çʉʧʨʘʚʦʯʥʠʢ ʧʦ 
ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ Windows Server 2008è, ʧʨʠʣʘʛʘʝʤʦʡ ʢ ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʫ, 
ʧʝʨʝʯʠʩʣʝʥʳ ʬʘʡʣʳ ʠ ʩʣʫʞʙʳ, ʢʦʪʦʨʳʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʩ ʢʘʞʜʳʤ ʢʦʤʧʦʥʝʥʪʦʤ. 

ʂʘʢ ʠ ʚ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʷʭ IIS, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʩʪʘʥʜʘʨʪʥʦʡ ʫʩʪʘʥʦʚʢʠ IIS 7.0 ʥʘ 
ʢʦʤʧʴʶʪʝʨ ʩ Windows Server 2008 ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʠ ʟʘʧʫʩʢʘʝʪʩʷ ʩʣʫʞʙʘ Worldwide 
Web Publishing (W3SVC). 

ʂʨʦʤʝ ʪʦʛʦ, ʧʨʦʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ IIS 7.0 ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠ ʟʘʧʫʩʢʘʝʪ ʩʣʫʞʙʫ 
ʘʢʪʠʚʘʮʠʠ Windows (Windows Process Activation Service, WAS). WAS ʦʙʦʙʱʘʝʪ 
ʤʦʜʝʣʴ ʧʨʦʮʝʩʩʘ IIS, ʜʝʣʘʷ IIS 7.0 HTTP-ʥʝʟʘʚʠʩʠʤʳʤ. ɹʣʘʛʦʜʘʨʷ ʵʪʦʤʫ ʩʝʨʚʝʨ IIS 
ʤʦʞʝʪ ʨʘʟʤʝʱʘʪʴ ʩʣʫʞʙʳ Windows Communication Foundation (WCF), ʠʩʧʦʣʴʟʫʷ 
ʦʪʣʠʯʥʳʝ ʦʪ HTTP ʧʨʦʪʦʢʦʣʳ. ʆʥ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʥʘʩʪʨʦʡʢʫ ʧʨʠʢʣʘʜʥʳʭ 
ʧʨʦʛʨʘʤʤʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ (application programming interfaces, APIs), ʩ ʧʦʤʦʱʴʶ 
ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʥʘʩʪʨʦʡʢʠ WAS ʧʨʦʛʨʘʤʤʥʦ. ʉʣʫʞʙʘ W3SVC 
ʟʘʚʠʩʠʪ ʦʪ ʩʣʫʞʙʳ WAS. 

ʅʘʢʦʥʝʮ, ʩʪʘʥʜʘʨʪʥʘʷ ʫʩʪʘʥʦʚʢʘ IIS 7.0 ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ Application Host Helper 
Service (AppHostSvc). ʕʪʘ ʩʣʫʞʙʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʝʭʘʥʠʟʤ ʭʨʘʥʝʥʠʷ ʠʩʪʦʨʠʠ 
ʠʟʤʝʥʝʥʠʡ ʥʘʩʪʨʦʝʢ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʚʦʟʚʨʘʱʘʪʴʩʷ ʢ ʙʦʣʝʝ ʨʘʥʥʝʡ ʚʝʨʩʠʠ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ɺʝʙ-ʩʝʨʚʝʨʘ. ʉʣʫʞʙʘ Application Host Helper Service ʩʦʭʨʘʥʷʝʪ ʬʘʡʣ 
ApplicationHost.config ʚ ʨʘʟʥʳʝ ʧʦʜʢʘʪʘʣʦʛʠ ʠʩʪʦʨʠʶ ʠʟʤʝʥʝʥʠʡ ʥʘʩʪʨʦʝʢ ʩ 
ʟʘʜʘʥʥʦʡ ʧʝʨʠʦʜʠʯʥʦʩʪʴʶ. ʇʨʝʜʳʜʫʱʠʝ ʧʘʨʘʤʝʪʨʳ ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʣʷ ʜʘʥʥʦʡ 
ʩʣʫʞʙʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʭʨʘʥʷʣʠʩʴ ʚ ʧʦʜʢʘʪʘʣʦʛ 
\inetpub\history\CFGHISTORY_xxxxxxxxxx, ʛʜʝ ʢʘʞʜʳʡ x ʧʨʝʜʩʪʘʚʣʷʝʪ ʯʠʩʣʦ, 
ʫʚʝʣʠʯʠʚʘʶʱʝʝʩʷ ʥʘ ʝʜʠʥʠʮʫ ʜʣʷ ʢʘʞʜʦʡ ʧʦʩʣʝʜʫʶʱʝʡ ʚʝʨʩʠʠ ʢʦʥʬʠʛʫʨʘʮʠʠ. 
ɽʩʣʠ ʩʢʦʧʠʨʦʚʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ IIS ʚ ʢʘʪʘʣʦʛ 
%windir%\system32\inetsrv\config, IIS ʚʦʟʚʨʘʪʠʪʴʩʷ ʢ ʩʦʩʪʦʷʥʠʶ, ʦʧʠʩʘʥʥʦʤʫ ʚ 
ʚʦʩʩʪʘʥʦʚʣʝʥʥʦʤ ʬʘʡʣʝ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʦ ʫʤʦʣʯʘʥʠʶ 
ʅʘ ʢʦʥʮʝʧʪʫʘʣʴʥʦʤ ʫʨʦʚʥʝ ʧʦʜʭʦʜʳ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʨʦʣʠ ɺʝʙ-
ʩʝʨʚʝʨʘ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ IIS 7.0 ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ Windows Server 2008 
ʩʫʱʝʩʪʚʝʥʥʳʤ ʦʙʨʘʟʦʤ ʥʝ ʦʪʣʠʯʘʶʪʩʷ ʦʪ ʧʨʠʤʝʥʷʝʤʳʭ ʥʘ ʩʝʨʚʝʨʝ IIS 6.0 ʧʦʜ 
ʫʧʨʘʚʣʝʥʠʝʤ Windows Server® 2003. ʇʦ-ʧʨʝʞʥʝʤʫ ʚʘʞʥʦ ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʪʠʪʴ 
ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢ. 

ʆʜʥʘʢʦ ʥʘ ʫʨʦʚʥʝ ʨʝʘʣʠʟʘʮʠʠ ʜʣʷ ʚʝʨʩʠʡ IIS 6.0 ʠ IIS 7.0 ʤʥʦʛʦʝ ʠʟʤʝʥʠʣʦʩʴ. 
ʆʩʥʦʚʥʦʝ ʠʟʤʝʥʝʥʠʝ ʚ ʪʦʤ, ʯʪʦ ʚʤʝʩʪʦ ʪʦʛʦ, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʤʥʦʞʝʩʪʚʦ 
ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʟʘʪʝʤ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠʣʠ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ʠʭ, ʢʘʢ ʵʪʦ ʙʳʣʦ ʩ IIS 6.0, 
IIS 7.0 ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪ ʤʠʥʠʤʘʣʴʥʫʶ ʫʩʪʘʥʦʚʢʫ. ʋʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʪʦʣʴʢʦ 
ʢʦʤʧʦʥʝʥʪʳ, ʨʘʙʦʪʘʶʱʠʝ ʩʦ ʩʪʘʪʠʯʝʩʢʠʤʠ ʩʘʡʪʘʤʠ. ɺ ʩʪʘʥʜʘʨʪʥʫʶ ʫʩʪʘʥʦʚʢʫ IIS 
7.0 ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʤʦʜʫʣʠ: 

¶ ʄʦʜʫʣʴ ʉʪʘʪʠʯʝʩʢʦʝ ʩʦʜʝʨʞʠʤʦʝ 

¶ ʄʦʜʫʣʴ ʉʪʘʥʜʘʨʪʥʳʡ ʜʦʢʫʤʝʥʪ 

¶ ʄʦʜʫʣʴ ʆʙʟʦʨ ʢʘʪʘʣʦʛʦʚ 

¶ ʄʦʜʫʣʴ ʆʰʠʙʢʠ HTTP 



 

 

¶ ʄʦʜʫʣʴ ɺʝʜʝʥʠʝ ʞʫʨʥʘʣʘ HTTP 

¶ ʄʦʜʫʣʴ ʄʦʥʠʪʦʨ ʟʘʧʨʦʩʦʚ 

¶ ʄʦʜʫʣʴ ʌʠʣʴʪʨʘʮʠʷ ʟʘʧʨʦʩʦʚ 

¶ ʄʦʜʫʣ ɹʉʞʘʪʠʝ ʩʪʘʪʠʯʝʩʢʦʛʦ ʩʦʜʝʨʞʠʤʦʛʦ 

¶ ʄʦʜʫʣʴ ʂʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ IIS 

ʉʪʘʥʜʘʨʪʥʘʷ ʫʩʪʘʥʦʚʢʘ IIS 7.0 ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ASP.NET ʠʣʠ 
ASP. ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʵʪʠ ʪʝʭʥʦʣʦʛʠʠ ʚ ɺʝʙ-ʩʝʨʚʝʨ IIS 7.0, ʠʭ ʥʝʦʙʭʦʜʠʤʦ ʷʚʥʦ 
ʫʢʘʟʘʪʴ ʧʨʠ ʚʳʙʦʨʝ ʨʦʣʝʡ. ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʣʫʞʙʳ ʨʦʣʝʡ, 
ʩʦʩʪʘʚʣʷʶʱʠʝ ʨʦʣʴ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS) Windows Server 2008. 

ȵɖɎɒɋɝɆɓɎɋ ȳɆ ɖɎɗəɓɐɋ ɕɔɑəɌɎɖɓɡɒ ɞɖɎɚɘɔɒ ɈɡɊɋɑɋɓɡ ɐɔɒɕɔɓɋɓɘɡ, ɐɔɘɔɖɡɋ 
əɗɘɆɓɆɈɑɎɈɆɤɘɗɥ ɕɔ əɒɔɑɝɆɓɎɤ ɕɖɎ Ɉɡɇɔɖɋ ɖɔɑɎ Ȩɋɇ-ɗɋɖɈɋɖɆ. 



 

 

 

˿ͭ͊ͤ͒͊ͪͭͤ·͚ ͔͒ͦͯͣͤͭ͟ 

˻͋ͦͪ͘ ͎͍͊ͭ͊ͦͦ͟͡ 

˻΄͙͙͋͟ HTTP 

˽͔͔͍͔͙͔ͪͤ͊ͨͪ͊ͤ͡ HTTP 

˿͙ͭ͊ͭ;͔͔ͫͦ͟ ͔͙͔ͫͦ͒ͪ͗ͣͦ 

FTP-͔͍͔ͫͪͪ 

˴ͦͤͫͦ͡Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ C¢t 

˻͍ͫͤͦͤ·͔ 
͍͙ͦͣͦ͗ͤͦͫͭ͘ I¢¢t 

˾ͦ͡Έ ˤ͔͋-͔͍͔ͫͪͪ͊ 

˾͊ͪ͊͋ͦͭ͊͘͟ 
͙͔͙͚ͨͪͦ͗ͤ͡ 

˾͊͋ͦͭͦͫͨͦͫͦ͋ͤͦͫͭΈ ͙ 
͙͎͙͒͊ͤͦͫͭ͊͟ 

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ 

ˣ·͔͚͍͙͔ͫͭͪͦ͒ͫͭ 

˿͔͍ͪ͒ͫͭ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

˿ͯ͗͋͊͡ C¢t-͙ͨͯ͋͊͟͡ͼ͙͙ 

ASP 

ASP.NET 

CGI 

˾͊ͫ΄͙͔͙ͪͤΎ ISAPI 

͙̅͡Έͭͪ· ISAPI 

˾͊ͫ΄͙ͪΎ͔ͣͦͫͭΈ ΦNET 

ˤ͟͡Ό;͔͙ͤΎ ͤ͊ ͔ͫͭͦͪͦͤ ͔͍͔ͫͪͪ͊ όSSI) 

˻͔ͫͦ͋ͦ ͙͍͙͔ͨͪͦͭͦͦͪͦ͊ͤ͟͡ 

ˤ͔͔͙͔͒ͤ ͗ͯͪͤ͊͊͡ HTTP 

˿͔͍ͪ͒ͫͭ͊ ͍͔͔͙͒ͤΎ ͍͗ͯͪͤ͊ͦ͡ 

ˤ͔͔͙͔͒ͤ ͗ͯͪͤ͊͊͡ ODBC 

˿͔͔͙͔͗ͤ͡ 

˸͙ͦͤͭͦͪ ͍͊ͨͪͦͫͦ͘ 

˻͋·;ͤ͊Ύ ͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 

˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͫ ͍͔͙͔ͫͦͨͦͫͭ͊ͤͣ͡ ͔͙ͫͪͭͺ͙͊ͭ͊͟ ͙͔ͤͭ͊͟͡ 

˨͚͔͊͒͗ͫͭ-͍͔ͨͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ 

˻͎͙ͪ͊ͤ;͔͙ͤΎ IP-͔͍͊͒ͪͫͦ ͙ ͔͍͒ͦͣͤͦ 

˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ ͔ͨͯͭͣ ͍͔͙ͫͦͨͦͫͭ͊ͤ͡Ύ ͔͙ͫͪͭͺ͙͊ͭ͊͟ ͙͔ͤͭ͊͟͡ IIS 

͙̅͡Έͭͪ͊ͼ͙Ύ ͍͊ͨͪͦͫͦ͘ 

˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͤͦͫͭ͡ Url 

˽͍͔ͪͦͪ͊͟ ͙͙ͨͦ͒ͤͦͫͭ͡ Windows 

˿͙͔͗͊ͭ ͙͙͒ͤ͊ͣ;͔͎ͫͦͦ͟ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ 

˿͙͔͗͊ͭ ͙ͫͭ͊ͭ;͔͎ͫͦͦ͟ ͔͙͎ͫͦ͒ͪ͗ͣͦͦ 

˴ͦͤͫͦ͡Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ IIS 6.0 

˿͍͔͙ͦͣͫͭͣͦͫͭΈ ͔ͣͭ͊͋͊͘· IIS 6.0 

˿ͯ͗͋͡· ͫͼ͔͙͔͍ͤ͊ͪ IIS 6.0 

˿͍͔͙ͦͣͫͭͣͦͫͭΈ WMI IIS 6.0 

˴ͦͤͫͦ͡Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ IIS 

˿ͼ͔͙͙ͤ͊ͪ ͙ ͔͍ͫͪ͒ͫͭ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ IIS 

˿ͯ͗͋͊͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ 

˿͍͔͙ͦͣͫͭͣͦͫͭΈ ͍͔͙ͯͨͪ͊ͤ͡Ύ IIS 6.0 



 

 

ʈʠʩ. 6.1. ʀʝʨʘʨʭʠʷ ʩʣʫʞʙ ʨʦʣʠ ʜʣʷ ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨʘ 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 
IIS 7.0 ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʤʦʜʫʣʴʥʦʡ ʘʨʭʠʪʝʢʪʫʨʦʡ ʠ ʤʠʥʠʤʘʣʴʥʳʤ ʢʦʣʠʯʝʩʪʚʦʤ 
ʟʘʚʠʩʠʤʦʩʪʝʡ ʤʝʞʜʫ ʤʦʜʫʣʷʤʠ ʠʣʠ ʢʦʤʧʦʥʝʥʪʘʤʠ. ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʢʦʥʢʨʝʪʥʦʛʦ ɺʝʙ-
ʩʝʨʚʝʨʘ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʥʫʞʜʘʤ ʧʨʠʣʦʞʝʥʠʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ 
ʚʳʙʠʨʘʪʴ ʠʟ 40 ʤʦʜʫʣʝʡ. 

ʉʪʘʥʜʘʨʪʥʘʷ ʫʩʪʘʥʦʚʢʘ IIS 7.0 ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʦʣʴʢʦ ʬʫʥʢʮʠʠ ʜʣʷ ʦʙʩʣʫʞʠʚʘʥʠʷ 
ʩʪʘʪʠʯʝʩʢʦʛʦ ʩʦʜʝʨʞʠʤʦʛʦ, ʪʘʢʦʛʦ ʢʘʢ ʬʘʡʣʳ HTML ʠ ʠʟʦʙʨʘʞʝʥʠʡ. ʕʪʦ 
ʤʘʢʩʠʤʘʣʴʥʦ ʩʦʢʨʘʱʘʝʪ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ, ʦʙʝʩʧʝʯʠʚʘʷ ʧʨʠ ʵʪʦʤ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ɺʝʙ-ʩʝʨʚʝʨʘ. 

ʋʩʪʘʥʦʚʢʘ IIS 7.0 ʦʨʛʘʥʠʟʦʚʘʥʘ Microsoft ʚ ʩʝʤʴ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʦʙʣʘʩʪʝʡ. ʂ ʥʠʤ 
ʦʪʥʦʩʷʪʩʷ ʆʩʥʦʚʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ HTTP (Common HTTP Features), ʈʘʟʨʘʙʦʪʢʘ 
ʧʨʠʣʦʞʝʥʠʡ (Application Development), ʈʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʠ ʜʠʘʛʥʦʩʪʠʢʘ (Health 
and Diagnostics), ɹʝʟʦʧʘʩʥʦʩʪʴ (Security), ɹʳʩʪʨʦʜʝʡʩʪʚʠʝ (Performance), ʉʨʝʜʩʪʚʘ 
ʫʧʨʘʚʣʝʥʠʷ (Management Tools) ʠ ʉʣʫʞʙʘ FTP-ʧʫʙʣʠʢʘʮʠʠ (FTP Publishing Service). 
ʊʦ, ʢʘʢʠʝ ʤʦʜʫʣʠ ʠ ʢʦʤʧʦʥʝʥʪʳ ʜʦʣʞʥʳ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ, ʦʧʨʝʜʝʣʷʝʪʩʷ ʪʝʤ, ʢʘʢ 
ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʫʧʨʘʚʣʝʥʠʝ ɺʝʙ-ʩʝʨʚʝʨʦʤ IIS 7.0, ʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʩʘʡʪʦʚ ʠ 
ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʧʣʘʥʠʨʫʝʪʩʷ ʨʘʟʤʝʱʘʪʴ ʥʘ ɺʝʙ-ʩʝʨʚʝʨʝ IIS 7.0. ʅʦ ʯʝʤ 
ʙʦʣʴʰʝ ʤʦʜʫʣʝʡ ʠ ʢʦʤʧʦʥʝʥʪʦʚ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ, ʪʝʤ ʙʦʣʴʰʝ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ 
ɺʝʙ-ʩʝʨʚʝʨʘ. 

ʇʨʦʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ IIS 7.0 ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʤʦʜʫʣʝʡ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʨʘʟʥʳʝ ʥʘʙʦʨʳ ʬʘʡʣʦʚ, ʩʣʫʞʙ ʠ ʧʨʘʚʠʣ ʙʨʘʥʜʤʘʫʵʨʘ. ʏʪʦʙʳ 
ʦʙʦʟʥʘʯʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʵʪʦʡ ʩʣʫʞʙʳ ʨʦʣʠ, ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ 
ʩʣʝʜʫʶʱʝʝ: 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʬʘʡʣʳ. ʕʪʦ ʬʘʡʣʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʨʦʣʠ ɺʝʙ-
ʩʝʨʚʝʨʘ. 

¶ ʋʩʪʘʥʦʚʣʝʥʥʳʝ ʩʣʫʞʙʳ. ʕʪʦ ʩʣʫʞʙʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʘʢ ʯʘʩʪʴ ʨʦʣʠ ɺʝʙ-
ʩʝʨʚʝʨʘ. 

ȵɖɎɒɋɝɆɓɎɋ Ȫɑɥ ɕɖɔɈɋɖɐɎ ɜɋɑɔɗɘɓɔɗɘɎ əɗɘɆɓɔɈɑɋɓɓɡɛ ɚɆɏɑɔɈ Ɏ ɚɆɏɑɔɈ, Ɉɡɕɔɑɓɥɋɒɡɛ 
ɗɑəɌɇɔɏ, ɒɔɌɓɔ ɈɔɗɕɔɑɢɍɔɈɆɘɢɗɥ əɘɎɑɎɘɆɒɎ RootkitRevealer  Ɏ Sigcheck , ɥɈɑɥɤɟɎɒɎɗɥ 
ɝɆɗɘɢɤ ɕɆɐɋɘɆ ɗɑəɌɋɇɓɡɛ ɕɖɔɉɖɆɒɒ Windows  Sysinternals  

¶ ʇʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. ʕʪʦ ʫʩʪʘʥʦʚʣʝʥʥʳʝ (ʠʣʠ ʘʢʪʠʚʠʨʦʚʘʥʥʳʝ) ʜʣʷ 
ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʧʨʘʚʠʣʘ ʙʨʘʥʜʤʘʫʵʨʘ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʜʣʷ ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʚʢʣʶʯʝʥʘ ʚ 
ʢʥʠʛʫ çʉʧʨʘʚʦʯʥʠʢ ʧʦ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʚ Windows Server 2008è, ʧʨʠʣʘʛʘʝʤʦʡ ʢ 
ʜʘʥʥʦʤʫ ʨʫʢʦʚʦʜʩʪʚʘ. ʆʮʝʥʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʜʘʥʥʦʡ ʩʣʫʞʙʳ ʨʦʣʠ ʤʦʞʥʦ 
ʧʨʠ ʧʦʤʦʱʠ ʚʢʣʘʜʢʠ Web ʢʥʠʛʠ ʚ ʨʘʟʜʝʣʘʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʘʞʜʦʤʫ ʠʟ ʧʫʥʢʪʦʚ 
ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʳʚʘʶʪʩʷ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS) ʜʣʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʘ ʦʪ 
ʟʣʦʫʤʳʰʣʝʥʥʳʭ ʘʪʘʢ. ʇʨʠʚʝʜʝʥʥʳʝ ʥʠʞʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʥʘ 
ʩʪʨʘʥʠʮʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ ʄʘʩʪʝʨʘ ʜʦʙʘʚʣʝʥʠʷ ʨʦʣʝʡ ʚʳʙʨʘʥʘ ʪʦʣʴʢʦ ʦʧʮʠʷ 
ɺʝʙ-ʩʝʨʚʝʨ, ʧʨʠʥʷʪʳ ʚʩʝ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʚʢʣʶʯʝʥʘ ʦʧʮʠʷ ASP.NET. 

http://www.microsoft.com/technet/sysinternals/Security/RootkitRevealer.mspx
http://www.microsoft.com/technet/sysinternals/Security/Sigcheck.mspx
http://go.microsoft.com/fwlink/?LinkId=96491


 

 

ɼʘʣʴʥʝʡʰʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʆʩʥʦʚʥʳʤ ʚʦʟʤʦʞʥʦʩʪʷʤ HTTP, ʈʘʟʨʘʙʦʪʢʝ 
ʧʨʠʣʦʞʝʥʠʡ, ʈʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ ʜʠʘʛʥʦʩʪʠʢʝ, ɹʝʟʦʧʘʩʥʦʩʪʠ, ɹʳʩʪʨʦʜʝʡʩʪʚʠʶ, 
ʉʨʝʜʩʪʚʘʤ ʫʧʨʘʚʣʝʥʠʷ ʠ ʉʣʫʞʙʝ FTP-ʧʫʙʣʠʢʘʮʠʠ ʟʜʝʩʴ ʥʝ ʧʨʠʚʦʜʷʪʩʷ. 
ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʥʘʩʪʨʦʡʢʝ ʵʪʠʭ ʩʣʫʞʙ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ IIS 
7.0: Configure Web Server Security (IIS 7.0: ʥʘʩʪʨʦʡʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʙ-ʩʝʨʚʝʨʘ). 

ʉʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʚʘʨʠʘʥʪʦʚ ʥʘʩʪʨʦʡʢʠ ɺʝʙ-ʩʝʨʚʝʨʘ, ʠʩʧʦʣʴʟʫʶʱʝʛʦ IIS, ʥʦ 
ʜʘʥʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʦʩʥʦʚʥʦʡ ʩʮʝʥʘʨʠʡ, ʚ ʢʦʪʦʨʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ASP.NET ʧʨʠʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʙʘʟʝ ʜʘʥʥʳʭ. ʅʘʧʨʠʤʝʨ, ʪʘʢʦʡ 
ʙʘʟʦʡ ʜʘʥʥʳʭ ʤʦʛʣʠ ʙʳ ʙʳʪʴ ʚʥʫʪʨʝʥʥʷʷ ʩʠʩʪʝʤʘ ʟʘʢʘʟʦʚ ʠʣʠ ʧʨʠʣʦʞʝʥʠʝ 
ʫʧʨʘʚʣʝʥʠʷ ʧʝʨʩʦʥʘʣʦʤ. 

ɺʝʙ-ʫʟʝʣ ʪʘʢʦʛʦ ʪʠʧʘ ʦʙʳʯʥʦ ʚʢʣʶʯʘʝʪ ʩʣʝʜʫʶʱʝʝ: 

¶ ʉʪʘʪʠʯʝʩʢʠʝ ʩʪʨʘʥʠʮʳ (HTML-ʩʪʨʘʥʠʮʳ). 

¶ ʀʟʦʙʨʘʞʝʥʠʷ ʚ ʬʦʨʤʘʪʘʭ .jpg ʠ .gif. 

¶ ɼʠʥʘʤʠʯʝʩʢʠʝ ʩʪʨʘʥʠʮʳ ASP.NET. 

ɺ ʭʦʜʝ ʧʣʘʥʠʨʦʚʘʥʠʷ ʫʩʪʘʥʦʚʢʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʨʘʟʨʘʙʦʪʯʠʢʠ 
ʧʨʠʣʦʞʝʥʠʡ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠʜʝʨʞʠʚʘʶʪʩʷ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
ɼʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʣʫʯʰʠʤ ʧʨʘʢʪʠʢʘʤ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ ʤʦʞʥʦ ʥʘʡʪʠ ʚ 
ʩʪʘʪʴʝ Improving Web Application Security: Threats and Countermeasures (ʇʦʚʳʰʝʥʠʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʙ-ʧʨʠʣʦʞʝʥʠʡ: ʫʛʨʦʟʳ ʠ ʢʦʥʪʨʤʝʨʳ). 

ɺʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʯʪʦ ʝʩʣʠ ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ ʥʝ ʠʩʧʦʣʴʟʫʝʪ ʣʫʯʰʠʝ ʧʨʘʢʪʠʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʘʰ ɺʝʙ-ʩʝʨʚʝʨ ʩʪʘʥʝʪ ʣʝʛʢʦʡ ʜʦʙʳʯʝʡ ʜʣʷ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʘʪʘʢ. 
ɼʘʞʝ ʝʩʣʠ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ɺʝʙ-ʧʨʠʣʦʞʝʥʠʷ ʧʨʠʤʝʥʷʣʠʩʴ ʣʫʯʰʠʝ ʧʨʘʢʪʠʢʠ, 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʝʜʧʨʠʥʷʪʴ ʥʝʩʢʦʣʴʢʦ ʰʘʛʦʚ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʙ-
ʩʝʨʚʝʨʘ. 

ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 
ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʩʝʨʚʝʨʦʚ, ʚʳʧʦʣʥʷʶʱʠʭ ʩʣʫʞʙʫ ʨʦʣʠ 
ɺʝʙ-ʩʝʨʚʝʨ. ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʢʘʢʠʭ-ʣʠʙʦ ʪʨʫʜʥʦʩʪʝʡ ʧʦ ʚʳʧʦʣʥʝʥʠʶ ʵʪʠʭ ʟʘʜʘʯ 
ʦʙʨʘʱʘʡʪʝʩʴ ʢ ʩʣʝʜʫʶʱʠʤ ʨʘʟʜʝʣʘʤ ʜʘʥʥʦʡ ʛʣʘʚʳ ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ. 

ʊʘʙʣʠʮʘ 6.1. ʂʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʥʘʩʪʨʦʡʢʠ 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ʈʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʫʩʪʘʥʦʚʢʠ Server Core Windows Server 
2008. 

  ʋʩʪʘʥʦʚʠʪʴ ʩʨʝʜʫ ʚʳʧʦʣʥʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ. 

  ʅʘʩʪʨʦʠʪʴ ʤʝʭʘʥʠʟʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

  ʋʜʘʣʠʪʴ ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʢʦʤʧʦʥʝʥʪʳ IIS. 

  ʅʘʩʪʨʦʠʪʴ ʫʥʠʢʘʣʴʥʫʶ ʧʨʠʚʷʟʢʫ. 

  ʇʝʨʝʥʝʩʪʠ ʢʦʨʥʝʚʳʝ ʢʘʪʘʣʦʛʠ ʚ ʦʪʜʝʣʴʥʳʡ ʨʘʟʜʝʣ ʠʣʠ ʜʠʩʢ. 

  ʅʘʩʪʨʦʠʪʴ ʨʘʟʨʝʰʝʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

http://technet2.microsoft.com/windowsserver2008/en/library/939d621e-c023-48f8-9503-47f24a6be7211033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver2008/en/library/939d621e-c023-48f8-9503-47f24a6be7211033.mspx?mfr=true
http://go.microsoft.com/fwlink/?LinkId=86769


 

 

  ɿʘʜʘʯʠ ʥʘʩʪʨʦʡʢʠ 

  ɸʢʪʠʚʠʨʦʚʘʪʴ Secure Sockets Layer (SSL). 

  ʈʘʩʩʤʦʪʨʝʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʤʝʨʳ ʧʦ ʥʘʩʪʨʦʡʢʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʈʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʫʩʪʘʥʦʚʢʠ Server Core 
Windows Server 2008 

ʈʘʩʩʤʦʪʨʠʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʟʚʝʨʪʳʚʘʥʠʷ Windows Server 2008 ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server Core, ʯʪʦʙʳ ʝʱʝ ʙʦʣʴʰʝ ʩʦʢʨʘʪʠʪʴ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʥʘ 
ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʟʘ ʩʯʝʪ ʩʦʢʨʘʱʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʬʘʡʣʦʚ ʠ 
ʚʳʧʦʣʥʷʶʱʠʭʩʷ ʩʣʫʞʙ. ʇʨʝʠʤʫʱʝʩʪʚʦ ʦʧʮʠʠ ʫʩʪʘʥʦʚʢʠ Server Core ʚ ʪʦʤ, ʯʪʦ ʧʨʠ 
ʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʛʨʘʬʠʯʝʩʢʠʡ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ 
(GUI), ʪ.ʝ. ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʬʘʡʣʳ ʠ ʩʣʫʞʙʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʦʙʳʯʥʦʤʫ GUI. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʩʪʘʥʦʚʢʠ Server Core Windows Server 2008 ʜʣʷ ʨʦʣʠ ɺʝʙ-
ʩʝʨʚʝʨ (IIS) ʥʝʦʙʭʦʜʠʤʦ ʧʦʤʥʠʪʴ ʜʚʝ ʚʝʱʠ. ʇʝʨʚʦʝ, ʚʳ ʥʝ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ 
ʫʩʪʘʥʦʚʢʦʡ ʥʘʧʨʷʤʫʶ ʯʝʨʝʟ GUI. ɺʤʝʩʪʦ ʵʪʦʛʦ ʜʦʣʞʥʳ ʫʜʘʣʝʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʠʥʩʪʨʫʤʝʥʪʳ ʂʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ Microsoft (MMC) ʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʳʡ ʦʥʠ 
ʫʩʪʘʥʦʚʣʝʥʳ, ʠʣʠ ʠʥʩʪʨʫʤʝʥʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʧʨʷʤʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 
ʫʩʪʘʥʦʚʢʦʡ ʩʝʨʚʝʨʘ. ɺʪʦʨʦʝ, Server Core ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʚʷʟʘʥʥʳʝ ʩ ASP.NET ʠ 
.NET Framework ʚʦʟʤʦʞʥʦʩʪʠ. ɽʩʣʠ ʚʘʰʠʤ ʧʨʠʣʦʞʝʥʠʷʤ ʪʨʝʙʫʝʪʩʷ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ .NET, ʫʩʪʘʥʦʚʢʫ Server Core Windows Server 2008 ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʥʝʣʴʟʷ. 

ʇʦʩʢʦʣʴʢʫ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʡ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ʩʮʝʥʘʨʠʡ ʪʨʝʙʫʝʪ ASP.NET, ʚʳ ʥʝ 
ʩʤʦʞʝʪʝ ʨʝʘʣʠʟʦʚʘʪʴ ʵʪʠ ʧʨʦʮʝʜʫʨʳ ʩ ʧʦʤʦʱʴʶ ʫʩʪʘʥʦʚʢʠ Server Core. ʆʜʥʘʢʦ 
ʫʩʪʘʥʦʚʢʘ Server Core ʧʦʟʚʦʣʠʪ ʧʨʠʤʝʥʠʪʴ ʦʙʱʠʝ ʧʨʠʥʮʠʧʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʣʷ 
ʣʶʙʦʡ ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS). 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ Windows Server 2008 ʤʦʞʥʦ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʠʥʩʪʨʫʤʝʥʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ: 

¶ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʩʪʘʥʜʘʨʪʥʫʶ ʨʦʣʴ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS) ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʝʡ 
ʩʣʫʞʙʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

start /w pkgmgr /iu:IIS - WebServerRole;WAS -

WindowsActivationService;WAS - ProcessModel  

¶ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʚʩʝ ʜʦʩʪʫʧʥʳʝ ʩʣʫʞʙʳ ʠ ʢʦʤʧʦʥʝʥʪʳ ʜʣʷ ʨʦʣʠ ɺʝʙ-
ʩʝʨʚʝʨʘ (IIS), ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

start /w pkgmgr /iu:IIS - WebServerRole;IIS - WebServer;IIS -

CommonHttpFeatures;IIS - StaticContent;IIS - DefaultDocument;IIS -

DirectoryBrowsing;IIS - HttpErrors;IIS - HttpRedirect;IIS -

ApplicationDevelopment;IIS - ASP;IIS - CGI;IIS -

ISAPIExtensions;IIS - ISAPIFilter;IIS - ServerSideIncludes;IIS -

Health AndDiagnostics;IIS - HttpLogging;IIS - LoggingLibraries;IIS -

RequestMonitor;IIS - HttpTracing;IIS - CustomLogging;IIS -

ODBCLogging;IIS - Security;IIS - BasicAuthentication;IIS -

WindowsAuthentication;IIS - DigestAuthentication;IIS -

ClientCertificateMappingAuthentication;IIS -

IISCertificateMappingAuthentication;IIS - URLAuthorization;IIS -



 

 

RequestFiltering;IIS - IPSecurity;IIS - Performance;IIS -

HttpCompressionStatic;IIS - HttpCompressionDynamic;IIS -

WebServerManagementTools;IIS - ManagementScriptingTools;IIS -

IIS6ManagementCompatibility;IIS - Metabase;IIS -

WMICompatibility;IIS - LegacyScripts;IIS -

FTPPublishingService;IIS - FTPServer;WAS -

WindowsActivationService;WAS - ProcessModel  

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʢʘʢ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʨʦʣʴ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS) ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʩʪʘʥʦʚʢʠ Server Core Windows Server 2008, ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ 
Server Core Installation Option of Windows Server 2008 Step-By-Step Guide. 

ʂʨʦʤʝ ʪʦʛʦ, ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʨʦʣʴʶ ɺʝʙ-ʩʝʨʚʝʨʘ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʥʩʪʨʫʤʝʥʪ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ appcmd. ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ appcmd ʧʨʠʚʝʜʝʥʳ ʚ 
ʨʘʟʜʝʣʝ ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ (Administrative Tools) «IIS 7.0: Operations Guide» 
(ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ IIS 7.0) ʚ Windows Server 2008 Technical Library 
(ʊʝʭʥʠʯʝʩʢʘʷ ʙʠʙʣʠʦʪʝʢʘ Windows Server 2008). 

ʊʘʢʞʝ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʠʣʠ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʨʦʣʴʶ ɺʝʙ-ʩʝʨʚʝʨʘ (IIS), 
ʚʳʧʦʣʥʷʶʱʝʡʩʷ ʥʘ ʫʩʪʘʥʦʚʢʘʭ Server Core Windows Server 2008, ʤʦʞʥʦ 
ʠʩʧʦʣʴʟʦʚʘʪʴ WMI. 

ɹʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ WMI ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʩʪʘʪʴʝ Windows Management 
Instrumentation (ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ʫʧʨʘʚʣʝʥʠʷ Windows) ʠ ʚ ʨʘʟʜʝʣʝ WMI «IIS 7.0 
Operations Guide» ʚ Windows Server 2008 Technical Library. 

ʋʩʪʘʥʦʚʠʪʴ ʩʨʝʜʫ ʚʳʧʦʣʥʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ 

ɺ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʤ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ ʩʮʝʥʘʨʠʠ ʧʨʠʤʝʥʷʝʪʩʷ ASP.NET, ʧʦʪʦʤʫ ʯʪʦ 
ʵʪʦ ʩʘʤʘʷ ʧʦʧʫʣʷʨʥʘʷ ʠʟ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ IIS ʩʨʝʜ ʨʘʟʨʘʙʦʪʢʠ. ASP.NET 
ʠʩʧʦʣʴʟʫʝʪ .NET Framework 2.0, ʢʦʪʦʨʘʷ ʜʦʩʪʫʧʥʘ ʚ Windows Server 2008. 

ɺ ʨʘʟʜʝʣʝ ɺʳʙʦʨ ʩʣʫʞʙ ʨʦʣʠ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʧʨʠ ʚʳʙʦʨʝ 
ASP.NET ʦʙʷʟʘʪʝʣʴʥʳʤʠ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ IIS 7.0: 

¶ ASP.NET: ɺʢʣʶʯʘʝʪ ʬʘʡʣʳ ʠ ʧʘʨʘʤʝʪʨʳ ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʣʷ ʘʢʪʠʚʘʮʠʠ 
ʧʦʜʜʝʨʞʢʠ ASP.NET ʚ IIS. 

¶ ʌʠʣʴʪʨʳ ISAPI: ASP.NET ʪʨʝʙʫʝʪ ʥʘʣʠʯʠʷ ʬʠʣʴʪʨʘ ʩ ʠʤʝʥʝʤ 
«ASPNET_FILTER.DLL». 

¶ ʈʘʩʰʠʨʝʥʠʷ ISAPI: ɹʘʟʦʚʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ASP.NET ʥʘʭʦʜʠʪʩʷ ʚ 
ʬʘʡʣʝ ASPNET_ISAPI.DLL. ʕʪʦʪ DLL-ʬʘʡʣ ʧʦʩʪʨʦʝʥ ʥʘ ʙʘʟʝ ʠʥʪʝʨʬʝʡʩʘ 
ISAPI Extension (ʈʘʩʰʠʨʝʥʠʷ ISAPI). IIS ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʥʪʝʨʬʝʡʩ ISAPI 
Extension ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ʈʘʩʰʠʨʷʝʤʦʩʪʴ .NET: ʈʘʩʰʠʨʷʝʤʦʩʪʴ .NET ʧʦʟʚʦʣʷʝʪ ʚʘʰʝʤʫ ʩʝʨʚʝʨʫ 
ʧʦʜʜʝʨʞʠʚʘʪʴ ʫʧʨʘʚʣʷʝʤʳʝ ʤʦʜʫʣʠ, ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʤʦʜʝʣʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ASP.NET. ɺʘʰʠ ʨʘʟʨʘʙʦʪʯʠʢʠ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ 
ʥʦʚʳʝ ʢʦʤʧʦʥʝʥʪʳ ɺʝʙ-ʩʝʨʚʝʨʘ, ʠʩʧʦʣʴʟʫʷ API .NET Framework. 

¶ ʉʣʫʞʙʘ ʘʢʪʠʚʠʮʠʠ ʧʨʦʮʝʩʩʦʚ Windows (WAS): ʇʦʜʜʝʨʞʠʚʘʝʪ ʘʢʪʠʚʘʮʠʶ 
ʫʧʨʘʚʣʷʝʤʦʛʦ ʢʦʜʘ ʚ ʤʦʜʝʣʠ ʧʨʦʮʝʩʩʘ IIS 7.0. 

ɽʩʣʠ ʚʘʰʠ ʧʨʠʣʦʞʝʥʠʷ ASP.NET ʠʩʧʦʣʴʟʫʶʪ ʩʝʨʚʠʩ ASP.NET Session state 
ʜʣʷ ʚʥʝʧʨʦʮʝʩʩʥʦʛʦ ʭʨʘʥʝʥʠʷ ʩʝʩʩʠʡ ASP.NET, ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ ʜʦʣʞʝʥ 
ʙʳʪʴ ʘʢʪʠʚʠʨʦʚʘʥ. ɽʩʣʠ ʜʘʥʥʳʡ ʢʦʤʧʦʥʝʥʪ ʙʳʣ ʘʢʪʠʚʠʨʦʚʘʥ, ʥʦ ʚʘʰʠ 
ʧʨʠʣʦʞʝʥʠʷ ASP.NET ʠʤ ʥʝ ʧʦʣʴʟʫʶʪʩʷ, ʜʝʘʢʪʠʚʠʨʫʡʪʝ ʝʛʦ. 

http://go.microsoft.com/fwlink/?LinkId=99832
http://go.microsoft.com/fwlink/?LinkId=89710
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ʉʣʝʜʫʶʱʠʡ ʰʘʛ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʩʨʝʜʳ 
ʨʘʟʨʘʙʦʪʢʠ ï ʫʩʪʘʥʦʚʢʘ ʤʝʭʘʥʠʟʤʘ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʦʝʜʠʥʷʶʱʠʭʩʷ ʩ 
ʧʨʠʣʦʞʝʥʠʷʤʠ ɺʝʙ-ʩʝʨʚʝʨʘ. 

ʅʘʩʪʨʦʠʪʴ ʤʝʭʘʥʠʟʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

Microsoft ʨʝʢʦʤʝʥʜʫʝʪ ʚ ʢʘʯʝʩʪʚʝ ʤʝʭʘʥʠʟʤʘ ʘʫʪʝʥʪʠʮʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣ  ̫
ɺʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʧʨʠʤʝʥʷʪʴ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Windows (Windows 
Authentication), ʧʦʪʦʤʫ ʯʪʦ ʦʥʘ ʠʥʪʝʛʨʠʨʦʚʘʥʘ ʩ Windows ʠ ʜʦʤʝʥʥʳʤʠ ʩʣʫʞʙʘʤʠ 
Active Directory (AD DS). ɺʢʣʶʯʘʷ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Windows ʠ ʦʪʢʣʶʯʘʷ 
ʘʥʦʥʠʤʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ, ʚʳ ʦʙʝʩʧʝʯʠʚʘʝʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ɺʝʙ-
ʧʨʠʣʦʞʝʥʠʷʤ ʪʦʣʴʢʦ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ, 
ʘʢʪʠʚʘʮʠʠ ʠ ʜʝʘʢʪʠʚʘʮʠʠ ʵʪʠʭ ʤʝʭʘʥʠʟʤʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʩʣʝʜʫʶʱʠʝ ʧʨʦʮʝʜʫʨʳ. 

ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʇʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Windows 

1. ʑʝʣʢʥʠʪʝ ʇʫʩʢ ʠ ʟʘʪʝʤ ʱʝʣʢʥʠʪʝ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ. 

2. ʅʘ ʧʘʥʝʣʠ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʨʘʟʚʝʨʥʠʪʝ ʈʦʣʠ (Roles) ʠ ʚʳʙʝʨʠʪʝ Web 

Server (IIS). 

3. ɺ ʦʢʥʝ ʉʣʫʞʙʳ ʨʦʣʠ (Role Services) ʱʝʣʢʥʠʪʝ ɼʦʙʘʚʠʪʴ ʩʣʫʞʙ rʨʦʣʠ (Add 

Role Services). 

4. ɺ ʤʘʩʪʝʨʝ ɼʦʙʘʚʣʝʥʠʝ ʩʣʫʞʙ ʨʦʣʠ ʚʳʙʝʨʠʪʝ ʇʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ 
Windows ʠ ʱʝʣʢʥʠʪʝ ɼʘʣʝʝ. 

5. ʅʘ ʩʪʨʘʥʠʮʝ ʇʦʜʪʚʝʨʜʠʪʝ ʚʳʙʨʘʥʥʳʝ ʵʣʝʤʝʥʪʳ (Confirm Installation 

Selections) ʱʝʣʢʥʠʪʝ ʋʩʪʘʥʦʚʠʪʴ (Install). 

6. ʅʘ ʩʪʨʘʥʠʮʝ ʈʝʟʫʣʴʪʘʪʳ ʫʩʪʘʥʦʚʢʠ (Installation Results) ʱʝʣʢʥʠʪʝ ɿʘʢʨʳʪʴ 

(Close). 

ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʇʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Windows 

1. ʅʘ ʧʘʥʝʣʠ ɼʠʩʧʝʪʯʝʨ ʩʝʨʚʝʨʘ ʱʝʣʢʥʠʪʝ ɼʠʩʧʝʪʯʝʨ ʩʣʫʞʙ IIS (Internet 

Information Services (IIS) Manager). 

2. ɺ ʦʢʥʝ ʇʦʜʢʣʶʯʝʥʠʷ (Connections) ʱʝʣʢʥʠʪʝ ʠʤ ̫ʩʝʨʚʝʨʘ ʠ ʟʘʪʝʤ ʚ ʦʢʥʝ 
ʅʘʯʘʣʴʥʘʷ ʩʪʨʘʥʠʮʘ (Home) ʱʝʣʢʥʠʪʝ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʇʨʦʚʝʨʢʘ 

ʧʦʜʣʠʥʥʦʩʪʠ (Authentication). 



 

 

 

ʈʠʩ. 6.2. ɸʢʪʠʚʘʮʠʷ ʇʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ Windows ʚ ʜʠʩʧʝʪʯʝʨʝ IIS 

3. ʅʘ ʧʘʥʝʣʠ ʇʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ ʱʝʣʢʥʠʪʝ ʇʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ 

Windows ʠ ʟʘʪʝʤ ʥʘ ʧʘʥʝʣʠ ɼʝʡʩʪʚʠʷ (Actions) ʱʝʣʢʥʠʪʝ ɺʢʣʶʯʠʪʴ (Enable). 

ʏʪʦʙʳ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ ɸʥʦʥʠʤʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ 

1. ʅʘ ʧʘʥʝʣʠ ʇʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ ʜʠʩʧʝʪʯʝʨʘ IIS ʱʝʣʢʥʠʪʝ ɸʥʦʥʠʤʥʘʷ 

ʧʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ. 

2. ʅʘ ʧʘʥʝʣʠ ɼʝʡʩʪʚʠʷ ʱʝʣʢʥʠʪʝ ʆʪʢʣʶʯʠʪʴ (Disable). 

ȨɆɌɓɔ ȪɆɓɓɆɥ ɕɖɔɜɋɊəɖɆ ɔɘɐɑɤɝɆɋɘ ȦɓɔɓɎɒɓəɤ ɕɖɔɈɋɖɐə ɕɔɊɑɎɓɓɔɗɘɎ Ɋɑɥ Ɉɗɋɉɔ Ȩɋɇ-
ɗɋɖɈɋɖɆ IIS . ȫɗɑɎ Ɏɒɋɤɘɗɥ ɊɖəɉɎɋ Ȩɋɇ-ɕɖɎɑɔɌɋɓɎɥ, ɐɔɘɔɖɡɒ ɘɖɋɇəɋɘɗɥ ɆɓɔɓɎɒɓɡɏ Ɋɔɗɘəɕ, 
Ɉɋɖɔɥɘɓɔ, ɗɑɋɊəɋɘ ɗɓɔɈɆ ɈɐɑɤɝɎɘɢ ɣɘə ɈɔɍɒɔɌɓɔɗɘɢ. 

ʊʘʢʞʝ ʤʦʞʥʦ ʦʪʢʣʶʯʠʪʴ ʘʥʦʥʠʤʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ ʯʝʨʝʟ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ. 
ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʳʤ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʮʝʥʘʨʠʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ɺʝʙ-
ʩʝʨʚʝʨʘ. 

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʘʥʦʥʠʤʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʯʝʨʝʟ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ ʚ ʦʢʥʝ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʣʝʜʫʶʱʠʡ ʩʠʥʪʘʢʩʠʩ: 

%windir% \ system32 \ inetsrv \ appcmd set config -

section:anonymousAuthentication - enabled:false  

ʋʜʘʣʠʪʴ ʥʝʠʩʧʦʣʴʟʫʝʤʳʝ ʢʦʤʧʦʥʝʥʪʳ IIS 

ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʧʨʦʮʝʩʩʘ ʥʘʩʪʨʦʡʢʠ ʨʦʣʠ ɺʝʙ-ʩʝʨʚʝʨʘ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ, ʢʘʢʠʝ 
ʢʦʤʧʦʥʝʥʪʳ IIS 7.0 ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʩʝʨʚʝʨʝ, ʠ ʫʙʝʜʠʪʴʩʷ ʚ ʥʘʣʠʯʠʠ ʚʩʝʛʦ 
ʥʝʦʙʭʦʜʠʤʦʛʦ ʚʘʰʝʡ ʫʩʪʘʥʦʚʢʝ. ɺʩʝ ʩʣʫʞʙʳ ʠ ʢʦʤʧʦʥʝʥʪʳ ʨʦʣʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ 
IIS 7.0, ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʷʚʥʦ. ɽʜʠʥʩʪʚʝʥʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʩʣʫʞʙʝ, ʚ ʢʦʪʦʨʦʡ ʥʝʪ 
ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʚʘʰʝʤ ɺʝʙ-ʩʝʨʚʝʨʝ ï ʚʳ ʩʘʤʠ ʝʝ 
ʫʩʪʘʥʦʚʠʪʝ. ɺʝʨʥʠʪʝʩʴ ʢ ʨʘʟʜʝʣʫ çʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠè ʚʳʰʝ ʚ ʜʘʥʥʦʡ ʛʣʘʚʝ, ʯʪʦʙʳ 
ʚʳʷʩʥʠʪʴ, ʢʘʢʠʝ ʩʣʫʞʙʳ ʨʦʣʠ ʥʝʦʙʭʦʜʠʤʳ ɺʝʙ-ʩʝʨʚʝʨʫ, ʜʦʙʘʚʴʪʝ ʣʶʙʫʶ ʠʟ ʪʝʭ, 



 

 

ʢʦʪʦʨʳʝ ʥʫʞʥʳ ʚʘʰʠʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʠ ʫʜʘʣʠʪʝ ʣʶʙʫʶ, ʚ ʢʦʪʦʨʦʡ ʦʥʠ ʥʝ 
ʥʫʞʜʘʶʪʩʷ. 

ʂʘʢ ʧʨʘʚʠʣʦ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʚʝʨʷʪʴ ʢʦʤʧʦʥʝʥʪʳ ʚ ʪʘʢʠʭ ʦʙʣʘʩʪʷʭ: 

¶ ʉʪʘʥʜʘʨʪʥʳʝ ʦʩʥʦʚʥʳʝ ʤʦʜʫʣʠ HTTP, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʦʛʨʘʤʤʦʡ 
ʫʩʪʘʥʦʚʢʠ IIS 7.0. 

¶ ʅʝʠʩʧʦʣʴʟʫʝʤʳʝ ʢʦʤʧʦʥʝʥʪʳ ʩʨʝʜʳ ʚʳʧʦʣʥʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ. 

¶ ʂʦʤʧʦʥʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ. 

ʅʘʩʪʨʦʠʪʴ ʫʥʠʢʘʣʴʥʫʶ ʧʨʠʚʷʟʢʫ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ɺʝʙ-ʫʟʝʣ IIS ʩʣʫʰʘʝʪ ʩʦʝʜʠʥʝʥʠʷ ʧʦ ʚʩʝʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʤ IP-
ʘʜʨʝʩʘʤ ɺʝʙ-ʩʝʨʚʝʨʘ. ʉʘʡʪ ʪʘʢʞʝ ʦʙʩʣʫʞʠʚʘʝʪ ʚʩʝ ʟʘʧʨʦʩʳ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʧʦʨʪ 
80 ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʟʘʜʘʥʥʦʛʦ ʟʘʛʦʣʦʚʢʘ ʭʦʩʪʘ. ɺʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ, ʚʠʨʫʩʳ ʠʣʠ 
ʯʝʨʚʠ, ʤʦʛʫʪ ʜʝʣʘʪʴ ʧʦʧʳʪʢʠ ʧʝʨʝʙʠʨʘʪʴ ʧʦʜʨʷʜ IP-ʘʜʨʝʩʘ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ 
ʜʠʘʧʘʟʦʥʝ ʚ ʧʦʠʩʢʘʭ ʥʦʚʳʭ ɺʝʙ-ʩʝʨʚʝʨʦʚ ʜʣʷ ʘʪʘʢʠ. ʉʦʢʨʘʪʠʪʴ ʨʠʩʢ ʠʣʠ ʢʦʣʠʯʝʩʪʚʦ 
ʧʦʜʦʙʥʳʭ ʘʪʘʢ, ʤʦʞʥʦ ʥʘʩʪʨʦʠʚ ɺʝʙ-ʫʟʝʣ ʥʘ ʧʨʦʩʣʫʰʠʚʘʥʠʝ ʪʦʣʴʢʦ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 
ʠʤʝʥʠ ʭʦʩʪʘ. ʕʪʦ ʥʘʟʳʚʘʝʪʩʷ ʫʥʠʢʘʣʴʥʦʡ ʧʨʠʚʷʟʢʦʡ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʩʣʫʰʘʪʴ ʥʝ ʚʩʝ ʠʤʝʥʘ ʭʦʩʪʦʚ (*:80:*), ʘ ʟʘʜʘʪʴ ʠʤʷ ʭʦʩʪʘ 
*:80:myWebServer, ʤʦʞʥʦ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ, ʚ ʢʦʪʦʨʳʭ ʜʣʷ 
ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ IP-ʘʜʨʝʩ. ʆʙʳʯʥʦ ʚ ʭʦʜʝ 
ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʘʪʘʢ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʝʨʝʙʠʨʘʶʪʩʷ ʘʜʨʝʩʘ ʧʨʦʩʪʨʘʥʩʪʚʘ 
ʠʤʝʥ IP-ʘʜʨʝʩʦʚ. ʅʘʧʨʠʤʝʨ, ʩʥʘʯʘʣʘ ʜʝʣʘʝʪʩʷ ʧʦʧʳʪʢʘ ʚʳʧʦʣʥʠʪʴ ʜʦʩʪʫʧ ʧʦ 
ʘʜʨʝʩʫ 1.1.1.1, ʧʦʪʦʤ 1.1.1.2, 1.1.1.3 ʠ ʪ.ʜ. 

ɽʩʣʠ ʥʝ ʟʘʜʘʪʴ ʫʥʠʢʘʣʴʥʫʶ ʧʨʠʚʷʟʢʫ, ʚʘʰ ɺʝʙ-ʫʟʝʣ, ʚ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʙʫʜʝʪ 
ʘʪʘʢʦʚʘʥ. ʆʜʥʘʢʦ ʝʩʣʠ ʥʘʩʪʨʦʠʪʴ ʩʝʨʚʝʨ ʪʘʢ, ʯʪʦʙʳ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʪʨʝʙʦʚʘʣʦʩʴ 
ʠʤʷ ʭʦʩʪʘ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ ʩʪʘʥʫʪ ʥʝʚʦʟʤʦʞʥʳʤʠ, ʧʦʪʦʤʫ ʯʪʦ ʟʘʧʨʦʩ ʢ 
IP-ʘʜʨʝʩʫ ʙʫʜʝʪ ʜʘʚʘʪʴ ʩʙʦʡ, ʠ ʯʝʨʚʴ, ʥʝ ʠʤʝʷ ʙʦʣʝʝ ʩʣʦʞʥʦʛʦ ʢʦʜʘ ʜʣʷ 
ʨʘʟʨʝʰʝʥʠʷ ʠʤʝʥ ʭʦʩʪʦʚ, ʥʝ ʩʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ ʠʤʷ ʭʦʩʪʘ ʩʝʨʚʝʨʘ. ɼʣʷ ʥʘʩʪʨʦʡʢʠ 
ʫʥʠʢʘʣʴʥʦʡ ʧʨʠʚʷʟʢʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʫʶ ʧʨʦʮʝʜʫʨʫ. 

ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʫʥʠʢʘʣʴʥʫʶ ʧʨʠʚʷʟʢʫ 

1. ʆʪʢʨʦʡʪʝ ɼʠʩʧʝʪʯʝʨ ʩʣʫʞʙ IIS. 

2. ɺʳʙʝʨʠʪʝ ʠʤ ̫ʩʚʦʝʛʦ ɺʝʙ-ʩʝʨʚʝʨʘ ʠ ʚ ʚʝʪʢʝ ʋʟʣʳ (Sites) ʱʝʣʢʥʠʪʝ ʧʨʘʚʦʡ 
ʢʥʦʧʢʦʡ ʤʳʰʠ ʥʝʦʙʭʦʜʠʤʳʡ ɺʝʙ-ʫʟʝʣ. 

3. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʀʟʤʝʥʠʪʴ ʧʨʠʚʷʟʢʠ (Edit Bindings). 

4. ɺ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʇʨʠʚʷʟʢʠ ʩʘʡʪʘ (Edit Site Binding) ʚʳʙʝʨʠʪʝ ʚ ʩʧʠʩʢʝ ʪʠʧʦʚ 
http ʠ ʱʝʣʢʥʠʪʝ ʀʟʤʝʥʠʪʴ (Edit). 

5. ɺʳʙʝʨʠʪʝ ʜʣʷ ɺʝʙ-ʫʟʝʣʘ ʩʝʨʚʝʨʘ ʥʝʦʙʭʦʜʠʤʳʡ IP-ʘʜʨʝʩ ʠ ʟʘʜʘʡʪʝ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʥʝʦʙʭʦʜʠʤʦʤʫ ʠʤʝʥʠ ʭʦʩʪʘ ɿʘʛʦʣʦʚʦʢ ʭʦʩʪʘ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ 
ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ. 




